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DowntimeDowntime



Leading causes of  business downtime

Source: Contingency Planning Research, a division of Eagle Rock Alliance
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June 2009

 Very strong SLA commitments

 Generators failed to synch with UPS bank

 1 Hour Downtime

 Estimated $41,000 / minute

 Estimated $2.5 million for the outage

 Could this have been prevented?

Case Study – Major Co-location



*Source: IT Performance Engineering and Measurement Strategies

Industry hourly downtime costs*

Brokerage Operations $6,450,000

Energy 2,817,846

Credit Card Sales Authorizations 2,600,000

Telecommunications 2,066,245

Manufacturing 1,610,654

Financial Institutions 1,495,134

Downtime Costs!



SOURCE: Network World, 2009 - ALINEAN Research

Downtime Costs!

Business Application

Estimated outage

Cost-per-minute

Estimated outage

Cost-per-hour

Supply chain management $11,000 $660,000

E-commerce $10,000 $600,000

Customer service $3,700 $222,000

ATM/POS/EFT $3,500 $210,000

Financial management $1,500 $90,000

Human capital management $1,000 $60,000

Messaging $1,000 $60,000

Infrastructure $700 $42,000



Unplanned downtime 
(mission-critical)

Typical 
uptime

Hours down 
per year

Downtime 
Cost Per 

Hour Downtime risk

Worse than average 98% 174.72 $42,000 $7,338,240

Average 99% 87.36 $42,000 $3,669,120

Better than average 99.5% 43.68 $42,000 $1,834,560

Good 99.9% 8.736 $42,000 $366,912

Best in class 99.999% .09 $42,000 $3,780

Downtime Costs!

SOURCE: Network World, 2009 - ALINEAN Research



Total Downtime Costs

Productivity Business Recovery Indirect

Employee 
Productivity

Recovery 
Productivity

Lost Sales

Lost Future 
Repeat 

Business

System 
Restoration

IT Overtime

Temp Help 
Consultants

Damaged 
Reputation

Low Morale

Affects of  Downtime



What does downtime cost you?

Direct employee cost  =  $$$?

Indirect employee cost  = $$$?

Employee recovery cost  =  $$$?

Nonemployee expenses  =  $$$?

Client service value  =  $$$?

IT recovery costs  =  $$$?

Other  =  $$$?



The Need For MonitoringThe Need For Monitoring



 Sirens, Strobes, and Sirens, Strobes, and 
LEDsLEDs

 Local AnnunciationsLocal Annunciations

ReactiveReactive ProactiveProactive

 Hardwired I/OHardwired I/O
 Remote and Local Remote and Local 

AnnunciationsAnnunciations

PredictivePredictive

 Intelligent Intelligent 
information collected information collected 
via protocolsvia protocols

 Remote and Local Remote and Local 
AnnunciationsAnnunciations

 Correlate informationCorrelate information
 Identify trendsIdentify trends
 IntegrationIntegration

The Evolution of Monitoring



UPS

On Bypass

Over Voltage

On Battery

Low Battery

Reactive Monitoring 
Dry Contacts



Proactive Monitoring 
Analog Values – Multiple thresholds



UPS

Predictive Monitoring 
Intelligent Protocols



 When will I run out of powerWhen will I run out of power

 When will I run out of coolingWhen will I run out of cooling

 Post mortem analysisPost mortem analysis

 Historical information analysisHistorical information analysis
 Future equipment failuresFuture equipment failures
 Preventative maintenancePreventative maintenance
 Changes created a problemChanges created a problem

 Capacity planningCapacity planning

Examples of  Predictive



Why do we need to monitor?Why do we need to monitor?

“The company’s ability to survive this economy is more dependent than ever 
before on data center performance.”

Datacenter World Keynote Spring 2009

You can’t manage what you can’t measure!

 To gather data about potentially threatening conditionsTo gather data about potentially threatening conditions

 To determine why a given event occurred and how to prevent itTo determine why a given event occurred and how to prevent it

 Obtain metrics that help us benchmark and show improvementObtain metrics that help us benchmark and show improvement

 Reduced budgets = reduced staffReduced budgets = reduced staff

 Reduce DowntimeReduce Downtime

 Sleep BetterSleep Better



ConvergenceConvergence



Convergence Of Monitoring
“Single Pane Of Glass”

Network Management Systems (NMS)
 SNMP
 ICMP
 HTTP

Building Management Systems (BMS)
 ModbusModbus
 BACNetBACNet
 LONLON
 JBusJBus
 CanbusCanbus
 OPCOPC
 N2N2
 NiagaraNiagara
 ProprietaryProprietary

Security Systems
 IPIP
 CCTVCCTV
 WiFiWiFi
 Hardwired I/OHardwired I/O

Proprietary Systems
 MFG DefinedMFG Defined

Convergence



What Can / Should You Monitor?What Can / Should You Monitor?



 Every site is uniqueEvery site is unique

 Establish your immediate needsEstablish your immediate needs

 Identify your long term goalIdentify your long term goal

 Know your site! Know your site! 

 Ultimate deciding factor is your budgetUltimate deciding factor is your budget

What can / should you monitor?



 Power ChainPower Chain
 Utility PowerUtility Power
 ATSATS
 GeneratorGenerator
 SwitchgearSwitchgear
 Power Quality MetersPower Quality Meters
 STSSTS
 UPSUPS
 BatteriesBatteries
 PDUPDU
 RPP (BCM)RPP (BCM)
 IPDU (Rack Strips)IPDU (Rack Strips)
 ServerServer
 SwitchSwitch

If it’s on your power one-line you can monitor it

What can / should you monitor



 EnvironmentalEnvironmental
 TemperatureTemperature
 HumidityHumidity
 HVACHVAC

 CWSCWS
 CRACCRAC
 Dry CoolerDry Cooler
 VAVVAV
 Glycol FlowGlycol Flow
 Glycol TempGlycol Temp

 Static Pressure Static Pressure 
 AirflowAirflow
 Other Sensors???Other Sensors???

What can / should you monitor?



 OtherOther
 Water Leak DetectionWater Leak Detection
 Access ControlAccess Control
 CamerasCameras
 Door ContactsDoor Contacts
 Motion DetectorsMotion Detectors
 PrePre--Action / FireAction / Fire
 Asset ManagementAsset Management
 Remote FacilitiesRemote Facilities
 Fuel Management SystemsFuel Management Systems
 SecuritySecurity
 LightingLighting
 Other sensors or systems…Other sensors or systems…

What can / should you monitor?



 Multiple protocol monitoring
 Hardwired I/O monitoring
 Multiple methods of annunciating alerts
 Custom graphical displays – web based – 3D modeling
 Mobile access
 Multiple sites into one interface (single pane of glass)
 Datacenter metrics

Features of  a Comprehensive 
Monitoring & Notification Solution



 Capacity planning
 One-line diagrams (power, cooling)
 Asset management
 Ability to monitor ALL aspects of the datacenter
 In-band and out-of-band communications
 Comparative analysis (Thermographic, Energy Spectrum, Side-by-

Side)
 Historical data and reports

Features of  a Comprehensive 
Monitoring & Notification Solution



 More data isn’t always betterMore data isn’t always better

 How does the system interpret that data and help you to make sense of it?How does the system interpret that data and help you to make sense of it?

 What are the Key Performance Indicators?What are the Key Performance Indicators?
 CapacitiesCapacities
 LoadsLoads
 CustomCustom

 What are the Metrics?What are the Metrics?
 PUEPUE

 Power Utilization EffectivenessPower Utilization Effectiveness
 DCiEDCiE

 Data Center Infrastructure EfficiencyData Center Infrastructure Efficiency
 SEERSEER

 Seasonal Energy Efficiency RatingSeasonal Energy Efficiency Rating

Beware of  Data Overload!



Planning for a Monitoring SystemPlanning for a Monitoring System



 Be vendor neutralBe vendor neutral

 Choose an open solutionChoose an open solution
 SNMP, SNMP, ModbusModbus, , BACnetBACnet, Legacy Systems, Legacy Systems

 Prepare for scalePrepare for scale
 Flexibility to meet future demandsFlexibility to meet future demands

 Strive to understand relationships of informationStrive to understand relationships of information
 How do different areas affect other areasHow do different areas affect other areas

 Choose a holistic solutionChoose a holistic solution
 How does the monitoring system interact with other systemsHow does the monitoring system interact with other systems

Steve Yellen – Principal, Aperture Research Institute

Top 5 Monitoring Strategies
AFCOM Communiqué – May 2009



 Communications CardsCommunications Cards
 Web Cards (IP Communications)Web Cards (IP Communications)
 Serial Cards (Serial Communications)Serial Cards (Serial Communications)
 Summary Alarm Cards (Dry Contacts)Summary Alarm Cards (Dry Contacts)

 Sensor addSensor add--onsons
 Powerstrips Powerstrips –– temp, humidity, air flow, light, dry contacts, water leaktemp, humidity, air flow, light, dry contacts, water leak
 CRAC CRAC –– return temp, supply temp, humidity, water leak, dry contactsreturn temp, supply temp, humidity, water leak, dry contacts
 RPP RPP –– Branch Circuit MonitoringBranch Circuit Monitoring
 PDU PDU –– Power MeterPower Meter
 Switch Gear Switch Gear –– Power Quality MeterPower Quality Meter
 Generator Generator –– Fuel tank levelFuel tank level

 Conduit and communications wiringConduit and communications wiring
 How far is your generator?How far is your generator?
 Serial communications wiringSerial communications wiring
 IP connectivity in the electrical roomIP connectivity in the electrical room
 Central collection points for wiringCentral collection points for wiring
 Wireless optionsWireless options

Considerations when purchasing 
and deploying equipment



Questions for vendors

 What protocols do you support natively?What protocols do you support natively?
 How do you manage protocols that are not native?How do you manage protocols that are not native?

 What MFG or Vendors do you support?What MFG or Vendors do you support?

 What notification methods are available?What notification methods are available?

 What customization can I do without calling you?What customization can I do without calling you?

 What costs will be associated with growing this system?What costs will be associated with growing this system?

 How do you provide for maximum uptime of the system?How do you provide for maximum uptime of the system?

 How are systems supported?How are systems supported?

Choosing the right vendor



Questions for Vendors

 How much data can I store historically?How much data can I store historically?
 What reports are available to show this information?What reports are available to show this information?

 How does the system get backed up?How does the system get backed up?

 What is the installed TCO?What is the installed TCO?

 How are you involved with the growth path of my system?How are you involved with the growth path of my system?

 What metrics do you define as standards for my datacenter?What metrics do you define as standards for my datacenter?

 Customer ReferencesCustomer References

Choosing the right vendor



Total Cost of OwnershipTotal Cost of Ownership



 Evaluation of SystemsEvaluation of Systems

 Purchased System CostsPurchased System Costs

 LicensingLicensing

 Hardware platformHardware platform
 Licenses (Windows, SQL, etc)Licenses (Windows, SQL, etc)

 Installation Installation (Electrical, Systems Admin, DBA, Networking, Cabling)(Electrical, Systems Admin, DBA, Networking, Cabling)

 CommissioningCommissioning

 TrainingTraining

 SupportSupport

 Recurring licenses / feesRecurring licenses / fees

 Upgrade costsUpgrade costs

Monitoring Systems - TCO



Return on InvestmentReturn on Investment



 Downtime reductionDowntime reduction

 Electrical cost reductions (with control of various systems)Electrical cost reductions (with control of various systems)

 “Incentives” from the electrical companies“Incentives” from the electrical companies

 Reduction or reallocation of workforceReduction or reallocation of workforce

 Drive time to remote sitesDrive time to remote sites

 Preventative maintenance costs Preventative maintenance costs 
 Maintenance done as needed instead of on a scheduleMaintenance done as needed instead of on a schedule

 Outsourced or InOutsourced or In--house manual reportinghouse manual reporting
 Sneaker reportsSneaker reports

 Centralized managementCentralized management

 “Greening” efforts support (Business Perception)“Greening” efforts support (Business Perception)

Return on Investment



Create and follow a process

Return on Investment

MeasureMeasure AnalyzeAnalyze ImproveImprove ControlControl



You You cancan manage what you manage what you can measure!measure!

 The need for monitoring is significantThe need for monitoring is significant

 Reactive   Reactive    Proactive   Proactive    PredictivePredictive

 Identify your monitoring needsIdentify your monitoring needs
 ImmediateImmediate
 FutureFuture

 There are many monitoring systems with many featuresThere are many monitoring systems with many features
 TCOTCO
 ScalabilityScalability
 Protocol CompatibilityProtocol Compatibility
 SupportSupport

 Do your homeworkDo your homework

 Choose what's right for youChoose what's right for you

Summary



Questions?Questions?
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