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What’s creating pressure to move
security into the cloud?

• Morphing malware

• Blended threats

• Web 2.0

Expanding Threat 
Landscape

• Constant patching

• Multiple point solutions

• Hardware struggling

High Cost of Ownership

Explosive Web Growth

• Social networking sites

• Blogs and Wikis

• Web-based IM

Repercussions of Non-
Compliance

• HIPAA

• PCI-DSS

• SOX



Expanding Threat Landscape
Malware Volume is Out of Control

• Tripled first half 2009
• Server-side Polymorphism (packing and crypting)



Expanding Threat Landscape
The Web is THE BattleGround

• Widespread Virus/Worms on the downturn
• Attackers move to greener pastures (the Web)
• Browsers consolidate many apps, large attack surface
• Web 2.0 and complex web apps increase risk
• Two-Stage Web attack

– Exploit Web-app vuln to hijack web server
– Exploit browser vuln or SocEng to hijack client

• Attackers automate web app attacks



Explosive Web Growth

• 1 Trillion web pages  

• 120M domains 

• 450M authorities

• Public sites 25% 
CAGR 

• 1M new domains 
daily

Web 1.0 is 
Challenging

• Social networking

• User-generated 
pages

• Dynamic content

• Mash-ups

Web 2.0 is 
Really 

Challenging

• 5x as hard

• 3 Trillion pages 

• 300M+ domains

• 1B+ authorities

The Internet of 
2012 is Difficult 

to Imagine
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Explosive Web Growth

Cyber Fraud
Websites infected with 
malware increased to a 
staggering number of 
166,000 in October 2007
SANS Internet Storm Institute's Mark Hofman, Nov 

2007

12 million bot-infected 
computers are being used 
to send spam

Federal Trade Commission, July 2007 

30% of mobile workers 
“hardly ever” consider 
security risks and proper 
behavior

2007 National Cyber Security Alliance study

64% of enterprise users are 
not currently protecting 
their PDAs or smartphones
from virus or spam threats

Sophos User Study, Jan 2007

Facebook Example
Over 90% of Facebook’s
most popular application 
have acesss to users’ private 
date, whether they need it 
or not!

Dark Reading – Jan 31st 2008

Facebook hit by 5 security 
problems in 1 week!

PC World – Mar 3rd, 2009

Application allows for 
hijacking of Facebook
accounts

Cnet – May 6th, 2009

Widespread Facebook
application installs adware –
Secret Crush leads to 
unwanted advertising

Sophos – Jan 1st, 2008



How Can Cloud-based Reputation
Services Help?

• Faster, more dynamic security
• Less infrastructure to manage and update
• Reduces bandwidth utilization
• Frees up security appliance work load
• Only pay for what you need
• Quick and easy deployment



What is a Reputation Service?



How Are Reputation Services
Deployed?

•Small footprint

•No latency issues

•Most up to date data

•Customized local db

Hosted Service
All request go 

through hosted 
service

•Real-time updates

•Limited connectivity

•Legacy migration path

Local Service
Local database cache 

and daily updates

• Best of both worlds

• Falls back to hosted

• No constraints 

• High performance

Hybrid Service
Local database and 

hosted service



What’s In A Reputation Service



Eliminate the Known:  IP Reputation

 Historically Bad
 Spammers

 Categorized Web Sites

 General Bad-Guys

 Credit Bureau Approach
 Who and what is bad months 

and years ago

 Not real-time, dynamic



Patented Intelligence:  Content Analysis

 Domain & Sender Inspection
 Proactive anti-phishing

 Identifies new web pages to 
block malicious and 
inappropriate sites

 Sees the Big Picture
 Rejects network attacks, such 

as DoS, DHA…

 Identifies unknown recipients to 
reject spammer-probing



Leveraging Signatures:  Behavioral Analysis

 Email Rejection
 Examines embedded links

 Inspects headers and content

 Malware, Spyware and Spam 
signature scanning

 Web Rejection
 URL Filtering

 Malware, Spyware and 
Crimeware signature scanning



Uniqueness:  Contribution to the System

 Deep Content Inspection
 Integration with email and web 

security appliances

 Thorough inspection with threat 
prevention engines

 Auto Updates
 Attacks first identified by one 

customer, real-time 
automatically rejects at the 
perimeter for all other 
customers

 Ideal defense for BotNets



Defense-in-Depth
Leverage Reputation Services for Superior Security

First Line of Defense

Deep Content Inspection
Added Protection for Spam and Malware



How it Works
(Email Example)

• Connection made to perimeter email security device

• Device waits until it receives the MAIL FROM<>

• Email security devices queries the reputation service with 
user@example.com, 207.236.65.232

• Reputation service analyzes received data

• Reputation service returns score and a decision to reject is made



How it Works
• Reputation Services can collects information from over 1 billion sources

– Email, network and Web security devices send information back to reputation servers  
over port 443

– 3rd party synchronizations, such as Spamhaus and Sorbs
– Spam traps and honey pot domains

• Correlates all information together using content as the key driver in determining 
an overall reputation score



 Did You Know…
 More than 90% of email is spam

 Email is now the delivery 
vehicle for

 Do the Math…
 For every 100 emails, more 

than 90 are unwanted; nearly 
89 are caught and rejected at 
the perimeter by a reputation 
service

Power of Email Reputation



 Did You Know…
 The internet grows at a rate of 

nearly 40% annually

 More malicious code is found 
on the web than in email

 Do the Math…
 For every 100 web pages, more 

than 38 are unwanted; and 37 
are identified and rejected at the 
perimeter by a reputation 
service

Power of Web Reputation



67.2%

73.3%

77.0%

77.5%

77.9%

81.5%

83.6%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Sharing systems/information simpler

Encourages more standard IT

Offers the latest functionality

Less in-house IT staff, costs

Low monthly payments

Pay only for what you use

Easy/fast to deploy

% responding 3, 4 or 5

Q: Rate the benefits commonly ascribed to the 'cloud'/on-demand model 
(1=not important, 5=very important)

Source: IDC Enterprise Panel, August 2008  n=244

Benefits of Moving to the Cloud



Don’t Take My Word For It
Related acquisitions in 2H’09

Acquires BorderWare in August 2009WatchGuard 
Technologies

Acquires Purewire in October 2009Barracuda Networks

Acquires ScanSafe in October 2009Cisco Systems



The Future of Reputation Services

•Historical Data

•Content Inspection

•Behavioral Analysis

•Natural Feedback

Today’s 
Reputation 

Service

•Outsource reputation

•Interface & structures

•New business models

SDK Access for 
Everyone

• Web 2.0 apps

• App awareness

• Rate limiting/hybrid

More Protocols 
and 

Applications



Benefit Summary

•Access to the latest security software and updates
•Feedback loop means cloud gets smarter
•Easy to add functionality within updating CPE

Greater Security

•Only pay for what you use
•Reduce unwanted bandwidth hitting the network
•Alleviate security appliance work load

Cost Savings

•Easy rollout and integration
•No need for multiple point products
•Eliminates need for specialized knowledge

Easy-to-use



Questions?
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Morphing malware

Blended threats

Web 2.0

Expanding Threat Landscape









Constant patching

Multiple point solutions

Hardware struggling

High Cost of Ownership









Explosive Web Growth

Social networking sites

Blogs and Wikis

Web-based IM









Repercussions of Non-Compliance

HIPAA

PCI-DSS

SOX
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Expanding Threat Landscape
Malware Volume is Out of Control

Tripled first half 2009

Server-side Polymorphism (packing and crypting)









Malware volume is out of control

Packing, crypting, and other malware obfuscation techniques are creating 1000’s of new variants of the same threat. The growth of new malware variants is exponention



5



Expanding Threat Landscape
The Web is THE BattleGround

Widespread Virus/Worms on the downturn

Attackers move to greener pastures (the Web)

Browsers consolidate many apps, large attack surface

Web 2.0 and complex web apps increase risk

Two-Stage Web attack

Exploit Web-app vuln to hijack web server

Exploit browser vuln or SocEng to hijack client

Attackers automate web app attacks





The Web is the battle ground

Big email viruses and worms are on the downturn

Attackers have moved to the web

The web browser consolidates many applications, offering attackers a huge attack surface

Web 2.0 and other complex web technologies introduce many security risks

Attackers launch web application attackers to hijack and booby trap web servers, then they use those web servers to hijack web clients. Two distinctly different types of attacks, both web-based.

Attackers have figured out how to automated web-based attacks,
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Explosive Web Growth









1 Trillion web pages  



120M domains 



450M authorities



Public sites 25% CAGR 



1M new domains daily







Web 1.0 is Challenging









Social networking



User-generated pages



Dynamic content



Mash-ups







Web 2.0 is Really Challenging









5x as hard



3 Trillion pages 



300M+ domains



1B+ authorities







The Internet of 2012 is Difficult to Imagine
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Web 1.0 is hard enough

1 Trillion web pages  *

120M domains  **

450M authorities  ***

Public sites 25% CAGR  **

1M new domains daily **** 

*Google Jul 08

**Netcraft 2008

*** Internet Systems Consortium Jul 08

****Domaintools.com Aug 08



Web 2.0 is harder

Social networking

User-generated pages

Dynamic content

Mashups

And it only gets worse:  The Internet in 2012

5x as hard

3 Trillion pages 

300M+ domains

1B+ authorities
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Explosive Web Growth

Cyber Fraud

Websites infected with malware increased to a staggering number of 166,000 in October 2007

	SANS Internet Storm Institute's Mark Hofman, Nov 2007

12 million bot-infected computers are being used to send spam

	Federal Trade Commission, July 2007 

30% of mobile workers “hardly ever” consider security risks and proper behavior

	2007 National Cyber Security Alliance study

64% of enterprise users are not currently protecting their PDAs or smartphones from virus or spam threats

	Sophos User Study, Jan 2007

Facebook Example

Over 90% of Facebook’s most popular application have acesss to users’ private date, whether they need it or not!

Dark Reading – Jan 31st 2008

Facebook hit by 5 security problems in 1 week!

	PC World – Mar 3rd, 2009

Application allows for hijacking of Facebook accounts

	Cnet – May 6th, 2009

Widespread Facebook application installs adware – Secret Crush leads to unwanted advertising

	Sophos – Jan 1st, 2008





"One of the problems is that Facebook allows anybody to write an application and third party applications are not vetted before they are released to the public. Even as Facebook stamps out one malignant application, it can pop up in another place," said Graham Cluley, senior technology consultant at Sophos

However, it appears Facebook is still refusing to vet apps before they are made available on the social network.

Founder Mark Zuckerberg told Radio One last month: "Our philosophy is that having an open system anyone can participate in is generally better".



University of Virginia researchers have discovered that 90.7 percent of Facebook's most popular applications have access to users' private data, whether they need it or not -- leaving users exposed to targeted phishing attacks and identity theft. So a UVA researcher is currently building a "privacy-by-proxy" prototype aimed at hiding a user's private information on Facebook from these apps.

Dark Reading – Jan 31st 2008



FBController analyzes the communications that Facebook has with computers when they interact with the site and uses that information, along with the cookie data, to allow for accounts to be hijacked, said 26-year-old Azim Poonawala, who wrote the tool and provides details on his blog. 

Cookies, meanwhile, can be obtained using network sniffing, cross-site scripting exploits, social engineering, and via open proxies where cookies are logged, he said in a recent interview over chat. 
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How Can Cloud-based Reputation Services Help?



Faster, more dynamic security

Less infrastructure to manage and update

Reduces bandwidth utilization

Frees up security appliance work load

Only pay for what you need

Quick and easy deployment







What is a Reputation Service?





Purpose of a reputation service is to:

Block unwanted or bad traffic at the perimeter using an in-the-Cloud or Hybrid Model



Goals of a reputation service are to:

Ensure threats never enter your network

Reduce the on-premise footprint required to scan traffic

Decrease costs associated with bandwidth, hardware, etc.



BUT, not all reputation services are created equal.



1st Generation Reputation Services:

Rely solely on DNSBL’s and are hence only 50 to 80% effective

Visibility is equivalent to the analogy of black and white TV



2nd Generation Reputation Services:

Rely on DNSBL AND volume of traffic coming from an IP

Effectiveness is 70 to 80%

Can be likened to the visibility of color TV



3rd Generation Reputation Service – WatchGuard ReputationAuthority:

provides the most comprehensive protection of a reputation service by inspecting:

DNSBL

Volume of traffic coming from an IP

AND conducting content inspection and behavior analysis before it determines to allow or block the traffic from entering the network 

Can be likened to the visibility of high definition TV

10



How Are Reputation Services Deployed?







Small footprint



No latency issues



Most up to date data



Customized local db







Hosted Service

All request go through hosted service



Real-time updates



Limited connectivity



Legacy migration path













Local Service

Local database cache and daily updates









Best of both worlds



Falls back to hosted



No constraints 



High performance







Hybrid Service

Local database and hosted service
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Hosted

Description:  All requests go through hosted Service, typically local cache of arbitrary size with 24hr TTL

Targeted Integration:  Low hardware footprint devices

Benefits

Super efficient network transaction so no latency issues

Optimized utilization of local resources

Most up to date data

Customized local db via local cache

Local db only

Description: Local 20M MD-5 URL db, updated daily, with support for ad hoc Real Time Updates

RTUs typically used for security issues

Targeted Integration: Limited internet connectivity deployments

Benefits:  transition option from legacy integration to hybrid model

Hybrid

Description: Local 20M MD-5 URL db with hosted service queries if no local answer

Typically local cache of arbitrary size

Daily db updates, RTU support

Targeted Integration:  Non-resource\bandwidth constrained integrations

Benefits

High performance lookups (150k/sec cache lookups)

Customized local db via local cache (really, no need for local 20M db)







What’s In A Reputation Service





WatchGuard ReputationAuthority is the first 3rd generation reputation system

Hybrid In-the-Cloud model

Rejects Unwanted Email and Web Traffic at the perimeter

98.3% Catch Rate

99.99% Accuracy Rate

Unique and Patented

Included with all WatchGuard XCS appliances



Highlight rejection ability of the ReputationAuthority:



Define Rejection

Denying Entry into Your Network



Rejection Versus Blocking

Rejecting Traffic Sends a Bounce Message to Notify Sender, While Blocking Drops the Message



Values to the Business

No Archival of Unwanted Traffic

Smaller Footprint Required



12



Eliminate the Known:  IP Reputation

Historically Bad

Spammers

Categorized Web Sites

General Bad-Guys



Credit Bureau Approach

Who and what is bad months and years ago

Not real-time, dynamic







Rather than simply monitoring traffic, unlike other older reputation services which act like a credit bureau by monitoring the historically known unwanted traffic using DNSBLs, the WatchGuard ReputationAuthority provides a real-time reputation based on what is now.  



It combines historical information with patented, next-generation adaptive identification techniques and behavioral analysis to determine the reputation and risk level of email and Web traffic trying to enter your network. 
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Patented Intelligence:  Content Analysis

Domain & Sender Inspection

Proactive anti-phishing

Identifies new web pages to block malicious and inappropriate sites



Sees the Big Picture

Rejects network attacks, such as DoS, DHA…

Identifies unknown recipients to reject spammer-probing









Rather than acting simply as a passive monitoring system that relies on historical black lists of known spammers or sheer volume, WatchGuard ReputationAuthority examines the content of the traffic and automatically updates the network of its findings to ensure accuracy and effectiveness.  



This is a key differentiator from other first and second reputation services that makes the ReputationAuthority a true zero-hour first line of defense that rejects traffic across multiple protocols.
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Leveraging Signatures:  Behavioral Analysis

Email Rejection

Examines embedded links

Inspects headers and content

Malware, Spyware and Spam signature scanning



Web Rejection

URL Filtering

Malware, Spyware and Crimeware signature scanning









WatchGuard ReputationAuthority also includes real-time behavioral analysis of each and every message by:



Examining embedded links



Inspecting headers and content



Applying malware, spyware, crimeware and spam signature scanning



Applying URL filtering
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Uniqueness:  Contribution to the System

Deep Content Inspection

Integration with email and web security appliances

Thorough inspection with threat prevention engines



Auto Updates

Attacks first identified by one customer, real-time automatically rejects at the perimeter for all other customers

Ideal defense for BotNets









The WatchGuard ReputationAuthority is constantly uploading and distributing threat feeds automatically across the entire network to stay current and proactive.  



Threat feeds uploaded into the system include discovered threats from all WatchGuard XCS customers, global reputation databases and 3rd party DNSBLs from across the globe.



The combination of these feeds is assimilated in the WatchGuard reputation database and streamed across the ReputationAuthority  network in real-time.



In this way, you are not only leveraging the intelligence from traffic entering your network, you are receiving the intelligence of millions of threats that are traversing the networks of all systems monitored by ReputationAuthority across the globe.
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Defense-in-Depth

Leverage Reputation Services for Superior Security

First Line of Defense

Deep Content Inspection

Added Protection for Spam and Malware











The WatchGuard ReputationAuthority is the most effective first line of defense reputation service for email and web security.  It integrates with the WatchGuard XCS line of products to ensure no threats or unwanted traffic enters your network.



How does it work?



Message traffic from email and web come to the network perimeter from the internet.  ReputationAuthority inspects all of the email and web traffic looking to block all unwanted traffic at the connection level.



All clean traffic is allowed into the network for processing and routing by WatchGuard XCS.



If any additional threats or spam is discovered by XCS during the sophisticated defense-in-depth process which examines content, sender information, and contextual analysis, the message is prevented from continuing, and discovery is reported back to the ReputationAuthority to automatically contribute the findings across the network to block future traffic of its kind.



Hence, only clean traffic is routed and presented to end users.



By investigating content and volume, then automatically contributing these results to the network instantly , ReputationAuthority ensures protection from threats in real-time.
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How it Works
 (Email Example)

Connection made to perimeter email security device



Device waits until it receives the MAIL FROM<>



Email security devices queries the reputation service with user@example.com, 207.236.65.232



Reputation service analyzes received data



Reputation service returns score and a decision to reject is made





A mail connection is made from an un-trusted IP address (IP address that is NOT part of a non-routable range 10.x, or has NOT been whitelisted)

Security Platform waits until it receives the MAIL FROM<> within the SMTP conversation (this is done in order to collect the sending IP, as well as Domain, which allows to perform Domain & User based reputation filtering)

Security Platform then makes a UDP 53 (DNS) query to the configured DNS Server with the following information included (user@example.com, 207.236.65.232) which is analyzed against the ReputationAuthority

For a message from the sender "user@example.com", a query will be sent to ReputationAuthority checking the sender address "user@example.com", the domain "example.com", and the originating IP address of the connection. 

The result generated by ReputationAuthority will depend, in the order of priority, on the reputation for that specific sender at that IP address, for the domain originating from that IP address, and the reputation of the IP address itself.



The ReputationAuthority returns the Reputation score that satisfies the query and the Security Platform will reject the connection if the threshold sent back exceeds the threshold configured in the Security Platform







How it Works

Reputation Services can collects information from over 1 billion sources

Email, network and Web security devices send information back to reputation servers  over port 443

3rd party synchronizations, such as Spamhaus and Sorbs

Spam traps and honey pot domains



Correlates all information together using content as the key driver in determining an overall reputation score





BorderWare Security Platform passes the following information back to the ReputationAuthority 

Originating IP address and destination IP address

Total mail, clean mail and spam mail (including results of Security Platform scanning)

Anti-virus scanning results

Outbreak control results

Known and unknown recipients

Malformed mail

Domain and user information (sent using a one-way hash for security purposes)

Checksum identification of attached files



Did You Know…

More than 90% of email is spam

Email is now the delivery vehicle for



Do the Math…

For every 100 emails, more than 90 are unwanted; nearly 89 are caught and rejected at the perimeter by a reputation service



Power of Email Reputation 





If you receive 1M emails in any given timeframe, DNS Blacklisting (what the competitors primarily use and some cases only use) rids the traffic of 75% of the unwanted messages 



BUT the key differentiation of ReputationAuthority  is its powerful 98.3%  catch rate.



So, if we were to compare the effectiveness of the three generations of reputation services as in the chart shown here using the example of 1M incoming email messages:

 

A 1st generation service using only DNSBL would allow upwards of 250,000 messages to enter the network



A 2nd generation service which relies simply on DNSBL and volume of traffic from an IP would allow upwards of 150,000 messages through…



As a 3rd generation service, WatchGuard ReputationAuthority allows only 17,000 messages to enter the network for further defense-in-depth inspection, resulting in a significant difference of threat protection and cost savings.



KEY POINT: THE REMAINING UNWANTED TRAFFIC IS CAUGHT BY WATCHGUARD SPAM PREVENTION (DEFENSE IN DEPTH)
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Did You Know…

The internet grows at a rate of nearly 40% annually

More malicious code is found on the web than in email



Do the Math…

For every 100 web pages, more than 38 are unwanted; and 37 are identified and rejected at the perimeter by a reputation service



Power of Web Reputation





According to IDC, 38% of the Web contains malicious code 



Many organizations rely on URL filtering alone to protect from unwanted web traffic.  But URL filtering rejects slightly more than 24% of the bad traffic.



Let’s take a sample of 1M websites traversing a network.  



If we were to use the IDC statistic of 38% of sites containing malicious codes, that would mean that 380,000 of the sites would be bad.  



If only 24% of the 380,000 sites were rejected by traditional 2nd generation URL filtering technologies, there would be 288,800 remaining.



The remaining 12.3% (that is 150,860 sites) would undergo behavioral analysis and would be cleared by ReputationAuthority and then undergo defense-in-depth with WatchGuard XCS and our Web Security capabilities to cleanse the rest of the web pages.
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67.2%

73.3%

77.0%

77.5%

77.9%

81.5%

83.6%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

Sharing systems/information simpler

Encourages more standard IT

Offers the latest functionality

Less in-house IT staff, costs

Low monthly payments

Pay only for what you use

Easy/fast to deploy

% responding 3, 4 or 5

Q: Rate the benefits commonly ascribed to the 'cloud'/on-demand model 
(1=not important, 5=very important)

Source: IDC Enterprise Panel, August 2008  n=244

Benefits of Moving to the Cloud





22

Enterprises are looking to the cloud for global-class services and innovative ways to reduce technology costs and drive business agility



Consumer perspective



Don’t Take My Word For It
Related acquisitions in 2H’09



Acquires BorderWare in August 2009



WatchGuard Technologies









Acquires Purewire in October 2009

Barracuda Networks

Acquires ScanSafe in October 2009

Cisco Systems
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Vendors see this as a positive technology direction as well and have been making acquisitions in this space to round out their offerings and deliver greater customer value.



The Future of Reputation Services









Historical Data



Content Inspection



Behavioral Analysis



Natural Feedback







Today’s Reputation Service





Outsource reputation



Interface & structures



New business models















SDK Access for Everyone









Web 2.0 apps



App awareness



Rate limiting/hybrid









More Protocols and Applications
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Hosted

Description:  All requests go through hosted Service, typically local cache of arbitrary size with 24hr TTL

Targeted Integration:  Low hardware footprint devices

Benefits

Super efficient network transaction so no latency issues

Optimized utilization of local resources

Most up to date data

Customized local db via local cache

Local db only

Description: Local 20M MD-5 URL db, updated daily, with support for ad hoc Real Time Updates

RTUs typically used for security issues

Targeted Integration: Limited internet connectivity deployments

Benefits:  transition option from legacy integration to hybrid model

Hybrid

Description: Local 20M MD-5 URL db with hosted service queries if no local answer

Typically local cache of arbitrary size

Daily db updates, RTU support

Targeted Integration:  Non-resource\bandwidth constrained integrations

Benefits

High performance lookups (150k/sec cache lookups)

Customized local db via local cache (really, no need for local 20M db)





Benefit Summary



Access to the latest security software and updates

Feedback loop means cloud gets smarter

Easy to add functionality within updating CPE



Greater Security









Only pay for what you use

Reduce unwanted bandwidth hitting the network

Alleviate security appliance work load

Cost Savings

Easy rollout and integration

No need for multiple point products

Eliminates need for specialized knowledge

Easy-to-use





Questions?
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