


A Stark Reality

• 2009 United States Population: 305 million

• Personal records breached from 329 U.S. companies (1/09 to 
9/09): 138 million

• 27% of all data breaches in 2009 are the result of “Insider” 
activities

• 74% of employees surveyed say it’s easy to damage a company’s 
reputation on social media.

• Fifty-eight percent of executives agree that reputational risk and 
social networking should be a board room issue, but only 15% say 
it actually is.



Agenda

What we are here to do:

Educate

Enlighten

Empower

What we are NOT here to do:

Sell anything

Promote anything

Share everything today



Everybody ‘Gets It’

When someone in New York is affected by Cybercrime, we are all affected!



The eCity Concept is….

Just as a company is part of 
‘eCommerce’, cities like New York 
are effectively ‘eCities.’

‘Securing our eCity’ is a 
Neighborhood Watch for the 21st

century online community



People Want 
Your Money

1000 User Accounts

1 Year

$370,000 stolen

Avg. loss per victim: 
$3,700

Avg.  rent for a 1 
bedroom in NYC: 
$2,632





Cyber Security Terminology

Attack Surface is used to explain our exposure to a threat. By using technology and 
education we can reduce our attack surface. 

Malware is bad software.  Mal = Bad & ‘ware’ abbreviated from software.

Phishing is a direct marketing scam targeting a consumers bank account 
information.

Spam is unsolicited bulk emailing, formerly known as direct marketing email, now 
illegal if not properly structured.

Botnet – In programming terms a bot is an automated or 
ro-BOT-ic program.  A network is referred to as a ‘net’.  Hence the term ‘botnet.’

Data Breach – Any loss of personal identifying information which could be used in 
identity theft or other cybercrimes.

ROI – Return On Investment.  How much you get for how much you spend.



2009 & Cybercrime

“There are as few as six or seven
major bot gangs and as few as
1,000 criminals controlling all
infected computers”

*Professor Randy Vaughn, Baylor
University

…the Georgia Tech Information
Security Center projects a ten-
fold increase in malicious 
software targeting data in the
coming year; and botnets are 
expected to compose 15% of all 
online computers in 2009….

*2009 Annual Threat Assessment to the
Senate Intelligence Committee 



What Motivates 
Cybercriminals?

Distributed (global) 
Model

Readily Available 
Cybercrime Tools

Very Low Start-up Capital

Relative Immunity to 
Prosecution

Armed Robbery:
Avg. “take” = $1,200
Arrested 8/10 Times
90% Conviction Rate

White Collar Crime: 
Avg. “take” = $100,000
40% Conviction Rate 
10%  Serve Jail Time



Data Breach



The Hidden Threat: Employees

Fact: 59% of corporate workers surveyed stated they would leave with  
sensitive corporate data upon layoff or departure.

…Moreover, 79% of these respondents admit their company did not 
permit them to leave with company data.

…Approximately 68% are planning to use such information as email 
lists, customer contact lists and employee records that they stole 
from their employer.

…Not only is this putting customer and other confidential information 
at risk for a data breach but it could affect companies’  
competitiveness and future revenues.

*February 2009 Research Study by Dr. Larry Ponemon





Would you believe it if I told you…

People like those you see pictured here….

Were the key to cracking the largest 
data breach…

in HISTORY?



On January 17th, 2007 TJX Companies, 
(operators of Marshalls, TJ Maxx & 
Home Goods) 
disclosed a computer hack to their 
system putting shoppers at risk of 
identity theft.  



Step 2 Step 3Step 1

Hackers perfect 
“War Driving” 

techniques using 
a directional 

antenna

Hackers park at a 
Marshalls 

department store 
in St. Paul MN.

Data collected 
includes Usernames 

& Passwords for 
TJX’s mainframe in 
Framingham Mass.

Step 4

Hackers create 
their own 

accounts in the 
TJX mainframe



Step 6 Step 7Step 5 Step 8

Hack goes 
unnoticed for 

18 months

Wal Mart clerk becomes 
suspicious of people 

buying large quantities 
of gift cards, notifies 

police

Surveillance 
tapes lead 

police to some
of the hackers 

in Florida

TJX begins to 
realize what’s been 
going on.  Hires a 

computer forensics 
expert & notifies 

the Secret Service





An estimated 
94 million 

consumers 
Credit/Debit 

history, Drivers 
License numbers 
and Government 
I.D. numbers are 

compromised

Settlement requires 
TJX to provide
1.  Identity Theft 
Insurance
2. Credit Monitoring
3. Reimbursement of 
Lost Funds
4. Cash Benefits
5. Vouchers

Total estimated 
cost to TJX = 

More than 
$1 billion dollars



Stored 
personal 

information 
in “clear text”

Utilized a 
known 

cracked 
encryption 

scheme 
(WEP)

Lacked 
password 
security

Lacked a 
firewall to 

protect credit 
card 

information

Failed to 
patch or 
update 

antivirus 
software

Did not 
follow up on 

security 
warnings & 
cyber alerts

Data Breach
FTC Investigation Concluded TJX:



Preventing a Data Breach

1) Educate employees

2)  Secure Laptops & PDA’s 

3) Restrict access

4) Dispose of confidential information 
properly. 

5) Develop policies for employees who 
telecommute. 



Social Networking






