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Policy – Different Focus

• Malware

• Unauthorized access

• Assure SAP Order Entry

• Assure Voice over IP

Security Performance

Prevent bad, assure compliance Assure the good, prevent problems
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• Non-complying PCs

• Catalog and track

• Assure Voice over IP

• Improve file access performance

• Contain problem traffic

Firewall

Web Filter

Compliance

Quality of Service (QoS)

Application SLA



Quiz – What’s Your Policy?
Assume Persona of Average Enterprise

(Not 18 year old teen boy)

Block
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Block

Contain

Policy: 
Protect

for residence halls 

after 5 pm



Policy – Differences

• Absolute
– Good policy demonstrates compliance

• Block by default/opt-in

• Adaptive to conditions
– Good policy reflects business priorities

Security Performance

Binary

(or semi-binary)

Nuanced
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• Block by default/opt-in
– Block ALL

– Allow port 80 requests to DMZ web server

• Block blacklist
– Porn, hate speech

– Others to match usage policy from HR

– Malware

• Allow white list
– Allow Salesforce.com, Webex, Taleo, Yahoo 

finance…limited list of others

– Block all else

• Prioritize & assure
– Each voice call gets 34kbps up to seven calls (mark 

into RT COS)

– Protect Citrix real time traffic

• Contain
– Contain Citrix print to 10% , protect Citrix interactive

– Contain IM, FlashVideo



REQUIRED
INTELLIGENCE

How Can You Set Policy & Monitor Performance & Security?
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Web 2.0

Business Services

Dynamic Malware

Real Time Apps
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Evasive Applications

Encrypted (SSL)

Browser Apps

Internet Access

IANA Port #s
1990s

(Port 80)

• Shift to Web Traffic

• Multi-Protocol World

• Richer Application Mix

• Users Anywhere
PERFORMANCE CHALLENGES



Policy – Commonality

• Protect Enterprise assets

• Maintain operation of critical business 

applications and processes

Problems with Limited Intelligence

Security PerformanceAvailability

Packet LayerFirewalls
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Problems with Limited Intelligence

Port 80, 8080, 21, 137, 443

Packet Layer

Probes, Accelerators

Firewalls

Begat IPS

Distributing  to Remote Locations

Risk, Cost & Benefits of enforcement point

Management challenge

Challenges with evasive types

P2P, Skype, SSL, Web2.0
Optimize Business

Contain others

Stop Bad



Best Practice Performance Policies

Recreational Traffic
P2P, iTunes, YouTube, 

Streaming Flash

Basic: Stop malware, porn & hate; Backhaul: Guarantee 0% of link, 
burstable to 25% LOWEST PRIORITY 
Advanced: Disribute internet access to branch office; REQUIRES SWG
MPLS CoS: Best effort (best effort class).

File Collaboration
MSFT CIFS

Basic: Guarantee 10% of link, burstable to 25% at MEDIUM PRIORITY
Apply Acceleration: CIFS Acceleration with caching & offline access
MPLS CoS: Bulk traffic (bronze class).
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Business Rich Media
Training videos, corporate

communications video casts 

Basic: Preposition non-live content into remote cache
Advanced: Split streams at branch (min bandwidth, offload servers)
MPLS CoS: Class 2—critical traffic (gold class) – after hours for non-live
content; live content-buffering enables high performance with stream split

IP Telephony/VOIP
RTP, SIP, RTCP

Basic: Guarantee partition to expected call capacity, prioritize top priority
Advanced: Per call bandwidth guarantee for amount needed for specific
voice or video codec used.
MPLS CoS: Real time class of service

External SSL
Applications

Salesforce, Oracle, SAP

Basic: Employ asymmetric SSL Acceleration & object caching
Advanced: Requires advanced certificate intelligence & proxy service
MPLS CoS: For ‘split tunnel access in MPLS VPN



Internet

Problems with Business Web

Business Web 

Apps and Content

Blocked &  

Dangerous

Web Content

Latency

Latency
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Internet

• Competing with recreational backhaul

• Backhaul architecture doubles the latency

• No control over far side of connection (can’t 
put an appliance there!)

Benign

Web Content

WANLatency



Enabling Safe Direct-to-Internet

Data

Center

Business

Apps & Data

Internet

Business Web 

Apps and Content

Dangerous

Web Content
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Internet

• Accelerate Internal applications – Files, e-mail, streaming 
content, network services

• Secure access & enforce policy at branch – same as  data 
center

• Remove Internet WAN backhaul, save bandwidth & money

• Accelerate external Web/SSL

WAN

Benign

Web Content



Case Study – Liz Claiborne
Optimize bandwidth utilization and assure VoIP quality of service

BUSINESS CHALLENGE

• Accommodate a mix of 

centralized and globally 

distributed business applications

• Improve VoIP quality by 

minimizing highly variable packet 

SOLUTION

• Per Call QoS Policy & Quality Monitoring 

on Internal SLA’s

• Priortize mission critical transaction 

applications

• Across 36 sites in N. America, EMEA, APAC

BENEFITS
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minimizing highly variable packet 

loss and latency (3 to 300 ms)

• Provide centralized control over 

all bandwidth management 

policies

• Avoid, if possible, the need to 

upgrade WAN bandwidth at any 

location

BENEFITS

• Eliminated the “performance penalty” 

caused by non-essential traffic

• Enforced High Quality VoIP and all 

business-critical applications

• Central quality monitoring: performance 

visibility & better improved capacity 

planning

• Met all objectives; ZERO added WAN 

bandwidth anywhere!!



Blue Coat Application Delivery

See Accelerate Secure

Centralized Policy Control

Discover All 

Application Traffic

Monitor

Accelerate

Internal Bulk Traffic

Protect 

Against Malware

PolicyMonitor

User Experience

Troubleshoot
Performance Issues

Resolve Issues

Pre-empt Problems

Control and Optimize

External Applications

Optimize and Protect

Real Time Applications

Policy

Content and URLs

Prevent Leaks 

Information (DLP)

Authenticate

Access Rights



Thanks!


