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Performance Problem Lifecycle
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What is the Source of 
Performance Issues?



Who Finds Performance Problems?

Source: 
NetScout Systems Survey
March 2007
N = 232
Note: Respondents may have 
chosen more than one answer
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Do you Have any MBOs Related to MTTR?



Detection Priorities

Reactive/Immediate Issue
• Timeliness
• Accuracy 
Proactive/Potential Issue
• Early (Enough)
• Relevance



Current Common Practices:
Setting Performance Thresholds

Source:  Ashton Metzler & Assoc., 2006
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The Problem with Static Thresholds…

Thresholds too high: Critical 
issues are missed and users 
complain.

Negatively 
Impacts 
BusinessHigh

Low

Ideal Case: Anomaly is detected 
with minimal business disruption 
or impact to IT

Thresholds too low: So many false 
alerts that they consume 
excessive IT resources.

Negatively 
Impacts  

Productivity



A Better Alternative:
Intelligent, Automated Analytics

• Learns patterns of usage 
– Constantly updated statistical model
– Applied at physical, virtual, & QoS class levels

• Automatically detects anomalous behavior
– Recognizes relevant departures from normal 
– Progressive Analytics™ accelerates diagnosis and correlation

• Delivers “Threshold-less” alarm management, reducing
– Time spent configuring alarms
– # of false alarms and # of missed alarms

• Categories of Problems: 
Shift DriftSpike



How Long Does Diagnosis Take?



Achieving Diagnostic Velocity

Requirements
• Breadth of Data
• Depth of Data
• Workflow Efficiency
• Ease of Collaboration



Data Breadth & Depth

High Level to StartHigh Level to Start
Drill-down into applications/servicesDrill-down into applications/services

Flow Data isolates source Flow Data isolates source 

Packet Details - when necessaryPacket Details - when necessary



Packets 
Headers and Payload

Flows
CDM-Applications/Services, 

Conversations, Utilization, Volume, etc…

Function
KPIs

Retransmits, VoIP QoS Errors, 
App Resp. Time, etc…

Data Set

Detailed evidence
Down to the packet/sub-second level

Pinpoint problem
Isolate complex service problems, 

identify impact

Early Warning
Indicates a problem 
and potential impact

NetScout’s Unique Approach 
Three-Tier Data Architecture for Rapid Top-Down Workflow



The nGenius Solution Difference



Before the nGenius
Solution only 26% of user 

could diagnose major 
issues under 3 hours

Before the nGenius
Solution only 26% of user 

could diagnose major 
issues under 3 hours

After the nGenius 
Solution 77% of user 

could  diagnose major 
issues under 3 hours          

After the nGenius 
Solution 77% of user 

could  diagnose major 
issues under 3 hours          

69% time 
savings

The nGenius Solution Difference



Case Example #1
Nation-wide Insurance Carrier

Problem
– Access to corporate network resources degrading

Method of Detection
– nGenius Analytics alarm identifying high LDAP utilization

Diagnosis
– nGenius Performance Manager drill-down:

1. Application & conversation flow analysis between servers
2. Packet decodes on recorded packets revealed 

Source/Correction
– Two servers unsuccessfully attempting to re-sync 
– Once both reset, performance of the LDAP servers and overall 

traffic volume returned to acceptable levels



KPI-to-Flow-to-Packet 
Troubleshooting Example

20

KPI – Alarm on high utilization 
due to increase LDAP volume

Application flow view shows 
when LDAP volume increases

Packet capture on unusual conversation 
activity between 2 LDAP servers.

Bounce chart from decode analysis shows 2 
servers with problem syncing between each 
other.



Case Example #2
Major Metropolitan Hospital

Problem
– VoIP Phones Deregistering

Method of Detection
– Massive end user unhappiness

Diagnosis
– nGenius Performance Manager 

• QoS Group View
• VoIP Traffic Details

Source
– Asynchronous QoS assignments



Case Example #3
Global Manufacturing Company

Problem
– Application time-outs

Method of Detection
– End user complaints

Diagnosis
– nGenius Performance Manager with nGenius AFMon

• Applications over Time View
• Host & Conversations Details Table
• Packet decodes on recorded packets

Source
– Found switch that was dropping packets when site 

swamped with broadcast traffic



Summary

• Users typically find performance issues 
before you do

• It is possible to be more proactive
• Take a step back and look at your 

infrastructure from the application’s viewpoint
• The answers are in the management data –

expect your vendors to help!

NetScout Systems
Booth 628

NetScout Systems
Booth 628


