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 The Performance Problem Lifecycle
e Detecting Degradations

e Diagnostic Velocity

o Case Examples
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Performance Problem Lifecycle

Monito rpuDetect

Verifté Diagnose




Typical Lifecycle Scenario

Root Cause Found .
Correction

Initial Verification

Service Outage Pass the Buck

Hand-off to Wrong Workgroup

Try to Isolate Problem

User Calls Help Desk
End-Users Impacted

Final Verification

Problem Origin

Prevention Reactive Recovery
Opportunity Analysis

@ neTsCoUT INTEROP




The Ideal Case

Service Outage

Correction

Early Detection

End User

Problem Origin Impact
Avoided!
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What Is the Source of

Performance Issues?

-~ Network Issues 16%

Other 13%

Application Issues 30%

n=232
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Who Finds Performance Problems?

m\When Users Complain
= \VWhenthe Network is 50-
74% Capacity

mWhenthe Network is
more than 75% Capacity

m\VWhen an alarm is

received
Source: Other
NetScout Systems Survey
March 2007
N =232

Note: Respondents may have
chosen more than one answer



Personal Goals tied to Fast Restoration

Do you Have any MBOs Related to MTTR?

47%
i Yes
® No

6.3%
2006 2007
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Detection Priorities

Reactive/lmmediate Issue
 Timeliness

e Accuracy
Proactive/Potential Issue
« Early (Enough)

e Relevance




Current Common Practices:

Setting Performance Thresholds

High water mark

Set low

Source: Ashton Metzler & Assoc., 2006
N =231
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The Problem with Static Thresholds...

|deal Case: Anomaly is detected
with minimal business disruption
or impact to IT

Thresholds too high: Critical
Issues are missed and users

Negatively
. Impacts
High Business
Low
Negatively

Impacts

Thresholds too low:” So many false
alerts that they consume
excessive IT resources.
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A Better Alternative:

Intelligent, Automated Analytics

Learns patterns of usage
— Constantly updated statistical model
— Applied at physical, virtual, & QoS class levels

Automatically detects anomalous behavior
— Recognizes relevant departures from normal
— Progressive Analytics™ accelerates diagnosis and correlation

Delivers “Threshold-less” alarm management, reducing
— Time spent configuring alarms
— # of false alarms and # of missed alarms

Categories of Problems:




How Long Does Diagnosis Take?
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Achieving Diagnostic Velocity

Reqguirements

* Breadth of Data

e Depth of Data

o Workflow Efficiency
 Ease of Collaboration
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Data Breadth & Depth

ﬁ Top 10 Applications - 3 (Miami)

Flow Data isolates source
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B HTTE/l.1 200 OE. -
B Content-Length: 7Z71. :
B Content-Type: textscss.
B Last-Modified: Fri, 30 Jun 2006 16:44:52 GMT.
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NetScout’s Unigue Approach

Three-Tier Data Architecture for Rapid Top-Down Workflow

Data Set

CDM-Applications/Services,
Conversations, Utilization, Volume, etc...

S0,

Pinpoint problem
Isolate complex service problems,
identify impact

Packets
Headers and Payload

- Detailed evidence
.Z - E '%'ﬁ Down to the packet/sub-second level

n ¢ - L




The nGenius Solution Difference
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The nGenius Solution Difference

After the nGenius
Solution 77% of user
could diagnose major

69% time
savings
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Case Example #1

Nation-wide Insurance Carrier

Problem
— Access to corporate network resources degrading

Method of Detection

— nGenius Analytics alarm identifying high LDAP utilization
Diagnosis

— nGenius Performance Manager drill-down:

1. Application & conversation flow analysis between servers
2. Packet decodes on recorded packets revealed

Source/Correction
— Two servers unsuccessfully attempting to re-sync

— Once both reset, performance of the LDAP servers and overall
traffic volume returned to acceptable levels




KPI-to-Flow-to-Packet

Troubleshooting Example
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4 Medium HQ_DFW:if4 9/19/0 °§.§ Decode (LDAP pcap (HE_MNYif4)
Type: IP Address: LastU . . = f
A:g"fmcs g 9/15/0 EI”EI’?v Tools ﬁv Goto; |29 {} 0 = i Reset Filter &
| Frame Absolute Time De@Time (sec) | Length Source Destination
_ —— ’ -~
@ 27 9519707 02:13:29: 396 554,028 T2 192,168, 50. 64| nadcpunel . netacout. ..
Description: i i .
L Application Lsage over 28 9/19/07 02:14:35:995 66.599 72 192.168. 50. 54| nsdepunel .netacout. . .
2 2713707 02: 3k 08: 070 |as moynce Chart- 2 (LDAP.peap) 192.168.50 64=-=192.168.61.201 o E
Ei 30 9/19/07 03:46:37: 006
31 9/19/07 03:47:38: 009 Eriee Gl
32 9/19/07 03:47:47: 418
— ey Frame Source-192.168.50.64:964 Destination-192.168.61.201:964 Delta Time (sec) | Relative Time
200 a3 3/19/07 03:49: 15: 685 =
4 I T——— . 3 IP Total Len = 278 Identification = 2111 0,000 0 —
15 mil o . s
Lox iy a Message_Lengih=244 SearchiRecuest ID=32914 Base_Otject-{0 bye(s) of atal |
- 1DI:I e WOrrer = FrdmeE LED =
12% H © &7l [TEEE 802, 3/Ethernet DIX V2 He 2 J_—_ﬂIP Tatal Len = 278 Identification=551ol\f>) 909.444 15.1574 rnin
&3 ) @ # [IP - Internet Protocol [Le ") @
@ LR[TDF - User Datagrem Protocol 3 —_—_‘IIP Tatal Len = 275 Idemificaﬁon=1420?l_\f>i 900.046 30158167 ..
@ 0 B Decode Status : BAD CHECKS ") _
. mln C Tue 10:00 Tue 1600 N —— | 4 I Tota|Len=235|demmcanon=191m|_“f>J g24.792 43.9047 min
Destination Port : 3549
Sep ), B BB, 2 Sep 18, 2007 to = = 5 J————*Ilp Tatal Len = 278 dentification = 19325 B5.786 45001133 ...
B UDF Length : 254 .
ﬂll@,”@,"ﬂ”@," 1 SR £ iy & ) IP Tatal Len = 278 Identification = 22779 908,513 1.002661 hr
]
B HRLEE
| Data receive. .. La Q@Mghwﬂght Directory A 7 Jh_hhp Totsl Len = 235 |demificaﬁon=55034l___1\ ) 5331.602 2483662 hr

B Decode 3tatus @ -

e Bounce Chart from decode analySIS ShOWS 2

0aaooa (00000} 7E EZ 00 . .
onozo. (o032) 56 Servers with problem syncing between each
00030 (00045) 0z 03 00

noo4n  (00064) 04 01 00 04

h L L ]

SIS (RIS LONCZRORTY t 1¢r J————*Ilp TotaILen=2?8Ider‘dificaﬁon=1982?l\f>_J 3609.708 | 4002824 hr
[ [ openediie LDA. | 12 g__——*Ilp TotalLen=235Ider‘dificaﬁon=205201\{>_J 328,607 4.094104 hr
13 -J—___‘IIPTotaILen=235Identific:ation=205231h__’\J 4.430 4.085334 hr |«

nETSCDI 'T ‘ Direcngn;|192.1sa.50.s4 <--» 192.168.61.201 v|
V ®

[ [ 37 frames received [ Generating Bounce Chart, 100% complete ||




Case Example #2

Major Metropolitan Hospital

Problem
— VolIP Phones Deregistering

Method of Detection
— Massive end user unhappiness
Diagnosis

— nGenius Performance Manager
e QoS Group View
* VoIP Traffic Details

Source
— Asynchronous QoS assignments




Case Example #3

Global Manufacturing Company

Problem
— Application time-outs

Method of Detection
— End user complaints
Diagnosis

— nGenius Performance Manager with nGenius AFMon
» Applications over Time View
* Host & Conversations Details Table
» Packet decodes on recorded packets

Source

— Found switch that was dropping packets when site
swamped with broadcast traffic




o Users typically find performance issues
before you do

 |tis possible to be more proactive

 Take a step back and look at your
Infrastructure from the application’s viewpoint

 The answers are in the management data —
expect your vendors to help!

NetScout Systems
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