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LAN is Becoming Wireless TR FPEZE

Wi-Fi growth

>3,500 certified products
802.11n

Wi-Fi handhelds

Dual mode cellphones )

802.11a
802.11b
Wi-Fi

‘95: 10/100 Ethernet

‘98: Gigabit "
z 1999

LAN infancy:
Wi-Fi growth
Metcalf, Xerox, DIX,
10base5, 10base2, 802.11g
802.3 1990’s WPA
. . (security fixed)
802.11 standard J /
1973-83

10baseT Ethernet J
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A Brief History of Telephony P o

From wired to wireless

OO

First came the Then it went Along came Today, the iPhone,
telephone... cordless... cellular... “mobile internet devices,”
and beyond...

Apple iPhone
Courtesy of Apple



Components of the New LAN

Mobility
> Roam anywhere over any topology securely
> Ubiquitous high speed connectivity

Security
> Trusted users connecting to trusted services
> Strong authentication and encryption

> One infrastructure for disparate communities of interest and
services

ldentity Based Networking
> |ts about configuring user access and services
> |ts not about configuring switch and router ports



Wi-Fi Architecture Matters

Fat AP Architecture
High Op Ex, Unmanageable

ano

|X| Control
E Management
] Traffic

Centralized Architecture
One Size Fits All, Inefficient Traffic

awe

[V] Control
[V] Management
|X| Traffic

Hybrid Architecture

Application-optimized Intelligent Switching

Distributed Forwarding for Latency-
sensitive Applications

Centralized Forwarding for Other
Applications (e.g. security-sensitive)

[/] Control
[V] Management
[V] Traffic




Flexible Architecture Adapts to Applications

Voice over Wireless

Latency Sensitive Applications

Guest Access
Security Sensitive Mobility Applications

.11n Ready

Tomorrow’s Applications

Distributed

Centralized

Distributed




Advance Architecture for Enterprise Wi-Fi

Today’s Limited Approach

Hot Stand-by Back-

up Switch
I I I
Switch A Switch B Switch C
dud dud dud dud dud dud

Clustered Approach

)

Discrete switches operate independently

Clustered switches — act collectively as single
virtual switch

Harder to scale

Easy to scale — Capacity can be added in
chunks, anywhere in the network

Limited resiliency — APs mapped directly to
switch

Highest resiliency — APs dynamically map to
switches — optimized, auto AP load balancing

Limited reliability — N+1 (limited to number of
designated back-up switches)

Always-on reliability — many-to-many
redundancy — all switches can serve as back-up

Difficult to manage, highest cost of ownership

IRIR AR AR

Easiest to manage, lowest cost of ownership




Virtual Stacking

(@) (@) (@) * Existing network configuration
—1
H
Floor 4
g
Floor 3
—1
| I
Floor 2
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Floor 1



Virtual Stacking

(@) (@) (@) - Additional switch capacity can
—1 be added in chunks anywhere
C— in the network
* No need for switches to be co-
Floor 4 located in same rack, room, or
a building
* No special cables required
g
Floor 3
—1
| I

Floor 2

Floor 1



Virtual Stacking

Floor 4

Floor 3

Floor 2

Floor 1

 Additional capacity
automatically improves
resiliency and performance

* Network automatically load
balances

* Requires no configuration
changes

* Multiple switches are managed
as a single entity



In-service Upgrades

@) (@) © * Normal network configuration
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In-service Upgrades

Floor 4

Floor 3

Floor 2

Floor 1

» Switch taken offline for
upgrade

* Network automatically
reconfigures to map new
AP/switch connections

* Network reconfiguration is
immediate and completely
invisible to users

* No lost voice connections, no
dropped calls



In-service Upgrades

Floor 4

Floor 3

Floor 2

Floor 1

» Switch comes back online
following completion of
upgrade

* Network automatically
reconfigures and re-optimizes
AP/switch mapping

» Reconfiguration is immediate
and completely invisible to
users

* No lost voice connections, no
dropped calls



Enhanced Failover

@) © (@) * Normal network configuration
—1 _
* APs are mapped to available
E— switches
Floor 4
g
Floor 3
—1
Floor 2
—1

Floor 1



Enhanced Failover

(@) « Switch failure occurs in network

Floor 4
Floor 3
Floor 2

Floor 1



Enhanced Failover

* Affected APs automatically
failover to other available
switches

* APs do not need to be re-set

Floor4 e Failover is immediate and
completely invisible to users

* No lost voice connections, no
dropped calls

Floor 3

Floor 2

Floor 1



Rapid Scalability

Floor 4

Floor 3

Floor 2

Floor 1

* Normal network configuration

* APs are balanced across
existing switches



Rapid Scalability

© (@) (@) « Additional capacity (APs and
—1 switches) are added to the
C— network
Floor 4
Floor 3
Floor 2

Floor 1



Rapid Scalability

Floor 4

Floor 3

Floor 2

Floor 1

» AP/switch connections are
automatically load balanced

* No administrator effort or
configuration required



Approaches to Voice over Wi-Fi Mobility

Centralized Optimized for Voice
WLAN Controller A WLAN Controller B WLAN Controller A WLAN Controller B
L o — L o —
e e e e e e e e

Subnet 1 Subnet 2

/\ | |

Rroam roaMm
Client Aon Client A on
Subnet 1 Subnet 1
Clien;A on Clienkt B on Clien‘ti Aon Clieni B on
Subnet 1 Subnet 1 Subnet 1 Subnet 1
« All traffic makes full round-trip through * Traffic-optimized — Most efficient use of wired
parent controller and wireless network
* Highly inefficient network usage * Minimizes load on switching infrastructure
« Significant potential performance penalty » Seamless roaming across VLANSs & subnets

* No VLANS to configure anywhere

» Greatest enterprise scalability



Conclusions

Wi-Fi changes the game for enterprise LAN
> NO going back. Users won't let you.

Security is resolved for Wi-Fi (but you must use it)

Architecture makes a big difference in Enterprise Wi-Fi.
Good architecture can yield enterprise-class:
> Management
Resiliency
Always-on availability
Scalability
Transparent roaming even for voice
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Cluster Configuration

Common
configuration

Configure Wi-Fi parameters once, done
forever

Every switch automatically gets the same
configuration image

Creates single virtual switch

Substantially reduces network TCO



