Blue acoato Secure and Accelerate Your Business

Control More Applications...
Stop More Exploits...
...But Don’t Slow Business

Chris King — Director of Strategic Marketing, Blue C  oat Systems
chris.king@bluecoat.com



Enterprises: Faster, Global, Mobile, Secure
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An Enterprise Without Boundaries
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Remote Users Are Getting Left Behind

« Poor performance
* NO control or security
 NO business continuity

e |Inconsistent devices
and networks

These users often generate most of the organization’s revenue!
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SECURITY EXPOSURE
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Intelligence moving from HTTP to XML layer

— XML used in Web Services, AJAX, RSS,
many new file formats

— XML will soon overtake HTML
AJAX applications popping up daily
— Rich Ul for Web apps using Javascript & XML d] ©
— Pioneered by Microsoft, Exploited by Google
— Enterprise apps moving from Java to AJAX
Web services being widely adopted within
the enterprise and on the Internet
— Enterprise Application Integration (EAI)
— Public websites providing useful APIs exposing their services
— eBay processing “billions” of WS transactions per month
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Internet Video

e Traditional streaming

 YouTube

* Pirated content

« Automatic video downloads (Yahoo, ESPN, etc.)
Corporate-relevant Video

e Training

o Corporate communications (live and on demand)

« Automatic video downloads (business and trade press
websites)

 Competitive and market research
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Traditional Thinking is Binary

@ Sacurity STOP
@ Tachnologios EVERYTHING!
&
OR
WAN ACCELERATE
Acceleraiors EVERYTHING!
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Organizations want Fast and___Secure delivery of the applications
critical to run the business... Blue®Coat



Internal
or
External

WAN/ Internet

But the network doesn’t know!

Applications

External
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Sometimes Good vs. Bad is Just Adoption

It is business-critical —
make it fast and secure

e
e It has some good
_§' points — give me control
<
o This is a threat
— - Block it
We have told our users
not to use it
SSiagMng Ther_e’s none
@) of this here

Time
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4. . :
Policy Control Mitigates Risk
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Object caching + deny, transform, scan, etc) + y

» TCP optimization
* BW Management

 Application protocol
optimization

* Byte caching

_ » Granular, flexible logging
* Compression

\__° Authentication integration )

Ultimate Control Point for Communications
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Users are moving out, away from applications and content

Applications are changing, reflecting agile, virtual
organizations...that still need governance

New applications and content types are higher risk, and
put more load on the infrastructure

Security = everything slow, acceleration = everything fast.
Correct answer: stop the bad, accelerate the good

Only a proxy understands users, applications, and the
Interaction between them — and can effectively stop the
bad and accelerate the good...and gives security people
something to “trade”
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