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IT Management Challenges

e IT Spendis Still Too Focused * 80% of Errors in Data Center
on Maintenance —up to 80 % Due to Human Error
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Causes Of Downtime

Planned

Component Failures

Software Defects

System Outages

Disaster

Operator Error or Malicious Users = 80%



The Cost of Downtime

Productivity
Revenue
Financials
Reputation

Source: Meta group: IT Performance Engineering
and Measurement Strategies: Quantifying
Performance Loss, 10/2000



ITIL To The Rescue?

“Good process maturity is a foundation capability f or IT service organizations. Therefore, we strongly
recommend focusing on it and using frameworks, such as the information technology infrastructure
library (ITIL) and the Capability Maturity Model In  tegrated (CMMI), as starting points.”

Source: Gartner
“The Information Technology Infrastructure Library Improves Infrastructure Investment” 9 June 2006



ITIL Objectives

Align IT with Business
Provide a Holistic Approach to Services

Enable Delivery and Support of Services
(at a Justifiable Cost)

Allow Flexibility for IT Organizations to
Tailor ITIL Guidelines



The ITIL (V2) Library

Service Delivery & Support

ICT Infrastructure Management

Security Management

The Business Perspective

Application & Software Asset Management
Planning to Implement Service Management




Focus on Service

Service Desk

Incident Management
Problem Management
Configuration Management
Change Management
Release Management



Service Desk

« Single point of contact between users and IT
Service Management

— Incident control : Lifecycle management of all
service requests

— Communication : Keeping the customer informed
of progress and advising on workarounds

e Tool Support
— Service Desk products abound and are mature
— SaasS alternatives are emerging



Incident Management

e Restore normal service operation
 Minimize adverse business impact

 Maintain Service Level Agreements
(SLAS)

e Tool Support
— Event Monitoring



Problem Management

 Find and resolve the root cause of a problem

* Prevention of incidents
— Problem Identification and Recording
— Problem Classification
— Problem Investigation and Diagnosis

e Tool Support
— Assorted diagnostic tools
— Largely manual



Configuration Management

* Tracks all the individual Configuration Iltems
(Cls) in the environment
— Technical (eg. Server, network, storage)
— Ownership
— Relationships

e Tool Support
— CMDB
— Discovery, Audit, and Compliance tools



Change Management

o Standardized methods and procedures
for all changes

 Minimize impact of change related
Incidents

* Improve day-to-day operations

e Tool Support
— Service Desk + Workflow



Release Management

Automated distribution of software and
hardware

Includes license control

Ensures the availability of licensed, tested,
and version controlled software and hardware

Functions as intended when introduced into
the existing infrastructure

Tool Support
— Configuration and Patch Management



What's Missing?

 ITIL defines best practices for
Infrastructure management

e Tools support individual activities within
these best practices

« How do | move from executing activities
to managing processes?




Gartner on Automation

“RBA (Run Book Automation) tools are being used to support
and give substance to ITIL best-practice initiatives. With the ITIL
processes defined, the RBA tools provide the ability to take the
definition and create automated workflows to support the
process. RBA tools also have the ability to monitor how the
workflows are executed and provide full reporting on ITIL
workflow execution and even workflow efficiencies (including:
when they ran, who ran them, how long they took to run, if they
failed and why they failed).”

Source: Gartner
“IT Operations Run Book Automation Experiences Continued Market Growth”



Without Process Automation
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With Process Automation
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Technology Overview
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Example Benefits

Business Challenge

Time-to-acknowledge and
response to customer outages on
200 servers (9 processes)

Time-to-onboard new employees
through Active Directory (1
process)

Time-to-run 100 maintenance and
inventory processes across 2,000
stores

Time-to-fulfill service requests for
new virtual servers (1 process)

Before

25 min

45 min
3 staff

60 min
Per store
1 staff

120 min
2 staff

After

1 min

2 min
O staff

5 min per
store
O staff

2 min
O staff

Estimated
Savings

$ 2.5M/year

$ 450k/year
(60 requests)

$ 150k

Prevented on-
site staff ($15M)

$ 280k/year



Summary

Managing Change is Critical to Managing the
Data Center.

Velocity and Volume of Change is Accelerating.
Failed Change Leads to Downtime.
ITIL Provides a Framework for Managing Change.

Process Automation Provides a Solution for
Automating ITIL Best Practices.



Thank You...
...Questions?

Charles Crouchman, CTO
Opalis Software



