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LAN Security Pain Points .5 Nevis

NETWOREKS

Figure 16. Dollar Amount Losses hy Type ‘
Loss of Network availability

Virus contamination
Violation of Confidentiality R ara

Theft of proprietary infarmation

Denial of service
) . Financial fraud
Penalties from Non-complianCe | . e st etaccss or e

Telecom fraud
Organizational Liability issues Bot (o) within thewrancton
System penetration by oulsider

Phishing in which your organization
was I‘rwd[renthl repret?emadu?é sender

Abuse of wireless netwark

Despite increases in security I e
. . Misusz of public Web application
budgets and innovative

Sabotage of data or netwarks

technologies, organizations Web se defaement
continue to lose billions of dollars .
it of your organization's DNS server

to data security exposures. Oter

$0 44 millian 48 million i 416 million
Total Losses for 200 2,494,290
GEI/FBl 2006 Computer Grime and Sacurity Survey 2006: 313 Respandents

Source: Computer Security nstitute

Loss of Productivity
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Blended Threat Protection is

Mandatory

Virus:
BlackWorm/Nyxem

Over 300,000 systems were infected
worldwide.

Cannot detect

L
& g
Wl

Anomaly Detection

Nevis

NETWORKS

Rootkit:
VirTool (DRM)

Installed by Sony/BMG from CD;
Exploited by websites and Trojans like
Win32/Ryknos.A

Cannot detect

Threat signature matching

$97,000 for each outbreak.

Spyware: Half of all PCs worldwide infected , Cannot detect | Threat signature matching

CoolWebSearch resulting in profits of $300M/year for d
the author.

Trojan: Over 70 variants and dozens of Cannot detect | Threat signature matching

Exploit WMF outbreaks worldwide. Due to the w
number of variants, anti-virus vendors
have been slow to respond.

Worm: Over 13% of global enterprises Cannot detect |Combination of: Threat

Zotob affected, with an average cost of Signature Matching; w

Anomaly Detection

*2006 CSI/FBI Computer Crime and Security Survey
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Key Elements for a NAC Solution €% INevis

NMETWOREKS

Pre-connect host posture assessment
Host quarantine and remediation
Network access control based on user identity

> w e

Network resource control based on identity and
policy
5. Ongoing threat analysis and containment

Source: CurrentAnalysis | 2006
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Nevis Provides Persistent LAN Security {E Nevis

NETWORKS

* Nevis builds upon NAC adding
access control and threat containment
after users gain access to the network

e Why?

 LAN Security requires persistent
visibility and policy enforcement
before, during, and after
users gain access to the network

Control & Monitor Activity /

The majority of insider
attacks occur after

authentication, Postconnect

so only a persistent LAN Chadking
securltly solution gives
e

complete protectlon
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Nevis Solution Overview €3 Nevis

Deepest and fastest threat

Continuous NAC protection
e Clientless endpoint admission e Only 10Gbps LAN security
e User authentication solution

— Stateful firewall

— LAN-optimized intrusion
prevention

— Anomaly detection (protocol,
traffic, behavioral)

— Layer 2
* Microsecond quarantine
* Nevis Labs - global LAN

e Integrated user, endpoint
network and application
access policy control

e Policy-based encrypted
application access

Centralized policy

management Personal vulnerability monitoring
e Multisite, multidevice DMZ Two Deployment Options
e Security event correlatior,  Transparent overlay
 Reports — events, policy appliance (up to 1,000

violations, regulatory users)

compliance e Secure access switch (up to

100 users, PoE enabled)
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hank You! &3 Nevis

METWOREKS

 Thanks to Mike Rothman SECURITH
Phone +1 (678) 449-7183 |N:|TE

WWW.Securityincite.com

* For further information about Nevis Networks, please contact us at:
Email: sales@nevisnetworks.com
Phone: (650) 254-2500
WWWw.nevisnetworks.com

. Q&A

09/19/2006 © 2006 Nevis Networks 7


http://www.securityincite.com/
mailto:sales@nevisnetworks.com
http://www.nevisnetworks.com/

	Persistent LAN Security
	LAN Security Pain Points
	Blended Threat Protection is Mandatory
	Key Elements for a NAC Solution
	Nevis Provides Persistent LAN Security 
	Nevis Solution Overview
	Thank You!

