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Agenda
• Web Applications and Web Services defined 

and delineated and their vulnerabilities 
considered

• Anatomy of an AJAX attack

• Web Application Vulnerabilities and Defense 
Considered in Depth

• Web Services Vulnerabilities and Defense 
Considered in Depth

• Concluding Thoughts 
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Web Application and Web Services
Web Application Web Service

Equal Treatment on Port 80/443
Different Management/Security Problems

Interface

HTML Flash PHP,
JavaScript (DHTML)

Transactional

XML SOAP SOAAJAX

Both Expose Application Level 
Vulnerabilities
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Tunneling through on Port 80

Complex data, rich application functionality – no 
longer simple HTML - now passing through port 80 
creates many new attack vectors

Gartner saith:

Gartner estimates that by 2008, at least 30 percent of enterprises 
exposing Web services to the Internet will experience 
successful attacks causing more than four hours of downtime to 
business-critical functions applications.

Gartner John Pescatore “…close to 80% of today’s attacks are 
tunneling through Web applications”
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Web Application Attacks
Virus, Binary Executable

Virus, Macro, JavaScript

Code Injection, JavaScript, etc.

SQL Injection, SQL Probing

XSS Cross-Site Scripting

Directory Structure Probing

Malformed Requests for Debug 
Information Probing

Comprehensive Link Traversal for 
Site Structure Probing

Probe for contents of directories 
using path truncation
Session hijacking by intercepting or 
predicting cookies - identity theft

Probe for information in HTML 
comments

Reverse engineering of access 
control/authentication AJAX or Java 
Applet for site intelligence
Probing for config/backup folders 
for site intelligence

Parameter tampering
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Web Service Attacks and Application 
Vulnerabilities

• Microsoft XML Parser (Denial of service)
• Microsoft SQL Server (Cross-site scripting)
• Microsoft Internet Explore (Data source exploit)
• ASP.Net (Denial of service)
• Oracle 9i (Buffer Overflow)
• Adobe Reader (Buffer overflow)
• Apache Xerces (Denial of service)
• Apache Axis (External entity attack)
• libXML (Buffer overflow)
• PeopleSoft (External entity attack)
• IBM DB2 (Buffer overflow)
• Sun Solaris XML Library (Buffer overflow)
• PHP (Code injection)
• MySQL (Remote code execution)
• And more…

• XML Injection
• Buffer Overflow
• Attribute Explosion
• Recursive Payloads
• Jumbo Payloads
• Jumbo Tag Name Size
• Entity Expansion Attack
• External Entity Attack
• Dangling XML
• Schema Poisoning
• SQL/XQuery Injection
• XPath Injection
• Code Injection
• And more…

Known Attacks Known Product Vulnerabilities
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Attack Scenario

• AJAX/Web Services Application
• XML Injection attack through browser
• Simple XML Structure “Attribute 

Explosion” resource exhaustion XDoS
attack
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Zimbra Collaboration Suite 3.0

• Easy to install
• Commercial and 

Open Source 
versions available 
for free download

• Well-designed and 
responsive user 
interface

• Diverse platform 
support, including 
VMWare

XML 
Injection
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Zimbra Calendar

AJAX-enabled 
“Refresh” Button
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Captured “Refresh” SOAP Request 
(via JMeter)
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Refresh “Steady State”

20 JMeter threads issuing 
unmodified “Refresh”

commands:
43% CPU, 20% MEM
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Malicious Request with Injected XML
(“Attribute Explosion”)

tarari000A="a" tarari000B="b" tarari000C="c" 
tarari000D="d" tarari000E="e" tarari000F="f" 
tarari000G="g" tarari000H="h" tarari000I="i" 
tarari000J="j" tarari000K="k" tarari000L="l" 

tarari000M="m" tarari000N="n" tarari000O="o" 
tarari000P="p" tarari000Q="q" tarari000R="r“

.

.

.
1,000’s of times!
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Submit using JMeter

Request containing 
“Attribute Explosion”

Attack
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XML DoS Attack Success

Server process fails.
Attack was successful.
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XML DoS Attack Success
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SSL
Web

Brower

VPN/
SSL

EmployeesRemote User

Buffer Overflow
AttackMalicious XML

XML
Trojan

Business InterruptionApplication
Horse

Enterprise

Customers

Web
Server

Even Secure Channels Are Vulnerable 
(maybe especially vulnerable)
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Defense: Application Vulnerability Analysis 
and Request Inspection at Runtime

Two basic defense strategies:
1. Use tools to make applications more 

secure
2. Inspect Web Requests at Runtime for 

malicious content

Obviously, complementary. Difficult to make 
applications 100% airtight (or may not be under control 
by WebOps) and difficult to block every malicious 
request.
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Application Vulnerabiity Analysis

Application
Test Bed

Web Apps

Browser
Mal

Engine

Response

Request

Vulnerability 
Assessment

What 
did I 
give 
away?

What 
am I 
asking 
for?

1. Malformed Requests
2. Authentication Exploits
3. Authorization Exploits
4. Injection Attacks
5. Session Hijacking

Mal Engine
Generates:
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JS/Wonka – Malicious JavaScript 
Obfustication

• Obfustication hides malicious intent of JavaScript
• Simple encoding using Unicode char values
• Attack through code injection or malicious web 

site
• Exploit often detected by signature of decoding 

routine
• …but … obfustication is a best practice for not 

revealing business intelligence
• WebSense Security Labs crawl October 2005: 

10,000 sites using malicious obfustication
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Exploit Using Obfustication

<script language=“javascript”>
function dF(s){
var s1=unescape(s,

substr(0,s.length-1));
var t=‘ ‘;
for (i=0;i<s1.length;i++)
t += String.fromCharCode(

s1.charCodeAt(i)-
s.substr(s.length-1,1));

document.write(unescape(t));
} </script>

HTML page which installs a trojan 
horse

Decoding Routine
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Metamorphic JavaScript Attacks

• JavaScript morphs – dynamically varying surface 
properties of virus – on each request

• Unlike binary morphing worm infinite possibilities 
for surface properties of attack

• Utterly defeats signature-based detection of 
decode routine or known JavaScript exploit

Malicious 
Web Site

Morph 
JS Gen

Attacked 
Web 
Browser Response

Request

embeds 
morphed 
malicious 
JavaScript
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Web Application Traffic Runtime Anomaly 
Detection

• Obfustication and metamorphic attacks defeat 
signature-based application security provided by 
IP Network Security devices

• Zero-day attacks defeat signature-based security
• Solution: Enforce correct application behavior; 

distinguish good from bad traffic at runtime 
(positive security model)

• Technique: Anomaly detection, learning through 
Bayesian analysis of representive traffic – e.g., 
how JavaScript modifies application parameters 
in legitimate requests



Page 23

Web Services - It’s Big
Web Services are being used Everywhere
• Interfaces to enterprise software: IBM, Microsoft, SAP, Oracle
• Financial exchanges, B2B replacing EDI
• As front-ends, breathing new life into legacy systems
• Web Apps
• Consumer browser-based apps: AJAX

XML-Aware
Routers

XML-Aware 
DB Servers

XML-Aware App 
Servers

XML-Aware Web 
Servers

XML 
Appliances

Internet

The stakes are high
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Web Services Characteristics Impacting 
Security

DataLink

Network

Physical

Transport

Session

Presention

Application

service

Functions as a protocol
• Lies “more or less” on top of the application layer

7, especially but not exclusively HTTP
• Encapsulates data
• Optional services: security, reliability, even 

routing
• Exists because application layer 7 is inadequate 

to support new applications that play on the 
network today

Differs from lower levels of protocol stack
• Complexity required by intra-application communication
• Degree of optionality
• No fixed-length fields
• Use of XML provides needed format flexibility
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Web Service Attack ABCs
• XML headers are open to attacks.

• Breaking correct XML structure rules can constitute an effective DoS
attack.

• Schema-conforming documents can harbor attacks.

• Unencrypted, plain text exposes business operation intelligence - a
basis of tampering and “insider” attacks.

• Web Services and XML provide many new ways to mask traditional 
attacks such as SQL Injection.
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Threat Mitigation Strategies
Check Description Perf

Cost
Requires

XDoS
Checks

Well-formed and sanity checks on 
structure against parsing attacks

Very Low Policy

Anomaly 
Detection

Detects messages which deviate 
from statistical norm

Low

Medium

High 
Cost

Very 
High 
Cost

Training

XPath Checks for specific constructs such 
as SOAP container

XPath rule 
sets

Schema 
Validation

Determines if message is a valid 
production of a known schema

Effective 
Schemas

Content 
Signatures

Tests of content values and ranges App-specific 
rule sets
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Why XML Schema Validation Alone is 
Not a Silver Bullet

1. Many applications do not have schemas (e.g., Zimbra)
2. Most schemas allow optional fields and unlimited 

repetition. The set of schema valid documents is 
infinite – business valid much smaller. Attackers will 
exploit this.

3. Schema validation is costly. Schema validation can be 
its own XDoS.

XML Schema validation verifies that the input document 
conforms to the schema. This is a good check and can 
prevent many attacks. But it isn’t a silver bullet …
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Anomaly Detection in XML Threat 
Management (XTM)

1. Experience in IDS: most effective checking combines signature 
scanning and anomaly detection

2. Anomaly detection in XML is very different than IDS though; XML 
provides fine-grain “message topology” to derive statistical profile

3. XML Anomaly Detection is mathematically-based and has a low 
processing costs.

4. Catches schema-valid malicious content

5. Catches zero-day attacks

6. No signatures to create and update

7. Tiered approach: AD can positively vet the majority of the XML 
network traffic and send suspect messages for additional screening
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Sandbox Principles

• When a network device parses XML it is at risk 
from attack and weaknesses specific to XML.

• SAX, DOM, and ad-hoc parsers all have known 
vulnerabilities and should be considered 
unsuitable for XML Threat Management (XTM).

• XTM must check XML content before it can 
corrupt the processing environment. It is must 
provide an effective sandbox.

• XTM should be stateless and therefore immune 
from buffer overflow attacks.

• Hardware parsing generally is not at risk from all 
known XML-borne attacks.
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Web Services Security XTM-Enabled

XTMXTM

• Discard Packet
• End Connection
• Redirect Traffic
• Modify Data
• Alert & Notification

TCP/IP 
Flow

Assembly SSL
Application

Protocol
Binding

Non-XML

Second-level
Screen

Second-level
Screen

Clean XML

Rejected
XML

Rejected
XML

Train

• WFC
• XDoS
• Anomaly 
Detection

• Schema 
Validate

• Content Tests

Suspect XML

Clean XML

1. XTM sorts traffic into
• Non-XML
• Clean XML
• Rejected XML
• Suspect XML

2. Second-level screen does 
further assessment

• Rejects or passes 
Clean XML

1. XTM sorts traffic into
• Non-XML
• Clean XML
• Rejected XML
• Suspect XML

2. Second-level screen does 
further assessment

• Rejects or passes 
Clean XML

1

2
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Concluding Thoughts

• Application Security is the new frontier of threats 
and evolving threat defense strategies

• Web Application technology and Web Services are 
converging, e.g., AJAX. In any case, the threats 
are thematically related

• Traditional signature-based techniques don’t 
protect applications well; postive security models 
using anomaly detection are an emeraging 
response
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