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The Pros and Cons of SSL:

Your Content’s Hidden, But Your Content’s Hidden

Michael Valladao - Product Management, Network General
Pete Davis - VPN PLM, Cisco Systems, Inc.



e Background trends and history regarding Web
encryption and cryptology

 Why SSL Is becoming pervasive and a critical
component of the networking infrastructure

* The associated drawbacks (mostly troubleshooting)
* A review of how SSL works & how to capitalize on it
* A look at VPN as a model for the future

e Suggested methodologies to best utilize SSL in your
environment
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Quick Overview

o SSL (Secure Sockets Layer) Is:

— Often used as a generic term, but is actually a Netscape protocol that
was improved in the IETF

— Used to transmit private data across the Internet in a secure format
— Supported on almost every browser
— Normally is used with HTTP but sent over port 443

— TLS (SSL 3.1) is approved by the Internet Engineering Task Force
(IETF) as a standard

— Easily identified to the user

www.aa.m m/apps/Addvantage,MiewhyMiles, jhtml,
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Historical: How did we get here w/ SSL?
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SSL Benefits: (Your Content’s Hidden)

« Rapidly becoming the favored secure Remote
Access (RA VPN) method
—Provides a secure channel for communication

e The data is encrypted, usually with RC4 or 3DES

e Provides protection from: interception, impersonation,
eavesdropping

—Accessible from many locations, not just the user’'s normal
PC

—Clientless easy to use when IPsec VPNSs are overkill

e Less setup
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SSL Benefits - continued

« SSL Is well suited for:
—Finance, e-business, sales records, and HR
* Provides for an element of “customer trust”
* Helps meet the needs of regulatory requirements

—Sarbanes Oxley (SOX)
—Health Care (HIPAA)
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SSL Drawbacks: (Your Content’s Hidden)

 Heavy resources are consumed to encrypt and decrypt the
data on the corporate gateway

 In addition to credit card information,
critical troubleshooting components are also hidden...

e For example, you cannot see:

Surmmary

- URL path TCE: D=3020 5=80 SYN ACK=565096535 SECQ=4213665515 LEH=0 WIH=4
TCE: D=80 5=3020 ACK=4213665516 SEQ=565096535 LEH=0 WIN=f

HTTF: C Port=3020 GET ~<=lwv.-wvd- -2 html?. pc=é. a=0&. ta=cgnone. oo

: SSIlvd: Application Data

- SQL que”es or responses TCP: D=443 S=3021 SYH ACK=0 SEQ=L565132542 LEW=0 WIH=65535
TCE: D=3021 5=443 SYH ACK=5p5132543 SEQ=1239443992 LEN=0 WIH:
P d t TCE: D=443 5=3021 ACK=1239443993 SEQ=56£5132543 LEN=0 WIH:
— S55Lw3: Handshalie(Client Hello)

asse parame ers S5Lwd: Application Data
S5L: Continuation of frame 57; {(1-6) 1460 Bvtez of data
S5L: Continuation of frame 57; (Z-6) 1460 Bvte=z of data

— Application breakouts SSL: Continustion of frame 57 (3/6) 1460 Bytes of data
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Troubleshooting Drawbacks -continued

 These drawbacks apply to more than just SSL

e Anytime data Is encrypted or obscured by tunneling
(or even compression), it impedes analysis

e This applies to SSL, IPsec, multicast, and various
forms of non-secure tunneling

* The techniques used to overcome these obstacles
are the same
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How SSL VPNs work

e Clientless SSL remote access VPNs are usually sophisticated
“reverse proxies”

e They terminate both SSL and HTTP in the gateway, and act
as proxies for web servers on the LAN

e The hardest thing here is to re-write all the internal URLS so
that the remote user has a seamless web experience

e Clientless SSL VPNs don’t provide full LAN access, just
access to some services, like web pages and webified file
shares

 Most modern SSL gateways offer dynamic SSL VPN clients
that let them look a lot more like IPsec gateways, but these

are more work to manage than true clientless access
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VPN as an SSL Model

 Virtual Private Networks (VPN) utilizing SSL as the
transport are widely available from vendors

 Those deploying e-business, financial, HR, or
healthcare related web applications can benefit from
SSL VPNs

« SSL VPNSs utilize TCP port 443 for traffic instead of
Protocol-50 (ESP) and UDP-500 (IKE) for typical
|IPsec traffic, making them more compatible with
extranet firewall and proxy configurations
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VPN Deployment Scenario #1
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VPN Deployment Scenario #2
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SSL Deployment Scenario  #3
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Encrypt at the Edges

e You can reduce the amount of encryption in the LAN
by putting SSL VPN gateways as far out on the
“edge” as you can

 The main tradeoff is whether or not you feel you
need to encrypt within your LAN, such as for
regulatory/compliance needs

 If needed, many SSL gateways can do SSL within
the LAN, so you can have both cleartext and
encrypted text coming from the gateway
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Design Decisions

e [n many organizations, it is far from clear where the
edge Is, so deciding where to put SSL gateways
needs to be done with your network architects

e Putting the gateway too far in keeps the traffic
encrypted longer, but...

e Putting the gateway too far out keeps the traffic in
the clear longer

INTEROP
A Y ST e



SSL Cryptography

« [t all begins with a simple handshake...

ClientHello

ServerHello

Certificate
ServerHelloDone
S —

ClientKeyExchange

Finished

Client Finished o
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SSL Packet Analysis

Packet Decode
EI|:| Packet 76, file 'Hotps.cap!'
=-E§ pLc:  —--—- DLC Header —--—-
Q DLC: Packet 7&; packet =size i= 112 (0077 hex) bytes.
-} DLC: Destination = Station 11Z0EZS9EEF /
Q LLC: Source = Btation Supermicro ZEBDED
Q DLC: Ethertype = 0200 (IF)
B Ip: ———-- IP Header -----
-B IP: Wersion = 4, header length = Z0 hytes=s
Q IP: DifflSerwv Field = 00
Q IP: ogod Qd.. = DSCP - 0 , Best Effort
-B IF: ... -..00 = ECT - Transport protocol will neot participate in ECK
- IP: Total length = 101 bytes
Q IP: Identificarion = 58074
- TP: Flags = ox
Q IFP: 0., ... = may fragment
Q IF: .0, ... = last fragment
-B IP: Fragment offset = 0 hytes /
Q IP: Time to liwe = 18 seconds hops
- IP: Protocol = & (TCP)
-B IP: Header checksum = Ox&F3k (correct)
Q IP: Source address = [17Z.21.72.163] /
Q IP: Destination address = [172.21.71.176]
-B IP: Mo options
g TP
H-2) top: ————- TCP header -----
I:—:I-- 338L: —-——-—- Lecard Layer —--—--
g e
Q 28L: Content Type = Handshake (22)
-B 5E8L: Wersion = S528Lw2 (2_0) 4 —
-} 28L: Payload Length = 5&
Q 38L: -- Handshake HMessage -—-
-B 55L: Encrypted/Conpressed or Thknowm Handshake Type
, g s
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HTTPS Statistical Data —Easily Done

Average Rezponze Time by Interval for TCP Applications

3000 |
i)
E 30,000 - - 4000.00 sec
[ ]
E 27,000 - - 3600.00 sec
E 24,000 3200.00 sec
PF] - -".“‘-.. ~— Ilh |I.II .
g 21.[:'{:{' z\\j".-“ "-.u' \'\j.-.‘-.\“ '_./J\-\xu(_-'l I"'H"'“,_.I Eﬂ-ﬂﬂﬂﬂ S8
= 18,000 4 .~ \ A~ Ir’ ". 2400.00 sec
= 15,000 1/ \ 7 \ I 2000.00 sec
. E i Ill |I I| II ".
o 12,000 o | e A - 1600.00 sec
O Ve v
— 9000 - 1200.00 sec
6,000 - B00.00 sec
3,000 - = 400,00 zec
B e o= = e —————
I ] I ] 1 I 1 ]
L 1 T -\.P
f?s: ':r:' ':f: E%f%%*{rf%f% 'E»EF@%E ffo % %:' %4 .n%f’ B B, %%%:-
% % e o %%%9 %, 0@%% %} % % %%%%%%%ﬂ b, ",
C l.i? r" . 2 -, 1 Ay : - L g
7 S s, B, a;ﬁ B B, B0 g Y & w0
,g,'% % "’ff Y % % % W Y '?'sy"ﬂff"ﬂfy""@ W U Y Y
= TCP Anomalies for IT ... = Highest Avg. RT for l... Lowest Avg. RT for IT... = Awg. ST for T Corp 1.
= TCP Anomalies for IT ... Highest Avg. RT for ... Lowest Avg. RT for IT... Avg. ST for IT Devio...
- TCP Anomalies for IT ... — Highest Awg. RT for .. — Lowest Avg. RT forIT... — Awvg. ST for IT Extem. ..
= TCP Anomalies for lt ... = Highest Avg. RT for l... = Lowest Avg. RT for ... Avg. ST for Lt ine... :LD.
. 2 % %. 7% *53; >, B
*3:- % L Li';- -
H %, B, o e ‘%‘% _‘3“”’?:,.;
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SSL Decryption Methods

The master secret key Is required to properly decrypt a given
packet within a session

If the entire packet stream Is available, knowing the server
private key is often enough to decrypt in post-capture

— Ssldump is open source

Key management is important

— Must work with security team and auditors
— Some products work within a vaulted environment

— Need to decide if key transport is over secure link or disk
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SSL Decryption Methods

Status [SourceAddress | Dest Address | Surmmary |Len [B_l,lte.fFHeI Time |
[ [172.21.72.193] data.m=sg. yvahoo - tml?. po=é.a=0&. ta=scgnone.cd 542  [0:00:01

o
Application Data

[172.21.72.193] [172 .21 .72 2 'S5Lv3: 420 0:00:01
[172:21.72:193]|[172:21:72:201 CB._D=443 S-3021 SVH _ACK=O.cke=tt]32542 LEN=0 VIN=65535 (62  |0:00:01
| >

3 IP: Identification (= 24032 ’
3 IP: Flags =
@ ILP: 1., ... = don't fragment

00 30 48 2d bz 64 00 03 47 6d £2 d6 08 00 45 00 .0H 'd. Gnod. E.
01 96 GEWED 40 00 80 06 bl cc ac 15 48 cl ac 15 . |J8@. . +I- Hi-

48 =9 0b ca 01 bb 21 ad ac a2 9a 16 cod o0 50 18 HE.E. . l——cl. IAP.
fb 42 a= 9d 00 00 17 03 00 01 63 67 41 3d 90 ee @J® ... igh-.i
73 91 b3 63 =6 a3 43 32 99 fa =0 21 02 bd 13 7 z *i#eC2.0a] % o Before
b3 f6 d6 2c 61 b b0 £d 6f 9f 82 a0 6a 49 7d 2b 160, a4 yoIl I3+
73 73 1d Se 19 26 40 35 66 48 4d 0z 84 75 65 fa == &@BLHM . lue
6c 22 3f 43 65 £0 95 97 =9 o6 f4 ae 07 o7 G5B b2 1a7IeslIE4c®. oL
26 b 7a Bb bf 72 02 59 =1 05 36 08 26 £4 =1 o7 &uzlir.Va.6.Lddc
de =4 fR 74 A4 fd di 5h 49 59 =d e~ = AR PR 9 bAnSﬁWF}[T@T'l 01

_trace_new.cap: Decode, 18/70 Ethernet Frames

Mo, |Status | Source Address | Dest Address | Summary | Len [Bytes] Rel Time
[1/17 [172.21.72.193]|data.nsg. vahoo? ol llamp—m=FETr =00 0 &1 73@17 po=é . a=08 ta=cgnone, ccn| 542 O:00:0
118 [172.21.72.193] [172.21.72.2014 HTTP: T Port=3018 GET ~ResourceManager c==-ng stvle.cs= HTTE~ 399 Q.00:0
l:l 19 r17?7 21 72 20117172 21 72 1921 el Port=7010  HTTR A1 1 ot i anc4 n-nn-g
> /\ =

4 IP: Identification ‘= 24032 )

L3 IP: Flags =

L3 1FP: 1.0 .. = don't fragment
L3 1P: .00 ... = last fragment

Q IFP: Fragment off=et = 0 bytes

JATP: Time tn liwe = 178 =eormd=sshnns

gooooQon: 0o 30 48 24 b2 64 00 03 47 ed £2 48 08 00 45 00 . 0H-*4d. Gma@. E.
gooooolo: o0l 96 40 00 80 06 bl cc ac 15 48 <l ac 15 i%@ #1- HA-.
00000020: 48 9 Ob ca 00 50 21 ad ac a2 9a 16 od o0 50 18 HE P'—“¢I.IAP.
g0oooon3n: fb 4a as 94 00 00 47 45 54 20 2f 52 &5 73 Af 75 4J® . GET ~Fesou After
ooooo0d4o: Y2 63 65 4d 61 e 61 67 BE F2 2f 63 73 73 2f te rcelManager-css-n
goooonsn: e7 S5f P23 74 Y9 bo 65 Ze 63 73 73 20 48 54 54 50 g _style.css HTTE
goooonen: 2i 31 Ze 31 04 0a 41 63 63 65 70 74 3a 20 2a 2fi ~1.1. . Accept.: =

INTEROP
A Y ST e




Best Practices Summary

e Plan ahead

e Design your SSL deployment with a good balance of
security and analysis capabillities

e Limit your SSL footprint to increase your
troubleshooting options

 Troubleshoot data from clear locations when
possible

e Monitor / analyze HTTPS with statistical data
 When required, decrypt the SSL packets
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Q&A
Session

psd@cisco.com

michael.valladao@networkgeneral.com
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