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Convergence Management Challenges

> Cost-effectively delivering toll
quality voice services on an IP
infrastructure

> Proactively assuring
application, service, and
network performance for
converged networks

> Seamlessly linking
Infrastructure and IP Telephony
QoE management

The number 2 deployment impediment for 2003 / 2004 was "systems

for managing and trouble-shooting VolP quality"
»2003 VoIP State of the Market Report", Distributed Networking Associates
"2004 VolP State of the Market Report", Distributed Networking Associates

"Successful IP Telephony deployments depend on... proactive,

real-time monitoring of voice quality"
"The Importance of Integrated VolIP, Network and QoS Management”, Yankee, October 2003




Proactive Voice Quality Management
Business Process Lifecycle Model

Assessments

Voice and network Network QoS configuration
qguality reporting for Proactive and roll-out
SLA management Voice
and planning Quality
Management

O'7going monitof®®

Monitoring of end-user voice quality and overall system health

VoIP Business Processes
OPTIMIZED by PVQM



QoS Versus QoE
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> Quality of Experience (QoE)
IS a subjective assessment
of the quality of a service as
perceived by the user.

> Quality of Service (QoS) is
an optimization tool
designed to a deliver a
certain Quality of
Experience (QoE) by
ensuring that network
elements apply consistent
treatment to traffic flows as
they traverse the network.




Why Traditional Management
Approaches
Don’t Work for IP Telephony

> Can't provide end-to-end information from
a user perspective

» Traditional approaches to managing IP
networks capture the wrong metrics:
throughput is not relevant for real-time
traffic and jitter vs. discard rates

> Doesn’t see transient problems

o Current metrics (such as RTCP) are too
coarse: per call statistics and average
packet loss rates are not detailed enough
to capture the transitory nature of the
Impairments

o Can’t combine per-call average metrics
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Traditional Approaches Do Not Work for Real-Time Traffic

Do not accommodate transient effects and end user perspective




Standards Based Solutions
R-Value User Satisfaction

> E-Model (ITU G.107):

« Transmission planning tool for estimating
user satisfaction

* Objective measurement
 E-model output: R value

Very Satisfied

« Under 60 is not acceptable Satisfied
* Over 94.5 is unattainable in VOIP Toll ualit
> RTCP XR (RFC 3611) Some Users
« Quality of Experience metrics which Dissatisfied
make sense for VoIP
* Focus on end-user
* Detect and report on transient problems Many Users
« Correlate quality back to the underlying Dissatisfied
network infrastructure
>  Toll Qua“ty is 80 and above Nearly All Users
« G.711 best score is ~94 Dissatisfied

e (G.729 best score is ~82 !
Not

Recommended

Average network quality scores over the duration of a call do

not reflect end users perception of call quality



Basic design philosophy behind RTCP XR

>Embed measurement in the endpoints

>Correlate data in real time - send less data that is more
meaningful

>Measure distribution of lost and discarded packets
> everage the DSP to measure analog parameters

>Provide support for understanding system level problems
such as echo

>Use protocols that exist and are firewall friendly



Call Server

Signaling Based
QOE Reporting

RTCP XR Framework

y
SNMP

Reporting

Network Probe

&

RTP stream (possibly encrypted)

IP Phone
(w/embedded
monitoring)

Media Path Reporting

(RTCP XR)

Media
Gateway
(w/embedded
monitoring)



Types of QOE monitoring

> Active monitoring
e Inject simulation flows, estimate performance
» Great for “assessment and troubleshooting
* No real session statistics
* Requires management of additional processes

> Passive monitoring with probes
e Monitor real session flows
* Need to be strategically placed
* Doesn’'t measure real user experience or performance of endpoint
* Fails with encryption

> Passive monitoring in endpoints (phones, clients, gateways)
 Phones monitor every session
* Report statistics at end of every call and upon threshold violation
» Able to measure user experience and performance of endpoint
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Proactive Monitoring
Functiona' Architecture 4) Correction: Network Management tools

reconfigure devices and/or apply routing policies

3) Diagnostics: tools request
trace route of call in progress
and perform root cause analysis l===— \oice Monitoring

I'L-_

2) Notifications: sent instantly when

E threshold i ded
a QoE threshold is exceede SNMP

1) Monitor: Phones constantly
monitor voice quality during b, Gateway
each call

S|gnaI|ng

RTCP XR

Route Analysis
Problem Isolation
Apply Policy

Closed-loop Monitoring and Trouble-shooting
for actual Voice Quality in Real-time

11



Tools: QoE Event - RTCP-XR info

> QoE monitoring

R-factor =~~~ I
Codec Info~~-_

~
~

Packet Loss ~—---i

—_———

Jitter buffer loss _.

Event Properties: 52

Event Meszage | Enmmentsl

|[R-factor: 64.42
Hear TH: B8=604b
Source IP address:
Source port: 5008
Destination IP address:
Destination port: 5208
TCID: -1

Codec type: G.711 Mu
Hetwork loss rate: 27_8%
Average discard rate: 7.6%

Burst loss density: 35.4%

Burst length: 798 ms

Gap loss density: 6.6%

Average length of gap: @ ms

End system delay: 2848 ns

Local round trip time average: 8 ms

18.2.1.1

18.1.1.1

<DIAGHOSEZ
{ListenRfactor>6h4. 42 {/ListenRfactor>
{HearTH> Bx684b</HearTH>

of 2| Z

Cancel

Apply

Help l
£




Tools: Assessors
Assess VoIP Quality Before Deployment

> Network Inve nto ry (SN M P Assess VoIP Quality - Design .
Discovery)
L||s 0

>Assess Utilization (after
Inventory)

>Model Bandwidth (after
Utilization)

>Assess VolP Quality
(independent)

K
|
» Scheduled mode I
|
I
i

* Run Once mode ACHALL R G.71tg... v,

>Analyze and Chart Results B3 55
(after Assess VoIP Qua“ty) KIT94-PE... KIT94-PE... KIT94-PE..  KIT94-PE...




Tools: FPM

Integrated Infrastructure Management including IP
Telephony

> Dlscove ry |F|\Ie Edic iew Cptians  Admin Tuu\s“\li\rinduw Help “”_ [_ ‘
N BB 6 || XBR AF | rQ6aQGaaq 9+ @
IdF;\'/I}gleeSphony and Data network |e@%0ouwn /R eBsEs4s|Rato+Rur )|l
="
> Visualization e
e Physical (Converged) Topology W
Map -1 Custom
: : N-Juy
e Logical VolP (Service) System S
View g
« Fault Propagation “arm
* VoIP Troubleshooting View T
{2 Routers
> Fault Aggregator s
« SNMP fault management for IP
Telephony Systems
> Real time Performance Metrics
] wans
> Inventory Management L

Display and Manage Converged Network Devices
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Tools: Policy Management
Integrated QOS and Security Provisioning
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One-click QoS provisioning for
Voice, Video and Data over IP

e Provides system-wide _
configuration and administration of
QoS, reducing complexity and
operational costs

» Enables effective delivery of real
time applications such as IP
Telephony, video over IP and
business critical applications using
application templates

Network admission control to
protect against denial of service
attacks

* Protects network resources against
external attacks

e Minimizes lost profits & maximizes
productivity

€7 EPM Management Console [1] o [m] B
File Edt “iew Optiohs Tools Window Help
2 |BR- # X ® £
Mewy Windowe | [ew Properties Delete | Copy Faste | Refresh Deploy Changes | Help
Q There are changes to deploy. Click 'Deploy Changes'to apply these changes to the network
Wigwws Ralz & Policy Associations |Prinrity I Available Policy Components
2 (=8 roes Name In Falder
-[2) Egress_Role EQ Policies
Palicy Setup {2 Ingress Fole & Blck Traffic from & Specific IP Add/Sample DataPolice
' Mark_FTP_Role @ Mark E-ail Tratfic Silver fSample DataPolice
[ Metwark_Cantrol & Mark FTP Traffic Bronze iSample DetaFolicie
ﬁ ' Store_harager ‘ Mark IP Telephony Traffic Premium fSample DataPolicie
Device Setup 2] store_persannel € Mark Muticast Traffic Gold iSatrple Detamolicie

- ' Trangactionsl
B ' Wideo_Conferencing

@.

Deployment

<> Yideo Conference Traffic
H - Yideo_Conferencing_Untrusted
{8 vop

o ¢
g
&

Directory
Explorer

e

Search

=

@ Mark Metwark Management Traffic SSatple DataPalicie
@ hdark SMMP Tratfic as Metwork fsample DataiPolicie
----‘;Mark Video Conference Traffic as MSample DataiPolicie
@ Mark WLAN 2 Tratfic (WalP) PremiuriSatnple DataPalicie
@ hdark ity Traffic Best Effort DuritSample DataPolice
‘ Meter ICMP Traffic to 1 MBis fzample DataPalicie
‘ Re-Mark Untrusted Video ConfereniSample DataPolicie
‘ Shape E-Mail Traffic to 64 Mbitsis (WSatple DataPalicie
@ Shape FTP Traffic to 256 Mbits/s (SrSatmple DataPalicie
EI@ Actions

@ Schedules

<} Traffic Conditions

Selected 'YSample DataPaoliciesMark Wideo Conference Traffic as Platinum'

| @@ Dissbled Policy |Bn 3

Apply System-Wide QOS policies on Converged

Infrastructure to ensure End User QOE




Tools: Application Management

> Capalbilities

* Performance management of:
e |P Telephony system components,
e and voice quality
 Easy-to-use web-based console
« Automates operations and monitoring
policies

* Reporting of call quality, usage trends,
overall performance and capacity
planning

> Benefits
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« Simplifies voice and video management
* Maximizes performance and uptime

* Lowers support costs

* Rapidly identify critical problems

ISLIES

SR
= P Master WOS.
& b BCM_DEMO_A
£ NoiteBCM:BCM_DEMO_A
= 8 System Resources
=% R
[ [o0
4 Memory
& Prysical Memoy
Vitual Memory
& &8 Paging Fles
=& File System
- Physical Disk
0
& &3 LogealDisk Pt
5 & Network 0457 0527 0557 0527 0657 0727 0157 0827 0857 0327 0957 1027 1057 1127
= 1 Inedace
£
- § RALDLOMBACNO3 4] MOS /£
» RaLowgo0cn LD
5 BOM_HeathCheck (EJRepor_QoSSummery 95ys_EveniLog B sy Menlil
N ity (5 Repon_Servi ¥ Sys_FadedLogon A 5ps_NetworkBusy
L BCM_QoSLog (B Repont_Systemlisage ¥ Sys_FileChanged ¥ Sys_PagingHigh
5 BCM_QosPriorySessions ¥ sps Ascilog &) Sy_FilesCompate [ Sys: ProcessDown
S BCM_Qosueuelisage ) 5ys_CouByProcess ¥ Sys_GeneraiCounter 1 5ys_Processes
5 BCM_Systemllsage < Sys_CouLoaded ¥ Sys_IntervaiCounter ¥ Sys_RestartService
5 Copy0fBCM_QoSLog 18 Sys_DMSConnectivity E35ys_LogicaDiskSpace [ Sys ServiceChange
4 I |
(4] <[> [M\ACTION A DISCOVERY A GENERAL A NETWORK A, NORTELBCM A REPORTVM A VMADHIN A WINDOWS /
Evert |© |6 | Status B | Job Scii Last Occunence | Count M a
2 @ [ Open 0w RALLOMBARDOCO! NosteBCM_CopyQIBCM_Qo8/28/2003 12:22.40 15070 Unacceplable MOS [RALLOMBARDOCO!
B2 @ [] Open O 2 BCM_DEMD_A  NoteBCM_BCM_QoSLog 8/28/200312:2251 12002 5 Unacceplable MOS [BCM_DEMO_A to 12
a2 O [] Open [T} RALLOMBARDOCON NoiteBCM_BCM_HealthChe 8/28/2003 12.26:48 18220 15 Can not read status of Veics CTI
=03 @ [] Open bOs RALDLOMBACNO3  NoiteBCM_Report_Q055um8/28/2003 10:47:3211 % Repor crealed successfull. (Nodel BCMC o
[ATTETR Events £ Jobs K Detaie J GraphData/
Msster | Windows ]|  HotBCM | Repod |
For Help, press F1 [Computers : 3 (Open Events: 54 Running Jobs: & Graph Data: 106 [12:28 P

Historical Reporting of Service Level trends over time

pinpoint issues before they become problems




Tools: Diagnostics

& NortelPhonezPhoneTrapSample1.dgy - NetlQ Vivinet Diagnostics

> Real-time Call Quality Diagnosis  [frege==

> Automatically invoked by QOE trap |

for a call in progress =

« Traces the path of the call _ Vivinet” grr —_—

¢ COlIeCtS diagnOStiC information Q —Eva::j uuuuuu o ink overutiization between i 42131 E11-enet and 10.42.13.254_ Ethemet0/0. (| 3
from routers, switches and links in
the path

* Discovers, analyzes and :
prioritizes problems e P sesa |

. EWB‘Uivin‘?t“‘ ° il
« Performs root cause analysis I e e
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eligdey

1
ip
o » s ¥
// %Exgﬁ::gugﬁgmruluw
Displays routers, is
switches, and links
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between the two phones
or endpoints
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Trouble-shooting across Multi-vendor Network

Infrastructure For ACTIVE calls



Tools: Diagnostics onta)

>Problem cause analytics
o Automatically gathers relevant data (eg. Trace route)

Provides root cause analysis

Quickly identifies VolP quality issues
Discovers, analyzes and prioritizes problems
Reduces skills needed for troubleshooting

X E 10.41.2.7

Eurst Drengty:; burst denmt_l,l exceeded the 1. I:IEIEIz’ threshold az
reported by B-value trap.

16.848% burst density was measured bebween the Target Devices.
Time detected: 4/17/2005 at 2:07:19 P

E 104127

Lost data: packet logs exceeded the 0.200% threshald.
Facket lozz at a rate of 11.055% wasz reported by B-value trap.
Time detected: 4/17/2005 at 2:01:19 P,

E 104127

itker buffer logs: lozs due to jitker buffer overruns or undermunz
exceeded the 0. 100% threshold as reported by B-value trap.
4 520% lozg was meazured between the Target Devices.
Time detected: 4/11/20085 at 2:01:13 P,

&, e Cutgoing;

Configuration; problem detected on aninterface. 100423002,
Senald/], does not have WAk link fragmentation and interleaving
configured for Yol P Traffic.

Time detected: 4/17/20085 at 2 02:05 Phd.




19

Summary

>Start with the end user Quality of Experience

>Industry Standards based

>Automate path level diagnostics for actual calls
>Real-time management of calls in progress

>L ife-cycle models cover all phases of VolP Deployment

>Enable all deployment options:
« End-user manages their own network
e Channel Partner offers managed service
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