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Convergence
A lot more than just VoIP

IP Telephony
• Jitter & latency sensitive
• Reliability & availability
• New applications (call center, 
unified messaging, ...)

Scalable/Flexible 
Infrastructure

Video Surveillance
• Bandwidth intensive (24x7)
• Many multicast (100-1,000s) 

VoWLAN & Mobility
• New security risks
• Seamless roaming
• Lots of new standards

Video Conferencing & 
Distance Learning
• Latency sensitive
• High bandwidth

Higher Bandwidth to the Edge
• Bandwidth intensive applications
• On-line collaboration
• Distributed computing
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Device Configuration and Security Policy Deployment
• Toll-quality voice can be achieved by deploying a consistent QoS policy 

on every link on the path
• Comprehensive security starts by securing the edge

Network Topology and Inventory
• Moves, adds and changes - users can just pick up and move phones

Proactive Monitoring
• Real-time and historical application level traffic analysis for all devices
• Alarms and events to detect link failures, power supply failures, etc

Convergence requires
more intelligence and
control at the edge

Command
from the Center

Internet

Intelligent
Edge

VoIP Management
Single shared connection for PC and phone creates new challenges
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Enhanced IP Telephony

Gigabit PoE Switch

User

DB

LDAP, AD, Flat File

Multi-supplicant 802.1X and LLDP-MED
• Open standard, multi-vendor solution - no proprietary "lock-in"

• Securely supports IP phone and PC with a single network connection

• Centralized authentication policy via 802.1X, RADIUS and mgmt tools

• LLDP-MED to auto-deploy voice VLAN, COS and DSCP QoS policy

• LLDP-MED for detailed IP Phone inventory management, and more...

Multi supplicant 802.1X, MAC or 
Web authentication for security

VLAN, QoS

RADIUS
Server

LLDP-MED for
plug-n-play config

Management Tools
• Centralized Policy
• Topology Discovery
• Inventory & more



5

Discovery MIB

Discovery MIB

How Does LLDP Work?

PSTN

I’m an 
IP-Phone I’m a PC

I’m an 
IP-Phone

I’m an 
IP-Phone

I’m a 
switch

I’m a 
switch

I’m an 
IP-PBX

I’m a 
switch I’m a 

switch

I’m a 
switch

I’m a 
switch

I’m a 
switch

port device info

A4 IP-phone xxxx

A4 PC xxxx

B6 PC xxxx

B21 Switch xxxx

port device info

A19 Switch xxxx

C2 IP-Phone xxxx

D2 IP-Phone xxxx

F3 IP-PBX xxxx

I’m a PC

I’m a PC

ProCurve Manager
Topology discovery, 
inventory & more

SNMP
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LLDP-MED Business Benefits

 Lower Operational Cost
• Accurate physical topology and device inventory simplifies 

management and maintenance
• Plug-and-play provisioning speeds up deployments and reduces 

QoS and VLAN configuration errors for IP phones
• Automatic location services for E-911
• Enables consolidated management tools with visibility of 

networking, telephony, and more...

 Improved Security over Proprietary Solutions
• Runs after 802.1X, to prevent unauthenticated devices from 

gaining access to the voice network

 Open Standard Enables the Market and Customer Choice
• Best-in-breed, multi-vendor solutions - no proprietary “lock-in”
• More capital expense choices

Human error is the biggest contributor to downtime*

 * Gartner Group, CNET 2001
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Source: InMon Corp

sFlow Sampling Technology

– sFlow agent randomly samples one out of N packets
– sFlow agent builds sFlow datagram from packet header, 

forwarding tables, and interface counters
– sFlow datagram is sent to central collector for analysis
– a single management application can process sFlow 

samples from thousands of switches and WAN routers

– sFlow agent randomly samples one out of N packets
– sFlow agent builds sFlow datagram from packet header, 

forwarding tables, and interface counters
– sFlow datagram is sent to central collector for analysis
– a single management application can process sFlow 

samples from thousands of switches and WAN routers
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sFlow 
agent

Switch/Router

HW Packet Sampling

ASIC

NetworkNetwork

sFlow Datagram

• Packet header (eg MAC,IPv4,IPv6,IPX,AppleTalk,TCP,UDP, ICMP)
• Sample process parameters (rate, pool etc.)
• Input/output ports
• Priority (802.1p and TOS)
• VLAN (802.1Q)
• Source/destination prefix
• Next hop address
• Source AS, Source Peer AS
• Destination AS Path
• Communities, local preference
• User IDs (TACACS/RADIUS) for source/destination
• URL associated with source/destination
• Interface statistics (RFC 1573, RFC 2233, and RFC 2358)

• Low cost
• No impact to performance
• Minimal network impact
• Scalable
• Quantitative measurements

sFlow Datagram Content

Source: sFlow.org
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Complete Application Visibility

 sFlow - Open industry standard for 
network monitoring (RFC 3176) 

Benefits:
• Highly-scalable, continuous real-time 
monitor of all devices at Layer 2-7

• Visibility for capacity planning and 
defining QoS policies

• Ensure quality-of-service for            
IP Telephony and video

• Rapidly pin-point congestion 
problems and identify who is   
abusing your network

• Identify spread of worms and     
denial of service attacks
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