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— What is peer-to-peer VolP?
» The quality perspective

» Enterprise VolP adoption and peer-to-peer

» Network performance implications
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P2P = Serverless empirix__

P

Experience/analogy with peer-to-peer file-sharing
systems: Gnutella, Napster, Kazaa, FastTrack, ....

— These have shown great resilience, scalability, and “stickiness”

— Performance characterization, network impact, and security remain
very active “research” areas

Traditional “Internet telephony” shortcomings
— Voice Quality

— Call Completion rates (NAT traversal, directories)

— Lack of features (messaging, find-me, ....)

— General quality, troubleshooting, and support issues
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The “Traditional” NextGen Environment Empii';x

Customers. Performance. Loyalty.
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Example of Peer-to-Peer Architecture
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Other P2P VolIP “facets” E""F’”"x |

P

EXTREMELY RAPID ADOPTION

A variety of systems

— Skype, Peerio, Liphone, IChat IV, ...
— any SIP/H.323 client

Protocols: some new, some old

— Billing/Mediation (OSP = Open Settlement Protocol)
— Signaling Protocols (Proprietary, SIP, H.323)

— Security (encryption, authentication, signature, secure hash)

Broader than VolP or IM

Regulatory noise still growing
— CRTC (May 12 decision to regulate VolP) FCC (public safety and more), ..
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The Quality Perspective EmP’q-"._"f ”‘ |
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Quality encompasses most of the “-ities”

— Reliability — Security

— Usability — Availability

— Manageability — Performance
— Scalability — Extensibility
— Supportability — Maintainability

these are attributes of a system; they do nothing by themselves

Peer-to-peer VoIP is a “how” rather than a “what”

There are MANY quality implications of peer-to-peer
approaches, both positive and negative
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VoIP Quality in General

— still a moving target S Gy

P

Main Quality Focus Areas for VolP today

—> Ensuring voice quality

—> Ensuring that new applications perform smoothly
on VolIP infrastructure.

—> Ensuring the ability to troubleshoot
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Are Enterprises ready to deploy VolP? smp_gflx
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Are you concerned about putting a VolP phone
on the CEO's desk?

No
37%

Yes
63%

Source: Feb 2005 survey by Empirix, Inc
(177 respondents)
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Troubleshooting Voice Quality Issues EI‘HP”'IX
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Still a critical need for enterprises

Look at all the metrics of RTP exactly as transmitted on the network
Understand the end user’s experience

Become proactive about problem prevention
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Peer to Peer “quality attributes” empirix

—
Inherent advantages Inherent disadvantages
Availability/Robustness Manageability
Scalability Supportability
Current strengths Current challenges
Usability Security

Extensibility Performance
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P2P Serverless Network Operation: smpf?ie(w |

=0
I

—
%, -0
« Files are split into segments

» Encrypted segments are placed on nodes in the network

» Back-up copies are made and maintained

« Algorithms allow any device to rebuild the file instantly

* Files can be voice mail, user admin information, call detalil, etc.
* Nodes can be phones, PC’s, PDA's, cell phones, gateways,etc.
* No single point of failure / bottleneck

* No extra hardware costs or maintenance
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Security and peer-to-peer E""P”"" |
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Theoretically can be more secure than server-based
systems

Practically, there are lots of challenges

— Bugs e.g. skype buffer overflow malformed URLSs for URI types
callto:// and skype:// and on “malicious” VCARD import

— Impersonation e.g. can be “supernode” without consent

Tunnel through firewalls

No central control; hard to isolate and disable
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Concerns don’t match preparedness

Are you concerned about putting a
VolP phone on the CEO's desk?
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EMpIrx
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Some great sources on VoIP Security

NIST - National Institute of Standards and Technology
— Publication 800-58: “Security Considerations for VolP Systems”

VOIPSA - Voice over IP Security Alliance

— Promoting education & awareness, research, testing methodologies & tools

— Extensive membership: vendors, VoIP providers, researchers, Security Vendors,
Test tool vendors

— First two projects: threat taxonomy, security requirements
— WWW.voipsa.org

PROTOS group - University of Oulu in Finland

— Using Protocol Fuzzing to discover a wide variety of DOS and Buffer Overflow
vulnerabilities

— Have exposed HTTP, LDAP, SNMP, WAP, and VolIP vulnerabilities
— Commercial H.323 and SIP implementations vulnerable
— www.ee.oulu.fi/research/ouspg/protos/index.html
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Applications are Driving VolP smpii':x
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Top VolP Applications cited:
VoiceMail/Unified Messaging
Remote/Teleworkers

Call Routing/CTI
Conferencing

Call handling/forwarding
Integrated Contact center
application

Call log

Directory lookup

Find me/follow me
Meeting scheduler
Customer service alerts
Video conferencing
Emergency lookup
Personal calendar
Instant messaging
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Service Expectations for

EMpIrx

IP Telephony Applications

P

Availability

— No dial tone, no ringing, busy signal, abnormal termination

— Telephony (IP-PBX, Speech/IVR) and network (DNS, DHCP) servers
Call Setup Performance

— Initial perception of the calling services

— Dial tone response time: 2-3 seconds maximum

— Call setup: 2.5 seconds maximum — same as PSTN
Voice Quality

— Volume vs. Compression vs. Score

— Network Delays (150ms), Jitter (40ms), Packet Loss (0.5%)
Voice Application Performance

— Quality of Experience for key transactions

— |IP Servers processing RTP voice streams

— Impact on data network services (and vice versa)

© 2005 Empirix, Inc.
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Common application test areas Empmx |

P

Signaling latency (speed of dial tone, speed of call
transfer, etc.),

Reliability of application information delivery
(screen pops, information elements use for routing,

etc.),

Application performance (IVR responsiveness,
Application performance under load, etc.)

Impact of VolP on applications (speech recognition
accuracy with packet loss, conference bridge
loudest-speaker detection, etc.)

All-paths testing (correct configuration of all
forwarding, hunting, routing, voicemail and
messaging configuration, etc.)

© 2005 Empirix, Inc.



Top Quality Concerns about VolP ¥
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Example test scenarios Empmx |
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Inter-Office Link Testing

— Voice Quality versus bandwidth, QoS, Codecs, ....

— Ongoing testing to proactively combat “network atrophy”
Interoperability and Migration

— TDM-to-VolP, multivendor (QSIG over VoIP, etc...)
Business Resilience

— Failover testing (SRST), Load Balancing, PSTN backup tests

© 2005 Empirix, Inc.
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Be ready for these activities empirix

P

Determine how much VolP traffic the network can
handle without degrading voice quality

Find configuration and interoperability errors in
networks and VolP equipment

Detect and troubleshoot interoperability iIssues

Find performance bottlenecks and resource
problems

Trap and troubleshoot difficult and intermittent
problems impacting application functionality and
voice gquality

Tune speech applications for best performance

Ensure that service provided by offshore or
outsourced facilities is as good or better as locally
provided service
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What is different about Peer-to-Peer VVoIP Emplﬂx -

w.r.t. Enterprise VolP Rollouts?
—

Many factors for enterprise rollouts are exactly the
same

The “consumer groundswell” means that p2p VolP
will be there in addition to traditional VVolP

Versions + configurations are very fluid

In many ways, akin to the way sticky personal
desktop applications impact enterprise IT groups

© 2005 Empirix, Inc.
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Is P2P VolIP a “Threat” to Enterprises? EMPH'IX

e

SurfControl's Global Threat Center Guidelines

— Create and enforce an Acceptable Use Policy (AUP) for Desktop VolIP.

— Standardize on Desktop VolP applications that will be supported on the
corporate network.

— Create security policies governing the downloading of any application onto
corporate desktops, including Desktop VolIP clients.

— Establish a layered security model that operates at the gateway, on the
network, and on the desktop.

— Use security technologies to ensure the optimum threat protection including
the ability to prevent unwanted desktop VolP applications from installing on
the desktop, the ability to create customizable threat signatures and the
proactive monitoring and reporting of Desktop VolP usage on the network.

— Provide ongoing education to users regarding the potential dangers of
desktop VolP systems.

Previous generations of peer-to-peer systems did
not in fact create major security issues

© 2005 Empirix, Inc.
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What's the effect of P2P VoIP systems

EMpIrx

on network performance?
. —

Early generation P2P systems used “broadcast”
(multicast) communications between peers which
did affect network performance adversely

Newer P2P systems use better techniquest to
reduce detrimental effects of P2P telephony

— Distributed Hash Tables

— More efficient peer identification systems

We’'re not out of the woods yet!

© 2005 Empirix, Inc.
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Networks exhibit micro-congestion smpiﬁx
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Traffic pattern is fractal (self
replicating) over all time scales,

including micro scale -see 2
http://portal.acm.org/citation.cfm?doid=178221.178222 gﬁ
o
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Network Activity Analysis
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J Hammer XMS - Analysis - Mozilla Firefox
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Delay from Route Changes E""F’”"x |
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Loss from Route Changes Ll =L
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Summary empirix

P

Not “ready for prime time”, but coming anyway
Many quality implications

— “Unknowns” are to be expected & managed (can’'t be avoided)
— Security threats are real, so consider them now

Does not change many of the challenges for
Enterprise VoIlP deployment

— Still need to plan, test, troubleshoot, manage, .....

Combination of peer-to-peer characteristics and low
latency needs of VolP will make network
management tricky with significant p2p VolP traffic
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Thank you!
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Contact info:
Jeff Fried

CTO

Empirix, Inc

781-266-3430
Skype: jefffried
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