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Security Breaches
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CSI/FBI Survey

1. Virus attacks continue as source of greatest 
financial losses.  Unauthorized access showed 
a dramatic cost increase, replacing denial of 
service as second most significant contributor to 
computer crime.

2. Web site incidents have increased dramatically.
3. Use of cyberinsurance remains low.
4. Most companies conduct security audits and 

have security awareness training.
5. Report available at www.gocsi.com
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CSI/FBI On Information Sharing

• Organizations still reluctant to report 
security breach incidents to law 
enforcement.

• Factors: Negative publicity, advantage 
to competitors.

• Greater emphasis on civil remedies.
• Lack of understanding of law 

enforcement interest or involvement in 
the area.
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Data Security Breach Incidents 
Continue to Make News
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Data Security Breach Notification 

• April 5, 2002 - Computers at a state data center in California, 
containing information on as many as 265,000 state workers, 
were illegally accessed.  The breach was discovered on May 7, 
2002; employees were not notified until May 21, 2002.

• July 1, 2003 -- law requires any state agency, person or 
business that conducts business in California to disclose any 
breach in the security of the data of any resident of California
whose certain unencrypted personal information has been 
compromised and acquired, or reasonably believed to be 
acquired, by an unauthorized person. California Civil Code Sec. 
1798.29 and 1798.82-1798.84
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California Security Breach Notification Act
• September 2004, ChoicePoint

became aware of “suspicious 
activity” by some small 
business customers in 
California and notified law 
enforcement authorities; a 
criminal investigation was 
commenced

• February 2005, ChoicePoint
first notified California residents 
as required by California 
Security Breach Notification Act

• February 2005, responding to 
public complaints and inquiries 
by Attorneys General in other 
states, ChoicePoint then 
similarly notified residents of all 
states of the incident
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ChoicePoint

ChoicePoint 10-Q lists numerous legal proceedings 
and lawsuits related to the fraudulent access incident

– Requests and subpoenas by state AGs related to potential consumer law 
violations

– SEC investigation of possible insider trading
– Federal Trade Commission inquiry into company compliance with federal 

consumer information security laws
– Consolidated class actions in C.D. Cal. alleging violations of federal Fair 

Credit Reporting Act and other claims; similar lawsuits in N.D. Ga.
– Shareholders’ suits consolidated in N.D. Ga. alleging violation of federal 

securities laws by issuing false and misleading information concerning the 
fraudulent access incident

– Purported class action alleging violations of ERISA for acquisition and 
retention of company stock by profit sharing plan, brought by beneficiaries

– Shareholders’ derivative suit, Ga. State court
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Security Breach Issues Bottom Line
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Security Breach Incidents:
U.S. Residents Affected In 2005?

• Privacy Rights Clearinghouse, 
www.privacyrights.org

• PCR: More than 51 million Americans had 
their personal information compromised since 
February 2005.

• Some of the culprits:
– Software programs that monitor keystrokes to 

acquire passwords
– Phishing
– Low-tech techniques, including eavesdropping 

and dumpster diving
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The States Respond

• Since March 2005, more than 20 states 
have put in place legal requirements for 
notifying the public regarding security 
breaches involving personal 
information.

• Many of the statutes are modeled on 
the California law.

• New York Law, as amended: Effective 
December 8, 2005.
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Data Security Breach Notification
• California, Cal. Civ. Code § 1798.82

– Notification required if unencrypted consumer data is subject to a 
security breach 

Similar laws have since been enacted in numerous states, 
including New York State, and in New York City

• New York, Gen. Bus. Law  New Art. 39-F, Sect. 899-aa et seq. 
(enacted Feb. 9, 2005, amended Aug. 9, 2005, effective 
December 8, 2005)
– Generally tracks California law
– Applies to any person or business that conducts business in New York state, but 

disclosure of breach required only to New York residents

• New York City Int. No. 141-A (May 2005), effective Sept. 16, 2005; 
preempted by New York State law on Dec. 8, 2005
– Applies to businesses required to be licensed by NYC Dept. of Consumer Affairs
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Data Security Breach Notification 

California:
Personal Information: Information that triggers the notification

requirement -- combination of: 

– (A) an individual’s first name (or first initial) and last name, in 
combination with:

– (B) any of the following data elements: (1) a social security 
number, (2) driver’s license number or California Identification 
Card number, or (3) account number, credit or debit card 
number, together with access code that permits access to 
“financial account”

– * Safe Harbor: Either (A) or (B) is “encrypted”
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Data Security Breach Notification 

California:

Notification Requirement - Breach of Security of the System: 

- unauthorized acquisition of computerized data that compromises 
the security, confidentiality, or integrity of “personal information”
maintained by a business

- to California residents whose personal information was, or is 
reasonably believed to have been, acquired by an unauthorized 
person
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Data Security Breach Notification 
New York:

Private Information: Information that triggers the notification 
requirement -- combination of: 

– (A) any information concerning a natural person which, because of 
name, number, personal mark, or other identifier, can be used to
identify such natural person (“Personal Information”) in 
combination with:

– (B) any of the following elements: (1) a social security number, 
(2) driver’s license number or Non-Driver Identification Card 
number, or (3) account number, credit or debit card number, 
together with access code that permits access to “financial 
account”

* Safe Harbor: Either (A) or (B) is “encrypted” unless encryption 
key is acquired as well
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Data Security Breach Notification 

New York:

Notification Requirement - Breach of Security of the System: 

- unauthorized acquisition of computerized data that compromises 
the security, confidentiality, or integrity of “personal information”
maintained by a business

- to New York residents whose private information was, or is 
reasonably believed to have been, acquired by an unauthorized 
person



18 18

Data Security Breach Notification

Both California and New York:

– Outsourcing companies obligated to notify owners or 
licensees of compromises to personal information, who in 
turn are required to notify affected residents.

– Notification must be made in the most expedient time 
possible and without unreasonable delay following discovery 
and preventative or restorative measures, consistent with 
the legitimate needs of law enforcement, by one of the 
following methods:
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Notice Methods
– Written notice
– Electronic notice

• California: if the notice provided is consistent with the provisions 
regarding electronic records and signatures. (See 15 U.S.C. 7001) 

• New York: if the person to whom notice is being given has 
consented, and

– a log is kept of each such notification; and
– consent to such e-mail notice may not be made a condition of 

establishing any business relationship or engaging in any 
transaction

– Substitute notice
Email, posting on business’s website and notifying major media (all 
three are required) where a business demonstrates that the cost of 
providing notice would exceed two hundred fifty thousand dollars
($250,000), or that the affected class of subject persons to be notified 
exceeds 500,000, or the business does not have sufficient contact 
information. 
New York:  criteria must be demonstrated to the Attorney General
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Notice Methods
• New York: Telephone (provided a log is kept of each 

notification)

• New York:
– Notice of a breach must also be given to specified state law 

enforcement authorities. N.Y. Gen. Bus. Law § 899-aa(8)(a). 
– Notice must also be given to national consumer reporting 

agencies if more than 5,000 individuals are affected in a 
single incident. N.Y. Gen. Bus. Law § 899-aa(8)(b)

• California: 
– Existing notification procedures (with consistent timing) as 

part of Information Security Policy 
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Data Security Breach Notification
• Remedies

– California
• May be enforced through a civil action to recover 

damages or injunctive relief
• Class actions not prohibited
• May be joined by other claims (e.g., unfair business 

practice, violation of privacy policy)

– New York
• May be enforced by an action brought by the Attorney 

General
• However, the remedies shall be in addition to any other 

lawful remedy available
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Other State Data Security Breach 
Notification Laws

• Most are similar to California, but there are 
significant differences in provisions in individual 
state laws, even those that generally follow the 
California model
– Watch the fine print!

• Current count
– Over 20 state enactments in 2005
– Legislation is pending in numerous other states

• Compliance is a moving target
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Pending Federal Legislation

• Numerous pending federal bills

• Bills in both Senate and House that would impose a 
significantly less stringent standard for notification, and would 
preempt state laws, have progressed significantly in the last 
month

• Other aspects of State Laws/Related State Laws might 
survive
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Pending Federal Legislation
• The current state of play:

– S.1326, sponsored by Sessions, ready for floor vote in Senate
• A bill to require agencies and persons in possession of computerized 

data containing sensitive personal information, to disclose security 
breaches where such breach poses a significant risk of identity theft.

– H.R. 4127, Data Accountability and Trust Act (DATA), sponsored 
by Stearns, approved by subcommittee

• Defines a data breach as the unauthorized acquisition of personal 
information that establishes a "reasonable basis" to conclude that there 
is a "significant risk" of identity theft

• Effective Date – One Year from Enactment
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Pending Federal Legislation
• Also still pending

– S. 1332, the “Personal Data Privacy and Security Act of 2005,” sponsored by 
Specter, ready for floor vote in Senate

• No notice to individuals required if
– Risk assessment conducted with federal and state law 

enforcement authorities concluded that “there is a de minimis risk 
of harm to the individuals whose sensitive personally identifiable 
information was at issue in the security breach”; or

– Three part test is met: 
» (1) nature of the information is such that it “cannot be used to 

facilitate transactions or facilitate identity theft to further 
transactions with another business entity”

» (2) the business entity “utilizes a security program reasonably 
designed to block” fraudulent transactions; and 

» (3) the business entity has in place a plan to notify individuals 
if actual fraudulent transactions occur. 
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Ohio AG asks court 
to order DSW to 

notify customers of 
data breach.

Ohio’s Consumer 
Sales Practices Act
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State Laws - Points of Variance Data

• Activities Covered:
– Notice, protect and destroy, credit freeze, etc.

• Effect of encryption/redaction
– “Encryption” not usually defined, but there are a few 

exceptions
• “Encryption” - “the disguising of data using generally accepted 

practices.” (Maine)
• “Encryption or by any other method or technology that renders 

the electronic files, media or data bases unreadable or unusable.”
(North Dakota) 

– Several enactments refer to “encryption or redaction”
• (Arkansas, Louisiana and Illinois)

– Remedies: Vary
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State Laws - Points of Variance

• “No harm, no notice” standard?

– Notification not required following “reasonable investigation” and 
determination of “no reasonable likelihood of harm to customers.” (Ark, 
La.) 

– Notification not required if harm not likely to result, after “consultation 
with relevant federal, state and local agencies responsible for law 
enforcement.” (Conn)

– No harm determination must be in writing and be maintained for five 
years. (Fla).
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State Laws - Points of Variance

• “No harm, no notice” standard?
– No notification of “technical breach” of system security that “does not 

seem reasonably likely to subject customers to a risk of criminal 
activity.”(Wash.). 

– Breach defined as unauthorized acquisition “that materially compromises 
the security, confidentiality, or integrity of personal information” and “is 
reasonably believed to cause loss or injury to a Montana resident.
(Montana)

– The “no harm, no notice” standard been picked up in pending federal 
legislation
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“New study suggests consumers 
whose credit cards are lost or stolen 

or whose personal information is 
accidentally compromised face 

little risk of becoming victims of 
identity theft.”

“…even in the most dangerous data 
breaches -- where thieves access 
social security numbers and other 

sensitive information on consumers 
they have deliberately targeted --
only about 1 in 1,000 victims had 

their identities stolen.”
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State Laws - Points of Variance Data

• Notification to public agencies and other parties
– Written notice of the “nature and circumstances” of a security 

breach must be given to consumer protection authorities. Del. 
Code Ann. Title 6 § 12B-102(d). 

– Notification must be given to national consumer reporting 
agencies if more than a specified number of individuals are 
affected in a single incident:

• Minn. Stat. § 325E.61(2) (more than 500 persons, notification within 
48 hours)

• Nev. ch. 485 § 24(6) (more than 1,000 persons)
• N.Y. Gen. Bus. Law § 899-aa(8)(b) (more than 5,000 residents)
• Tex. Bus. & Com. Code § 48.103(h) (more than 10,000 persons)
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State Laws - Points of Variance Data
• Manner of notice/substitute notice

– Telephone notice permitted
• Conn. Pub. Acts 05-148 § 3(e)
• Logs must be kept of electronic and telephone notices. N.Y. Gen.

Bus. Law § 899-aa(5). 
– First class mail required 

• Written notification must be given by first-class mail. Me. Rev. 
Stat. Ann. tit. 10 § 1348(5)(A).

• California substitute notice requires substitute notice be given by 
all three means of communication (e-mail and Web site notice 
and communication with the media). 
– Maine and Texas – e-mail, Web site, media notice are 

alternative means of substitute notice. 
• Me. Rev. Stat. tit. 10 § 1347(7) (e-mail notice, Web site notice or

communication with the media constitutes substitute notice)
• Texas Bus. & Com. Code § 48.103(f) (e-mail or web site posting or

communication with the media) 
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Industry 
calls for 
Security 
Breach 

Notification 
Standard
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European Commission

• May follow U.S. lead 
• Considering adding security breach 

notification provision to EU data 
protection regime
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What should you do?
• Audit data collection practices

– Understand Your Data Flow
– Try to maintain the Attorney-Client Privilege During Audit!

• Internal
• Outsourced 

• Encrypt all data
– Is there true protection against an “inside job?”

– New York: Encryption key must be secure
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Data Security Breach Notification
Applications

• Is the answer as simple as “Encrypt Everything?”

– Hacking into a network/database?
– Exposure to information on screen?
– Rogue employee?
– Stolen printout? Stolen laptop?
– Stolen/lost PDAs?
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What should you do?

• Implement improved internal data handling practices 
• Review third-party relationships – operationally and 

contractually
– Amend third party agreements as appropriate

• Check the compliance with law section!
• What security requirements are included?
• Indemnification issues?
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What should you do?

• Implement an internal information security policy that 
addresses internal evaluation of security breaches 
and internal escalation procedures 

– Roll-out and train all employees



39 39

What should you do?

• Develop external information security policy 
that provides for reasonable means of 
notification of breaches of security.  
– Include appropriate consents to receive 

notice by e-mail
– Add to privacy policies, terms and 

conditions etc.
– Be careful when amending privacy policies!
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Make Your Breach Notices Helpful

“The University of San 
Diego has notified almost 

7,800 individuals.. that 
hackers gained illicit access 
to computers containing …
personal income tax data.”

“The undated letter 
aggravated many recipients 

… it provided no details 
about the breach and offered 
no specific recommendations 

on steps … to protect their 
personal banking and credit 

accounts.”

"It's one of the worst security 
breach notice letters I've ever 

seen," said Beth Givens, 
director of the Privacy Rights 

Clearinghouse…”

“Boeing is advising …
employees on steps they 
should take to prevent 
possible identity theft 

after a Boeing computer 
containing employees' 

personal information was 
stolen...”

“Boeing is working with 
credit reporting agencies 

… to provide credit 
monitoring services. It 

recommends employees 
contact one of the three 
agencies to alert them of 

the incident and to place a 
fraud alert on their credit 

reports.”
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Have An Incident Response Plan
• Have a Chief Privacy Officer
• Have a list of incident response “team members,” including 

home contact information
– CPO, plus representative from IT, PR, HR (if applicable) and legal

• Have single designated contact point to communicate with 
various constituencies: employees, customers, government, 
media

• Be prepared to deal with the media:
– Have list of friendly media contacts in advance
– Assure media that: 

• preventative personnel and systems are in place
• investigation is underway
• situation leading to the breach is remedied or being remedied
• top-down review of personnel and systems is underway

• Respond Quickly
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Contact Information
• Jeffrey P. Weingart

• (212) 895-2050
Jweingart@brownraysman.com

Kristen J. Mathews
(212) 895-2327

Kmathews@brownraysman.com


