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SO you want to
monitor things.
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But there are too
many toys out there...
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A top-down approach to web
performance monitoring




A top-down approach to web
performance monitoring

Business goals

Operating processes

Tools

Simplify & interpret >

Metrics




What goals?
(in plain English)



Goals

 Make the application available
— | can use it

e Ensure user satisfaction
— It's fast & meets or exceeds my expectations

Balance capacity with demand
— It handles the peak loads
— It doesn’t cost too much

Minimize MTTR
— When it breaks, | can fix it efficiently

 Align operations tasks with business priorities
— | work on what matters first



They can use It
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Make the application available

 The most basic goal

 App should be reachable, responsive, and
functionally correct

« 3 completely different issues
— Can | communicate with the service?

— Can | get end-to-end responses in a timely
manner?

— Is the application behaving properly?



They’re happy &
productive



Ensure user satisfaction

 How fast Is fast enough?

 Depends on the task
— Login versus reports

 Depends on user expectations
— ATMs versus banking systems

 Depends on the user’s state of mind
— Deeply engaged versus browsing



Balance capacity with demand

 Performance degrades with demand

Performance
(end-to-end
delay)

Maximum
acceptable delay

Maximum capacity

I
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Load (requests per second)



Balance capacity with demand

* And varies throughout the day

Performance
(end-to-end
delay)

Maximum
acceptable delay

Service level violations

Time



Balance capacity with demand

e But capacity gets added in chunks

Number

of requests

handled
within a

given time

1 2 3 4 5 6 7 8

Processing resources
(servers, bandwidth, etc.)



Balance capacity with demand

 And users load a system gradually
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Balance capacity with demand

 TOO much capacity costs money

Number Excess capacity \,4»
7’
of requests \
handled <
within a P
given time .

Number of requests

1 2 3 4 5 6 7 8

Processing resources
(servers, bandwidth, etc.)



Balance capacity with demand

e S0 planning means “fitting the curve”

Performance
(end-to-end
delay)
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| can fix 1t fast
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Minimize MTTR

o Fix it efficiently

e Know the costs of downtime

* Application- and business-dependent
— Direct (operational) costs
— Penalties
— Opportunity costs
— Abandonment costs



Minimize MTTR

$1.20
$1.00
$0.80
$0.60
$0.40
$0.20
$0.00

 Don't just think about lost revenue

Relative cost of banking transaction

Online

ATM

Teller

$35.00
$30.00
$25.00
$20.00
$15.00
$10.00

$5.00

$0.00

Relative cost of customer support

Web self-
seryve

E-Mail Phone call




Minimize MTTR

* And consider the whole resolution cycle

Event IT

occurs | | Aware || Reproduced || Diagnosed || Resolved || Deployed || Verified

i i i i i i i ;




| worry about what
matters
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Align operations tasks with

business Eriorities

 Know what the business goals are
e Fix problems, not incidents
 Know the real impact of an issue



Align operations tasks with

business Eriorities

o Tackle problems, not incidents

Incident

Bob from

a b00 error

//

Houston had

So did
everyone
else in
Houston!

Problem

- A

Houston
can’t use the
order app

And
they're all
coming
from
Houston!

SLM
violation

I~

—  10% of
requests are
getting 500

errors




Align operations tasks with

business Eriorities

 Know the real impact of issues

Errored requests

Requests

Change from “normal” |} T

Total impact

' Affected users
A 4

!

Time

Good requests




So | have these goals...

 Make the application available
 Ensure user satisfaction

e Balance capacity with demand
e Minimize MTTR

 Align operations tasks with business
priorities

e How do | make sure | meet them
repeatably and predictably?



Okay, got the goals



But how do | make
this real?
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A top-down approach to web
performance monitoring

Business goals

: Goals drive
Operatlng processes processes

Tools

Metrics




Processes

* Reporting & overcommunication
e Capacity planning

e SLA definition

* Problem detection

* Problem localization & resolution



Keep people informed
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Reporting & overcommunication:
Know the audience

Network latency, throughput,

Network operations retransmissions, service outages

Abandonment, conversion,

Marketing demographics

Host latency, server errors,

Server operations session concurrency

Security Anomalies, fraudulent activity

Capacity planning, time out of

Finance SLA, IT repair costs

Different stakeholders The same data sources




| have enough juice
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Capacity planning

e Define peak load

* Define acceptable performance &
availability

« Select margin of error

— Cost of being wrong
— Variance and confidence in the data

e Build capacity & monitor
— Performance versus load



Capacity planning

1,750+ B Average
1,500 O S0th Percentile
’ B 35th Percentile

. B 30th Percentile
nggg w ‘ B 95th Percentile

Ho=st Latency {m s)




We all agree on what'’s
“good enough?”
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SLA definition

e Select a metric

 Select an SLA target
— That you control

— That can be reliably measured

 Define how many transactions can exceed
this target before being in violation

e Monitor
— Metric, percentile




SLA definition

* 95% of all searches by zipcode by all HR
personnel will take under 2 seconds for
the network to deliver

95% Percentiles, not averages

All searches by zipcode Application function, not port
All HR personnel User-centric, actual requests
Under 2 seconds Performance metric

For the network to deliver A specific element of delay



| know where
problems are...
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Problem detection

e Detect incidents as soon as they affect
even one user

* Is the incident part of a bigger problem?

* Prioritize problems by business impact
— Number of users affected
— Dollar value lost
— Severity of the Issue



...and | can figure out
what’s behind them



Problem localization & resolution

 Reproduction of the error
— Capture a sample incident

* Deductive reasoning
— Check tests to see what else is failing

DO INCIO
DO INCIO

DO INCIO

ents share a common element?
ents happen at a certain load?
ents recur around a certain time?



Problem localization & resolution
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Problem localization & resolution

 What do they have in common?




Problem localization & resolution




A top-down approach to web
performance monitoring

Business goals

Operating processes /e

tools that

T | make
O0IS processes

work best

Metrics




...and | can figure out
what’s behind them



Tools:
The three-legged stool

Device

L

Synthetic @
L YALS |

Real User




Device monitoring:
Watching the infrastructure

L

* Less relation to application availability
 Vital for troubleshooting and localization
o Will show “hard down” errors

— But good sites are redundant anyway

e Correlation between a metric (CPU, RAM)
and performance degradation shows
where to add capacity



Synthetic testing:
Checking it yourself

 Local or outside
e Same test eachtime

 Excellent for network
baselining when you
can’t control end-
user’s connection

To: MK Login > 1

* Usetocheckifa — w- B8
region or function IS s
down for everyone o

o Limited usefulness

UUNet [Houston 1

for problem re-
creation



Synthetic testing:
Checking i1t yourself
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Real User Monitoring:
2 main uses M u B z‘

e Tactical
— Detect an incident as soon as 1 user gets it
— Capture session forensics

 Long-term
— Actual user service delivery

— Performance/load relations
— Capacity planning



Real user monitoring:
2 main uses M u B Z‘

e Quthned In ITIL

Service support Service delivery
Incident management Service level management
Problem management Availability management

Capacity planning




OK, I've got the tools.
What do | look at?
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A top-down approach to web
performance monitoring

Business goals

Operating processes

Tools

Use the right
: metrics for
Metrics the audience

& question



Metrics

 Measure everything

— A full performance model
« Avallabllity

— Can | use it?

« User satisfaction
— What's the impact of bad performance?

e Use percentiles
— Averages lie



A full performance model

e The HTTP data model

— Redirects

— Containers

— Components
— User sessions

« HTTP-specific latency 5 [—Transaction
~ SSL

— Redirect time I Page

— Host latency

— Network latency _\_
Object

— Ildle time —
— Think time

Session

| B




Avallability

e Network errors
— High
retransmissions,

DNS resolution
failure

= Unknown Host - Netzcape

File Edit “iew Go Communicator Help
r Hach Forward  Reload Home Search  Metzcape  Print Security Shnpﬂ
W‘ " Bookmarks J{ Locatian: Ihttp:.-".-’2.::|igital.u:net.u:u:um.-"u:gi-l:uinE.-"fIc:?:-::rj ﬁv"#’hat's Related

Unknown Host

Description: Unable to locate the server named
"2.digital.chet.com” --- the server does not have a DNS entry.
Perhaps there is a misspelling in the server name, or the server
no longer exists. Double-check the name and try again.

I (== |Document: Done




Avallability

e Client errors

<3 HTTP 500 Internal server error - Microsoft Internet Explorer =10] x|
404 f d J File Edit Wiew Favorites Tools  Help

— nOt Oun J sHBack ~ = - @ ol | aﬁearch [Ge] Fawarites @History | %v =] 1
| Address @ Bkt { e ouEsight . netfoutsight iLogin] ~| @ao “Links »

@ The page cannot be displayed

There is a problem with the page you are trying to reach and it
cannot be displayed,

Please try the following:

e« Open the www.outsight.net home page, and then look for
linles to the information you want,

s Click the Fefresh button, or try again later.
e Click Search to look for information on the Internet.

® You can also see a list of related sites.

HTTP 500 - Internal server error
Internet Explorer

N

|&] Done l_l_lﬂ Internet




Avallability

« Application errors

4} 503 Service Unavailable - Micrasoft Internet Explorer HE B
| Fe Edt View Favoiles Took Help E
? = = s
.2 - @ w | @ B 5 5 E
— | Back Fapmard Stop Refresh  Home Search Favorites  Histoy Mail Print Edit Discuss
| Addiess [&] hutp. o akavista,com/ =] @B [tk >

503 Service Unavailable

The server 15 too busy to accept your recuest. Try again later.

/2 500 Internal Server Error - Microsoft Internet Explorer N m]
J File Edit Miew Favorites Tools Help ‘ -
J ABack - = - @ ot | aﬁearch [Fe] Favarites @History | %v =] -

J.ﬁ.gdress IE hktpe: s, outsight . et foutsight Login j e “ Links **

-

Internal Server Error

The server encountered an internal error or misconfiguration and was unable to complete
your recuest.

Please contact the server adiinistrator, root@eagle netwotlcshop. ca and mform them of the
time the error occurred, and anything wou might have done that may hawve cauzed the error.

| More information about this error may be available in the server error log,

Apachefl 3,12 Server ai eagle.neiworkshop.ca Fart 80

N R

|&] Done l_l_lﬂ Internet




Avallability

e Service errors

Metscape: Server Hangup

]

Eack Forward  Reload Harne

Search

< A 4 2 m

Metscape

&

Irnages

& &

Frint

Security

Shop

-
a3

Stop

-

hd -
53 Locaﬁon:&|http:.-".-"search.hotwired.com.-"search9?.-"59?.vts?Action=FiIterSearch&Filter=docs_fiIter.hts&ResultTem| @ What's Related

Server Hangup

Descriplion: Server Hangup

= ==

%




Avallability

Error Encountered - Netscape

« Content & back-
end errors Ty s 3 4 2 @ 3 &£ 0 B

Back Reload Home Search  Metscape Prirt Security Shop

-

wt " Bookmarks £ Location: |.key3media.coma"interopa’atlanta2UUUa’plannen"8essionDetail.cfm?ID=444 j @' ‘what's Related

11 i
O D B C E rro r v g,% Instant Message Wiebhail Radio People ‘rellow Pages Download Calendar D" Channels
# 1 2 3 4” An error occurred when you requested this page...

Please hit the 'Send Email* button below.

This will immediately notify technical support of the error.
We will work to correct the problem as quickly ag possible.
We apologize for any inconvenience.

After hitting the button below you will be returned to the previous page.

Send Email

Copyright ©1996-2000 Key3Media Events, Inc All Rights Reserved.
L

[ | R CSPPP Y'Y DU [P PRy PR JURUIPRY B JUpEr

The Domain Update - Netscape =1l x|
File Edit Yiew Go Communicator Help
' Back Fonward  Feload Home Search  Metscape Print Securty Shop Stop m
' w‘ 7 Bookmarks J" Location: IIM.é.F':Nswamp. networkshop. ca?fetch: UID> MBOX: 20251 &part=1.2 j @' What's Related
_E Y ‘Welcome to Cora  Statistics Serv My Excite Stait AnpDay.Com Google SiteSmith  Loudcloud | Acc MimEcom Corp. WerCenter - de

-

NETWORK SOLUTIONS’

A \ariSign® Company
(]

Due to unusually heavy demand, we are experiencing temporary technical difficulties. Please try back
at a later time to sign up for our exciting new services.

Thank you for your patience,

[ == |Document: Done




Avallability

e Custom errors

— Specific to your
business

ERFISODE ERPISODE EFIEEDE| EFISODE | ERISODE |

DowWNLOAD YOLR STar Wars EPIB

We are currently experiencing
technical difficulties.

Qur droids are hard al work bringing the system back on-line.
Please iry again later.

Back to starwars.com




User satisfaction:

Satisfied, tolerating, frustrated

What function?

. ' _ May
a
Performance Compliance All-Pages To, Mab 03 2004 2o
Overall user satisfaction summary for entire period Performance Compliance Targets
The average request took 1.6 secs and users were satisfied _ Tolerating_
20% of requests took over 351 ms and users were satisfied
15% of requests took over 578 iz and users were satisfied Host Latency 0 miz 2 zers S zecs
10% of requests took over 392 ms and users were satisfied 1 1
5% of requests took over 2.5 secs and users were
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Use percentiles

Averages lie

Dec 06 2004 17118 UTC
Dec 07 2004 17118 UTC
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To:

Report for Host Latency on All-Objects
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Averages lie:

Use Qercenti/es

Average varies wildly,
making it hard to
threshold properly or | A
see areal slow-down.




Averages lie:
Use percentiles

]

FAT)
f

80t percentile
only spikes once

for a legitimate
slow-down (20%
of users affected)




Averages lie:

Use Qercenti/es

AR

Setting a useful
threshold on
percentiles gives
less false positives
and more real alerts




Best practice workflow

M
ol 4

 The web development cycle
— Specify the application
— Build and test it
— Release it




Best practice workflow

Test Release

« Handoff to operations
e Test harness, load & capacity

Design details, hooks
“This application will respond to

up to 10 requests per second
with no more than 1 second of
host-side delay per request. It
will be usable across a
128Kbps link.”

Build



Best practice workflow

Test Release

Build Design .
 The web operations cycle

— Instrumentation using the three approaches

— Incident management and service-level management
— Analysis of results for capacity planning

— Continuous improvement of baselines and thresholds



Best practice workflow

Test Release Instrument

Improve Operate
Build Design

Feedback

Analyze

* |IT feedback to development teams
« Reporting according to stakeholder
« Common source data
« Performance and availability
» Load-to-performance relationship



This affects all of IT

Release notes Synthetic
Test Test scripts Device
harness Targets Real User _
| Incident
Test Release Deploy Instrument proplem
SLM
Operate
Improve
Build Desian Baselining
J Thresholds
Feedback
Monitoring AL
hooks Operating Reports Capacity
levels Performance

Availability



Best practice workflow:
The big picture




Questions?

acroll<at>coradiant.com
(514) 944-2765
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