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AN OVERVIEW OF WINDOWS AZURE 

Cloud computing is here. Running applications on machines in an Internet-accessible data center can 

bring plenty of advantages. Yet wherever they run, applications are built on some kind of platform. For 

on-premises applications, this platform usually includes an operating system, some way to store data, and 

perhaps more. Applications running in the cloud need a similar foundation. 

The goal of aƛŎǊƻǎƻŦǘΩǎ Windows Azure is to provide this. Part of the larger Windows Azure platform, 

Windows Azure is a foundation for running Windows applications and storing data in the cloud. Figure 1 

illustrates this idea. 

 

Figure 1: Windows Azure applications run in Microsoft data centers and are accessed via the Internet. 

As the figure shows, Windows Azure runs on machines in Microsoft data centers. Rather than providing 

software that Microsoft customers can install and run themselves on their own computers, Windows 

Azure is a service: Customers use it to run applications and store data on Internet-accessible machines 

owned by Microsoft. Those applications might provide services to businesses, to consumers, or both. Here 

are some examples of the kinds of applications that can be built on Windows Azure: 

 An independent software vendor (ISV) could create an application that targets business users, an 

approach ǘƘŀǘΩǎ often referred to as Software as a Service (SaaS). ISVs can use Windows Azure as a 

foundation for a variety of business-oriented SaaS applications. 

 An ISV might create a SaaS application that targets consumers. Windows Azure is designed to support 

very scalable software, and so a firm that plans to target a large consumer market might well choose 

it as a platform for a new application. 
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 Enterprises might use Windows Azure to build and run applications that are used by their own 

ŜƳǇƭƻȅŜŜǎΦ ²ƘƛƭŜ ǘƘƛǎ ǎƛǘǳŀǘƛƻƴ ǇǊƻōŀōƭȅ ǿƻƴΩǘ ǊŜǉǳƛǊŜ ǘƘŜ ŜƴƻǊƳƻǳǎ ǎŎŀƭŜ ƻŦ ŀ ŎƻƴǎǳƳer-facing 

application, the reliability and manageability that Windows Azure offers could still make it an 

attractive choice. 

Whatever a Windows Azure application does, the platform itself provides the same fundamental 

components, as Figure 2 shows. 

 

Figure 2: Windows Azure has three main parts: the Compute service, the Storage service, and the 

Fabric. 

As their names suggest, the Compute service runs applications while the Storage service stores data. The 

third component, the Windows Azure Fabric, provides a common way to manage and monitor 

applications that use this cloud platform. The rest of this section introduces each of these three parts.  

THE COMPUTE SERVICE 

The Windows Azure Compute service can run many different kinds of applications. A primary goal of this 

platform, however, is to support applications that have a very large number of simultaneous users. (In 

fact, Microsoft has said that it will build its own SaaS applications on Windows Azure, which sets the bar 

high.) Reaching this goal by scaling upτrunning on bigger and bigger machinesτƛǎƴΩǘ ǇƻǎǎƛōƭŜΦ LƴǎǘŜŀŘΣ 

Windows Azure is designed to support applications that scale out, running multiple copies of the same 

code across many commodity servers. 

To allow this, a Windows Azure application can have multiple instances, each executing in its own virtual 

machine (VM). Each VM is provided by a hypervisor (based on Hyper-±ύ ǘƘŀǘΩǎ ōŜŜƴ ƳƻŘƛŦƛŜŘ ŦƻǊ ǳǎŜ ƛƴ 

aƛŎǊƻǎƻŦǘΩǎ ŎƭƻǳŘΣ ŀƴŘ ƛǘ provides a Windows interface to the instance it contains.  

To run an application, a developer accesses the Windows Azure portal through her Web browser, signing 

in with a Windows Live ID. She then chooses whether to create a hosting account for running applications, 

a storage account for storing data, or both. Once the developer has a hosting account, she can upload her 

application, specifying how many instances the application needs. Windows Azure then creates the 

necessary VMs and runs the application.  

In the first release of Windows Azure, two different instance types are available for developers to use: 

Web role instances and Worker role instances. Figure 3 illustrates this idea. 
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Figure 3: A Windows Azure application can consist of Web role instances and/or  Worker role instances, 

each of which runs in its own Windows virtual machine. 

As its name suggests, a Web role instance can accept incoming HTTP or HTTPS requests. To allow this, it 

runs in a VM that includes Internet Information Services (IIS) 7. Developers can create Web role instances 

using ASP.NET, Windows Communication Foundation (WCF), or another .NET technology that works with 

IIS. Developers can also create applications in native codeτusing the Φb9¢ CǊŀƳŜǿƻǊƪ ƛǎƴΩǘ ǊŜǉǳƛǊŜŘΦ This 

means that developers can upload and run other technologies as well, including PHP and the Java-based 

Tomcat. And as Figure 3 shows, Windows Azure provides built-in hardware load balancing to spread 

requests across Web role instances that are part of the same application.  

By running multiple instances of an application, Windows Azure helps that application scale. Because the 

²ƛƴŘƻǿǎ !ȊǳǊŜ ƭƻŀŘ ōŀƭŀƴŎŜǊ ŘƻŜǎƴΩǘ ŀƭƭƻǿ ŎǊŜŀǘƛƴƎ ŀƴ ŀŦŦƛƴƛǘȅ ǿƛǘƘ ŀ ǇŀǊǘƛŎǳƭŀǊ ²Ŝō ǊƻƭŜ ƛƴǎǘŀƴce, 

ƘƻǿŜǾŜǊΣ ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ ƎǳŀǊŀƴǘŜŜ ǘƘŀǘ ƳǳƭǘƛǇƭŜ ǊŜǉǳŜǎǘǎ ŦǊƻƳ ǘƘŜ ǎŀƳŜ ǳǎŜǊ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǎŀƳŜ 

instance. Accordingly, Web role instances must be stateless. Any client-specific state should be written to 

Windows Azure storage or passed back to the client after each request.  

Worker role instances are similar to, but not quite the same as their Web role cousins. The big difference 

is that Worker role instances ŘƻƴΩǘ ƘŀǾŜ LL{ ŎƻƴŦƛƎǳǊŜŘΣ ŀƴŘ ǎƻ ²ƻǊƪŜǊ ǊƻƭŜ ƛƴǎǘŀƴŎŜǎ ŀǊŜƴΩǘ ƘƻǎǘŜŘ ōȅ LL{Φ 

LƴǎǘŜŀŘΣ ǘƘŜȅΩǊŜ ŜȄŜŎǳǘŀōƭŜǎ ƛƴ ǘƘŜƛǊ ƻǿƴ ǊƛƎƘǘ. Running a Web server is allowedτƛǘΩǎ even possible to 

install an Apache Web server in a Worker roleτbut a Worker role instance is more likely to function like a 

background job. For example, an application might use Web role instances to accept requests from users, 

then process those requests at a later time using Worker role instances. Similarly, an application that sifts 

through large amounts of data in parallel might use many Worker role instances to carry out this work. 

A developer can use only Web role instances, only Worker role instances, or a combination of the two to 

create a Windows Azure application. If the ŀǇǇƭƛŎŀǘƛƻƴΩǎ load increases, he can use the Windows Azure 

portal to request more Web role instances, more Worker role instances, or more of both for his 
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application. If the load decreases, he can reduce the number of running instances. To shut down the 

application completely, the developer can shut down all of the ŀǇǇƭƛŎŀǘƛƻƴΩǎ Web role and Worker role 

instances. Windows Azure also exposes an API that lets all of these things be done programmaticallyτ

changing the number of running ƛƴǎǘŀƴŎŜǎ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ Ƴŀƴǳŀƭ ƛƴǘŜǊǾŜƴǘƛƻƴτōǳǘ ǘƘŜ ǇƭŀǘŦƻǊƳ ŘƻŜǎƴΩǘ 

automatically scale applications based on their load.  

The VMs that run both Web role and Worker role instances also run a Windows Azure agent, as Figure 3 

shows. This agent exposes a relatively simple API that lets an instance interact with the Windows Azure 

fabric. For example, an instance can use the agent to find the root of a local storage resource in the VM 

ƛƴǎǘŀƴŎŜ ƛǘΩǎ ǊǳƴƴƛƴƎ ƛƴ. 

To create Windows Azure applications, a developer uses the same languages and tools as for any 

Windows application. She might write a Web role using ASP.NET and Visual Basic, for example, or use 

WCF and C#. Similarly, she might create a Worker role in one of these .NET languages, work directly in C++ 

without the .NET Framework, or use Java. And while Windows Azure provides add-ins for Visual Studio, 

using this development environment ƛǎƴΩǘ ǊŜǉǳƛǊŜŘΦ A developer who has installed PHP, for example, 

might choose to use another tool to write applications.  

To allow monitoring and debugging Windows Azure applications, each instance can call a logging API that 

writes information to a common application-wide log. A developer can also configure the system to 

collect performance counters for an application, measure its CPU usage, store crash dumps if it fails, and 

more. This information is kept in Windows Azure storage, and a developer is free to write code to 

examine it. For example, if a Worker role instance crashes three times within an hour, custom code might 

ǎŜƴŘ ŀƴ ŜƳŀƛƭ ǘƻ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŀŘƳƛƴƛǎǘǊŀǘƻǊΦ bƻǘŜ ǘƘŀǘ ²ƛƴŘƻǿǎ !ȊǳǊŜ ŘƻŜǎƴΩǘ ǇǊƻǾƛŘŜ ǘƘƛǎ ƛǘǎŜƭŦΤ 

instead, it provides a way for applications to generate and store the data that a developer can use to 

create this kind of service. 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƴƻǘŜ ǘƘŀǘ ŀ ŘŜǾŜƭƻǇŜǊ ŎŀƴΩǘ ǎǳǇǇƭȅ ƘŜǊ ƻǿƴ ±a ƛƳŀƎŜ ŦƻǊ ²ƛƴŘƻǿǎ !ȊǳǊŜ ǘƻ ǊǳƴΦ LƴǎǘŜŀŘΣ 

the platform itself provides and maintains its own version of Windows. Developers focus solely on 

creating applications that run on Windows Azure. Furthermore, those applications can run only in user 

modeτŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ŀŎŎŜǎǎ ƛǎƴΩǘ ŀƭƭƻǿŜŘΦ ¢Ƙƛǎ ǊŜǎǘǊƛŎǘƛƻƴ ƭŜǘǎ ²ƛƴŘƻǿǎ !ȊǳǊŜ ƛǘǎŜƭŦ ǳǇŘŀǘŜ ǘƘŜ 

operating system in each VM without worrying about whether the application has made system-level 

changes. Rather than requiring developers to install Windows patches, for example, Windows Azure takes 

care of this. The goal is to let applications run continuously while minimizing the administrative effort 

required. 

The ability to execute code is a fundamental part of ŀ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳΣ ōǳǘ ƛǘΩǎ ƴƻǘ ŜƴƻǳƎƘΦ !pplications 

also ƴŜŜŘ ǇŜǊǎƛǎǘŜƴǘ ǎǘƻǊŀƎŜ ǘƘŀǘ ƘƻƭŘǎ ƻƴ ǘƻ ƛƴŦƻǊƳŀǘƛƻƴ ŜǾŜƴ ǿƘŜƴ ǘƘŜȅΩǊŜ ƴƻǘ ǊǳƴƴƛƴƎΦ aŜŜǘƛƴƎ ǘƘƛǎ 

need is the goal of the Windows Azure Storage service, described next.  

THE STORAGE SERVICE 

Applications work with data in many different ways. Accordingly, the Windows Azure Storage service 

provides several options. Figure 4 shows the choices. 
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Figure 4: Windows Azure Storage provides blobs, tables, and queues. 

The simplest way to store data in Windows Azure storage is to use blobs. A blob contains binary data, and 

as Figure 4 suggeǎǘǎΣ ǘƘŜǊŜΩǎ ŀ ǎƛƳǇƭŜ ƘƛŜǊŀǊŎƘȅ: A storage account can have one or more containers, each 

of which holds one or more blobs. Blobs can be big, and they can have associated metadata, such as 

information about where a JPEG photograph was taken or who the singer is for an MP3 file. Blobs also 

provide the underlying storage for XDrives, a mechanism for viewing persistent storage as if it were a local 

drive.  

Blobs are just right for some situationsΣ ōǳǘ ǘƘŜȅΩǊŜ ǘƻƻ ǳƴǎǘǊǳŎǘǳǊŜŘ ŦƻǊ others. To let applications work 

with data in a more fine-ƎǊŀƛƴŜŘ ǿŀȅΣ ²ƛƴŘƻǿǎ !ȊǳǊŜ ǎǘƻǊŀƎŜ ǇǊƻǾƛŘŜǎ ǘŀōƭŜǎΦ 5ƻƴΩǘ ōŜ ƳƛǎƭŜŘ ōȅ ǘƘŜ 

ƴŀƳŜΥ ¢ƘŜǎŜ ŀǊŜƴΩǘ ǊŜƭŀǘƛƻƴŀƭ ǘŀōƭŜǎΦ Lƴ ŦŀŎǘΣ ŜǾŜƴ ǘƘƻǳƎƘ ǘƘŜȅΩǊŜ ŎŀƭƭŜŘ άǘŀōƭŜǎέΣ ǘƘŜ Řŀǘŀ each one holds 

is actually stored in a group of entities that contain properties. And rather than using SQL, an application 

can access ŀ ǘŀōƭŜΩǎ Řŀǘŀ ǳǎƛƴƎ the conventions defined by ADO.NET Data Services. The reason for this 

apparently idiosyncratic approach is that it allows scale-out storageτscaling by spreading data across 

many machinesτmuch more effectively than would a standard relational database. In fact, a single 

Windows Azure table can contain billions of entities holding terabytes of data. 

Blobs and tables are both focused on storing and accessing data. The third option in Windows Azure 

storage, queues, has a quite different purpose. A primary function of queues is to provide a way for Web 

role instances to communicate asynchronously with Worker role instances. For example, a user might 

submit a request to perform some compute-intensive task via a Web page implemented by a Windows 

Azure Web role. The Web role instance that receives this request can write a message into a queue 

describing the work to be done. A Worker role ƛƴǎǘŀƴŎŜ ǘƘŀǘΩǎ ǿŀƛǘƛƴƎ ƻƴ ǘƘƛǎ ǉǳŜǳŜ Ŏŀƴ ǘƘŜƴ ǊŜŀŘ ǘƘŜ 

message and carry out the task it specifies. Any results can be returned via another queue or handled in 

some other way. 



    

7 

Regardless of how data is storedτin blobs, tables, or queuesτall information held in Windows Azure 

ǎǘƻǊŀƎŜ ƛǎ ǊŜǇƭƛŎŀǘŜŘ ǘƘǊŜŜ ǘƛƳŜǎΦ ¢Ƙƛǎ ǊŜǇƭƛŎŀǘƛƻƴ ŀƭƭƻǿǎ Ŧŀǳƭǘ ǘƻƭŜǊŀƴŎŜΣ ǎƛƴŎŜ ƭƻǎƛƴƎ ŀ ŎƻǇȅ ƛǎƴΩǘ ŦŀǘŀƭΦ ¢ƘŜ 

system provides strong consistency, however, so an application that immediately reads data it has just 

written is guaranteed to get back what it just wrote. Windows Azure also keeps a backup copy of all data 

in another data center in the same part of the world. If the data center holding the main copy is 

unavailable or destroyed, this backup remains accessible. 

Windows Azure storage can be accessed by a Windows Azure application, by an application running on-

premises within some organization, or by an application running at a hoster or on another cloud platform. 

In all of these cases, all three Windows Azure storage styles use the conventions of REST to identify and 

expose data, as Figure 4 suggests. Blobs, tables, and queues are all named using URIs and accessed via 

standard HTTP operations. A .NET client might use the ADO.NET Data Services libraries to do this, but ƛǘΩǎ 

not requiredτan application can also make raw HTTP calls.  

Creating Windows Azure applications that use blobs, tables, and queues can certainly be useful. But most 

applications today rely on relational storageΣ ǎƻƳŜǘƘƛƴƎ ǘƘŀǘΩǎ ƴƻǘ part of Windows Azure itself. This 

option is provided, however, by SQL Azure Database, another component of the Windows Azure platform. 

Applications running on Windows Azure (or in other places) can use this technology to get familiar SQL-

based access to relational storage in the cloud. 

THE FABRIC 

All Windows Azure applications and all of the data in Windows Azure Storage live in some Microsoft data 

center. Within that data center, the set of machines dedicated to Windows Azure is organized into a 

fabric. Figure 5 illustrates this idea. 
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Figure 5: The fabric controller interacts with Windows Azure applications via the fabric agent. 

As the figure shows, the Windows Azure Fabric consists of a (large) group of machines, all of which are 

managed by software called the fabric controller. The fabric controller is replicated across a group of five 

to seven machines, and it owns all of the resources in the fabric: computers, switches, load balancers, and 

more. Because it can communicate with a fabric agent on every computer, iǘΩs also aware of every 

Windows Azure application in this fabric. (Interestingly, the fabric controller sees Windows Azure Storage 

as just another application, and so the details of data management and replication ŀǊŜƴΩǘ ǾƛǎƛōƭŜ ǘƻ ǘƘŜ 

controller.) 

This broad knowledge lets the fabric controller do a number of useful things. It monitors all running 

applications, for example, giving it an up-to-the-ƳƛƴǳǘŜ ǇƛŎǘǳǊŜ ƻŦ ǿƘŀǘΩǎ ƘŀǇǇŜƴƛƴƎ ƛƴ ǘƘŜ ŦŀōǊƛŎΦ It 

manages operating systems, taking care of things like patching the version of Windows Server that runs in 

Windows Azure VMs. It also decides where new applications should run, choosing physical servers to 

optimize hardware utilization.  

To do this, the fabric controller depends on a configuration file that is uploaded with each Windows Azure 

application. This file provides an XML-based description of what the application needs: how many Web 

role instances, how many Worker role instances, and more. When the fabric controller receives this new 

application, it uses this configuration file to determine how many Web role and Worker role VMs to 

create.  

hƴŎŜ ƛǘΩǎ ŎǊŜŀǘŜŘ ǘƘŜǎŜ VMs, the fabric controller then monitors each of them. If an application requires 

five Web role instances and one of them dies, for example, the fabric controller will automatically restart 

a new one. Similarly, if the machine a VM is running on dies, the fabric controller will start a new instance 


































