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2Outsourcing business functions



3Network security: critical, but not core



4The threat is continually evolving 

• It’s no longer 13 year old boys bragging 

about the sites they’ve defaced

• Mass market worms and attacks are no 

longer the preferred vector

• Today’s attacks are focused on financial gain or other strategic 

objective

• The attack vector is much more sophisticated, harder to detect and 

harder to thwart



5For example… botnet command & control servers

Source: Shadowserver.com

• 2007 – 2008 shown

• Leveled off in Q3 08, but back on the rise 



6Security: increasing complexity and expense…



7…while resources are diminishing



8MSSP – Better security for less

• Lower total cost of ownership (TCO)

– Subscription vs. ownership
– Reduced need for security expertise @ $75K per per 

FTE (min)

• Expertise

– IT generalist skills are insufficient
– Security expertise built into subscription
– 24 x 7 coverage (3 shifts)

• Security technology

– Continually growing in sophistication
– Powerful, when used to full capabilities. Ineffectual 

othewise.
– Need deep familiarity with tools and experience with 

threats/attacks for effective defense

• Compliance – the service provider does the 
heavy lifting

– Policies & procedures
– Attack response
– Best practices
– Activity logs, reporting, and audit trails



9MSSP models

• Homegrown technology

– Security tools developed in-house
– Uniform platform deployed across 

customer base
– Scalability
– Efficiency of management and response
– The power of security and engineering

expertise

• Full network services

– Security included as part of larger network 

• Best of breed, manage what the 

customer has

– Step in and manage heterogeneous 
deployed systems

– Premium pricing—each customer 
environment unique

• Monitor vs. management—not 24 x 7 

coverage

– Primarily and ‘alert-based’ model
– Attractive pricing for minimal level of – Security included as part of larger network 

management offering
– Attractive pricing for minimal level of 

coverage



10What can your MSSP provide?

• Perimeter Defense

– External threats
– Traditional--and necessary—approach to security
– Technologies: Firewall, IDS/IPS

• Endpoint Security

– Internal threat, guest control, unauthorized users
– Technologies: Network access control (NAC), VPN,  host-based solutions

A better question: 

What do you want to achieve with your security program?

• Vulnerability Management

– Network integrity, proactive defense
– Technologies: Vulnerability assessment/management

• Compliance

– Industry- and regulation-specific requirements
– Technologies: Layered security approach, blend of relevant solutions, reporting

• Email security

– Incoming - Spam
– Outgoing - DLP



11Picking the right MSSP

• Certifications – SAS 70, TYPE II

• Customer references – case studies and personal contact

• Customer service, responsiveness – Ask for metrics on 

response times

• Deep security expertise – what is the level of expertise of 

the tier 1 analysts, What are the escalation policiesthe tier 1 analysts, What are the escalation policies

• Service to product relationship – certified by product vendor



12Thank You!

Contact Info:
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