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— Subscription vs. ownership

— Reduced need for security expertise @ $75K per per
FTE (min)

— IT generalist skills are insufficient
— Security expertise built into subscription
— 24 x 7 coverage (3 shifts)

— Continually growing in sophistication

— Powerful, when used to full capabilities. Ineffectual
othewise.

— Need deep familiarity with tools and experience with
threats/attacks for effective defense
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— Policies & procedures
— Attack response
— Best practices
— Activity logs, reporting, and audit trails
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— Security tools developed in-house
— Uniform platform deployed across — Step in and manage heterogeneous
customer base deployed systems
— Scalability — Premium pricing—each customer
— Efficiency of management and response environment unique
— The power of security and engineering
expertise ° & < — % -0
&
., # $ & — Primarily and ‘alert-based’ model
— Security included as part of larger network — Attractive pricing for minimal level of

management offering coverage
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— External threats
— Traditional--and necessary—approach to security
— : Firewall, IDS/IPS

o - )
Internal threat, guest control, unauthorized users
— Network access control (NAC), VPN, host-based solutions

— Network integrity, proactive defense
— Vulnerability assessment/management
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— Industry- and regulation-specific requirements
— Layered security approach, blend of relevant solutions, reporting

— Incoming - Spam
— Outgoing - DLP
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