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Introduction

• Malware growth rates
• Evolution from nuisance to • Evolution from nuisance to 

monetized threat
• Malware as a business
• Malware Ecosystem

Copyright 2008. All Rights Reserved. 2April 5, 2008



Malware Samples per Year

Source: The Kapsersky Internet Security Lab
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What We Are Seeing

Distribution of Malware 
Categories in the First 
Half of 2007

Source: The Kapsersky Source: The Kapsersky 
Internet Security Lab
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The Rogues’ Gallery –
Th  S i t KiddiThe Script Kiddies

Jeffrey Lee Parson
Age 18 (USA)

Arrested 
August 29, 2003 

Sven Jaschan
Age 18 (Germany)

Arrested 
May 7, 2004 for 

Chen Ing-Hau 
Age 24 (Taiwan)

Arrested 
September 21, 2000 
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g
for the Lovesan.b virus

y
NetSky and Sasser viruses

p
for the CIH virus



The Rogues’ Gallery –
Two-Bit ThievesTwo Bit Thieves

Jeanson James Ancheta
Age 20 (USA)

Farid Essebar
Age 18 (Morocco)

Atilla Ekici
Age 21 (Turkey)Age 20 (USA)

Arrested November 3,
2005 for creating zombie 

networks and leasing 
them for spam mailing 

Age 18 (Morocco)
Arrested on August 26,

2005 for creating zombie 
networks using Mytob

and Zotob (Bozori) worms

Age 21 (Turkey)
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p g
and DDoS attacks on 

websites
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The Rogues’ Gallery –
i  iBig Business

• Yaron Bolondi, aged 32 (Israel)

• Attempted to withdraw £220 
million (more million (more 
than $420 million in 2005) from 
the bank's accounts the 
network 
of a London branch of of a London branch of 
Sumitomo Bank

• Arrested March 16, 2005
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Criminal Attacks on the Rise

Source: The Kapsersky Internet Security Lab
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A Great Low Risk Business
Cybercriminals feel relatively safe because:

– There are gaps in legislation

– Law enforcement understaffed and 
under-equipped

Vi ti  l  i f  li  b t i– Victims rarely inform police about crimes.

– Insignificant damages –
incidents are not interesting to police 
(d it  th  h  b  f th  i )(despite the huge number of these crimes)

– The crimes are international
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Malware Ecosystem
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Chinese Underground
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Source: TR-2007-011: Reihe Informatik. December 3, 2007



Malware Business Portal

Offers:
•Specific node counts
•Guaranteed infection rates
SLA•SLAs

•Technical Support
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Malware Control Console
Storm Worm
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Targeted Attacks
• Los Alamos and Oak Ridge Spear Phishing attack

– Visitor database only
– 12 different attackers, 7 emails to 1000's of employees
– 11 emails opened

• What about your business?
S ifi  i  b i  t t d– Specific companies being targeted

– Specific groups within a company
• Denotes social engineering skill
• Solid research (competitive intelligence) skills

– Job sites
– User forums…
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H ti  M lHunting Malware
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Virus Hunting Protocol
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Wireshark

• What
– Network 

i ticommunications

• Why
– Infection mechanism, 

bot and data dump 
communications

• When
– Anytime though 

before infection is 
preferable
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Regmon

What
What registry – What registry 
changes are made

Why
– Covers all registry 

entries

When
– Setup before 

infection, 
measurement 

ft d
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afterward



Filemon

What
– What files are 

changed  added  changed, added, 
deleted…
from a system

WhyWhy
– Typical Windows XP 

system has 50,000 to 
100 000 files100,000 files

When
– Setup before 

i f ti   
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infection, measure 
afterward



Other Tools
• Netcat – the Swiss Army Knife

– Monitor Port 80 communications
– Create Log files of that communication

• B64Dec – Base 64 decoder

• Process Explorer – View Tasks and Task Trees
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i hPinch
Password
stealerstealer
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Pinch Highlights
• Infection Vectors

– ICQ
– Email

• Purpose
– Collect victim system information

Collect cached passwords– Collect cached passwords
– Send collected data to Internet server
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Conclusions

• Malware has evolved 
• Highly organized, profitable, 

low risk business
Organized ecosystem• Organized ecosystem

• Basic incident response tools
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Questions?

• Tom.Bowers@kaspersky.com

• Search engine query: “Tom Bowers” “information 
security”
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