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Malware growth rates

Evolution from nuisance to
monetized threat

Malware as a business

Malware Ecosystem
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Malware Samples per Year
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__Atleast 5 malware samples

— emerge on the Internet

_every 2 minutes.

2004 2005 2006 2007

Source: The Kapsersky Internet Security Lab
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What We Are Seeing

%

7%2

Distribution of Malware
Categories in the First
Half of 2007

Categories

M Trojanware
Virusware

M Malware

Source: The Kapsersky
Internet Security Lab
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The Rogues’ Gallery -
The Script Kiddies

Chen Ing-Hau Jeffrey Lee Parson Sven Jaschan
Age 24 (Taiwan) Age 18 (USA) Age 18 (Germany)
Arrested Arrested Arrested
September 21, 2000 August 29, 2003 May 7, 2004 for
for the CIH virus for the Lovesan.b virus NetSky and Sasser viruses

L
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The Rogues’ Gallery -
Two-Bit Thieves

Jeanson James Ancheta Farid Essebar Atilla Ekici
Age 20 (USA) Age 18 (Morocco) Age 21 (Turkey)
Arrested November 3, Arrested on August 26,
2005 for creating zombie 2005 for creating zombie
networks and leasing networks using Mytob
them for spam mailing and Zotob (Bozori) worms

and DDoS attacks on

| websites
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The Rogues’ Gallery -
Big Business

* Yaron Bolondi, aged 32 (Israel)

« Attempted to withdraw £220
million (more
than $420 million in 2005) from
the bank's accounts the
network
of a London branch of
Sumitomo Bank

* Arrested March 16, 2005

L _d|
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Criminal Attacks on the Rise

Source: The Kapsersky Internet Security Lab
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A Great Low Risk Business

Cybercriminals feel relatively safe because:
— There are gaps in legislation

— Law enforcement understaffed and
under-equipped

— Victims rarely inform police about crimes.

— Insignificant damages —
incidents are not interesting to police
(despite the huge number of these crimes)

— The crimes are international
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Malware Ecosystem

REINVESTED PROFITS

INVESTORS
o=
Crime Groups
MALWARE AUTHORS

MALWARE CONSULTANTS

| Masters | | | |

CONDUITS

Social Infected Role-Playing
5o Jnemorkingl| wetsSies .

END USERS DATA

Information Secrets Cards Information
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Chinese Underground

Virus Writers:| | Envelops Stealers Victims
Web-based ;
Trojans Trojans Hosting web- Exploited by
Evade-Detectiony Product :ﬂ i baS:Ed 'find‘ | web-based
. gz | 1] conventiona L i Trojans
Conventional 5 Trojans | | &
Trojans v Pl
5 b Cons bbas | Infected by
""""""""""""""""""""""""""""""""""""" h {f [ABIEROL WER D A = | conventional
[RrmeTe Ty —syeaseseermense st 1 @S TROIRIENSIVIE [ v
: . Website ; P Trojans
Website Setup |Masters/Crackers: ! A || *
= Spri'eadmg Websit Redirecting | | i [ Stolenof
etray customers ebsite | o b b el &
i o o F——+ ) visitors to web- | | i | envelops
Sell victims #|  Traffic - based Trojans | | i [virtual assets

Website Crack

| Source: TR-2007-011: Reihe Informatik. December 3, 2007
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Malware Business Portal

Prefessi@Nal Secks 4/5 Service S

e e = ;\% Offers:
< % «Specific node counts

-l | 2 —&
Daily plang *** Per Uze plans . .
( 1 Proxy Daily Monthly  Tariff Guantity Per Proxy 1 Proxy Monthly  Tariff Quantity Per Proxy ) .G u aranteed I nfe Ctl 0 n rates
Price Limit ** Price Matme Month * Helper Price Price Mame Month * Helper
045¢ 5 20 Daily 5 150 $10 0 .50 $9.95 Ferlze 1 20 10
oAt 10 $35 Daily 10 300 $10 0 .30 $15 Ferllze 2 50 $10 .S LAS
0.08¢ 20 350 Daily 20 600 10 0.25¢ 520 PerUse 3 80 10
0.07¢ 30 $65 Daily 30 900 free! 0.15¢ $29.95 PerUse 4 200 10 .
0.06¢ 50 $95 Daily 50 1500 free ! 0.10¢ $50 PerlUze 5 500 free ! .Technlcal Support
0.05¢ 75 $125 Daily 75 2250 free! 0.07¢ $69.95 FPerUze 6 1000 free!

* Quantity of proxies, invelved in monthly payment.
= Quantity restriction on proxies which you ¢an use for a day

1CQ : 555019, 980100

demo accounts:

Peculiar Properties of Tariff Rates :

per use:
- 5

you can take 1rom the base as many as you wish wnhaut any restrictions. If you have not used the proxies included
in the monthly payment, these proxies are not extended to the next month. In these Tariffs you can see all proxies
wrhich are online at a moment

ncludes one month payment; the amount of proxy servers which you can take from the base
within 24 hours iz limited in your Taritf Rate-related quantity. With these Tariff Rates, you can see all proxy servers
which are online at a moment. If the system finds out for the first 10 minutes* of using & proxy that the proxy has
stopped responding, this proxy will not be billed, and the system will sutomatically refund you

* Typically, thiz time iz enough to see if 3 proxy can go on working

** At present the system is working in a test mode

Informa

n about Proxy Helper
e

PROHIBITED:

1. Account may not be used by more than 1 person (Daily Tariff Rates)

2. Proxy Helper may not be used by more than 1 person (&I Taritis)

3. A proxy server may not be used for mass mailing tnot only in terms of spam)

4. & proxy may not be taken from the base by using programs other than your browser (Daily Tariff Rates)
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Malware Control Console

Attacked hosts (total - uniq) Traffic (total - unig)

IE XP ALL 114721 - 96104 Total traff 159073 - 129089

QuickTime 2175 - 2048 E)(Iuitr-_‘-d 44804 - 35574
Win2000 7033 - 6260 Loads count 17408 - 15968
Firefox 12885 - 12514 Loader's response 38.85% - 44.89%
Opera? 1271 - 1264 Efficiency 10.94% - 12.37%

Browser stats (total) Modules state
MSIE L] Statistic y MySQL-based

Opera

O

Country
E= RU - Russian federation

== UA - Ukraine

Il 1T - Ttaly bl 3 4% 8.42%
| GE - Georgia _ 3 G 11.65%
I BY - Belarus 2 g% 12.12%
I K7 - Kazakstan i 12.14%

E= us - United states T 4.48%

| 58 A7 - Azerbaijan 12.08%

Storm Worm
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Targeted Attacks

* Los Alamos and Oak Ridge Spear Phishing attack
— Visitor database only
— 12 different attackers, 7 emails to 1000's of employees
— 11 emails opened

 What about your business?
— Specific companies being targeted
— Specific groups within a company
 Denotes social engineering skill
« Solid research (competitive intelligence) skills
— Job sites
— User forumes...
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Virus Hunting Protocol

RESEARCH

Kaspersky.com

TESTING ENVIRONMENT

Viruslist.com

Google Highly

secured TOOLS

Isolated

Selection

Configuration

MEASUREMENT AND ANALYSIS

ERADICATION

VERIFICATION AND DOCUMENTATION

L
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« What

Network
communications

 Why

Infection mechanism,
bot and data dump
commuhnications

 When
— Anytime though
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‘ﬂ Marvell Gigabit Ethernet Controller (Microsoft's Packet Scheduler) : Capturing - Wireshark U@]EJ

Eie Edt View Go Captre Aralze Statistics Help

BHUON EEXREA¢v0TL/ER QQQOIWERE B

ilter: v Expression.. Clear Apply
No.. | Time Source Destination Frotocol | Infia =
170.000000 05.168.13.16 AIM 55T AIM 55T, Down[oad Buddy Icon Request
2 0.502785 spanning-tree-(For-br STP Conf. Root = 32769/00:0a:b7:Fd:dbid0 Cost
32.503282 spanni ng- - sTR Conf. koot = 32769/ bl o
4 4.503204 s spanning-tree-(for-br STP Conf. Root = 32769/00:0a:h7:fd:4h:d0 Cost = 0x800C
5 4.888333  10.42.1.98 10.42.255.255 BROWSER Host Announcement USTR-MCCUCHTAL, Workstati SOl Server, Print QUele Servi
6 6.426683  Cisco_bhi63idc ciscn_bb:63:4c Loop Reply
76.503707  Cisco_bbie3idc spanning-tree-(for-br sTP conf. RooT = 32769/00:0a:h7:fd:4b:40 cost = 700 Part = 0xB0C
§ 8511793 Cisco_bbi63idc spanning-tree-(for-br sTP conf. ROOT = 32769/00:0a:h7:fd4bid40 Cost = 700 Port = 0x800C
08.824304  10.42.1.26 168.95.1.1 DNS standard query A mages. sourceforge. net
10 8.888532  168.95.1.1 10.42,1.26 DNS standard query response CNAME images. sourceforge. net. c. footprint.net A 204,160,991
11 8.801185  10.42.1.26 204.160,99,124 TCP cardbox > http [SYN] Seq=0 win=65535 Len=0 M35=1460
12 8.916193  168.95.1.1 10,42,1.26 DNS standard query response CNAME images. sourceforge. net. ¢, footprint.net A 204,160.105.
13 8.946208  2(4.160.99.124 10.42.1.26 TCP http > cardoox [SYN, ACK] Seg=0 Ack=1 Win=3840 Len=0 MS3=1460

16 0.001256  2(4.160.99,124 10.42.1.26 TCP http > cardbox [ACK] Seq=l Ack=376 win=6900 Len=0
17 6.007840  204.160.99,124 10.42.1.26 HTTP HTTR/L, 1 200 0K (PNG)
18 6.007813  204.160.99,124 10.42.1.26 TCP httn » cardbox [FIN, ACK] Seq=430 Ack=576 win=6000 Len=0 M
Frame 1 (101 bytes on wire, 101 bytes captured)

Ethernet II, Src: Somy_fi:8d:c7 (00:13:a9:fd:8d:c7), Dst: ZyxelCom_fe:de:ac (00:13:49:fe:de:ac)

nternet Protocol, Src: 10.42.1.26 (10.42.1.26), Dst: 205.188.13.16 (205.188.13.16)

[Transmission Contro] Protoco], sre Port: saphostcer] (1128), st Fort: aol (5180), seq: 1, Ack: L, ten:d? ]
L Instant Messenger

AIM Server Side Themes, Download Buddy Icon Reguest

0000 00 13 49 fe de ac 00 13 a9 fd 8d c7 08 00 45 00
0010 00 57 87 be 00 00 80 06 ¢c 2 0a Za 0L 1a cd he
0020 0d 10 04 €8 14 46 93 de 16 aa 48 67 09 18 50 18
0030 Ff £ e6 59 00 00 22 02 00 08 00 29 00 10 00 04
0040 00 00 00 00 00 08 09 34 3L 36 37 32 30 37 31 35

ANEA_ M A0 M 10 A 1F FT Fr dn Na 1n 27 ad 0T 11
Marvell Gigabit Etherriet Contraller (Micr... | Packets: 936 Displayed: 936 Marked: 0 Profile: Default

3

4 16520715 I¥]
.
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» Registry Monitor - Sysinternals: www.sysinterpals.com {8 ]‘__]@[?]
File Edit Options Help
B ABEY <7 #AH
# Time Process Request Path Result  Other o)
16089 45160768186 ® ococca. . Quentalue HELM\SOFTWARE\Microsoft\Windo... NOTF
16090 4516093063 ® cocca.. QuenValue HELMASOFTWARE\MicrosoftVWwindo... MNOTF.
16091 4516102219 ® cocca.. Quenialue HELMASOFTWARE\Microsoft\Windo... MOTF..
16092 4516110611 oocca.. Quenalue HEKLMASOFTWARE\Microsoft\winda, . NOTF
16093 45.20532117 mozyb... Quekey HEUADEFAULTASoftware\Microsofth... SUCCE... Subkeys =0
16034 4522343826 mozyb... QuenValue HELM\SDFTWARE\Microsoft\Windo... NOTF
16095 4531533432 mozyb.. Quenkey HEU\ DEFAULTASoftwars\Micrasoftt. . SUCCE . Subkeys =10
16036 4533087158 3 vrwar.. QuenValue  HKLMASOFTWARE \Microsoft\Windo,.  NOTF
16037 4533101273 3 vmwar.. Quenvalue  HKLM\SOFTWARE \MicrosoftWindo... MOTF...
16038 4533109665 2 vewar... QuenValue  HKLM\SOF TWARE \Microsoft\Wwindo... NOTF
16039 4533116531 3 viwar.. QuenValue HKLMASOFTWARE \Microsoft\Windo... NOTF..
16100 45.33123016 I.j vmwar... QuenyValue HELM\SOFTWARE \Microsolt\Windo... MNOTF..
16101 45 33164557 1 vewwar.. Quenialue  HELMASOF TWARE \Microsoft\winda.. NOTF
16102 4533192825 B vrwar . QueryWalue  HKLMASOFTWARE \Miciosoft\Winda,.  NOT F
16103 4533215714 3 vmwar.. Quenalue  HKLMASOFTWARE \Microsoft\Windo... MOTF..
16104 4533242790 1 vrwar... QueniValue  HELMASOFTWARE\Microsoft\Windo... NOTF...
16105 45 33266068 1 vmwar.. QueryValue  HKLMASOF TWARE \Microsoft\Windo,.. NOTF
16106 45.33289719 1 vmwar... Quenivalue HKLM\SOFTWARE \Mictosolt\Windo... MOTF...
16107 4533313751 3 viwar... QuegValue  HELM\SOFTWARE \Mictosolt\Windo... NOTF...
16108 45 33337784 B vrwar. . Quenalue  HELMASOFTWARE \Microsoft\Windo, . NOT F
16109 4533361816 1 vowwar.. Quenialue  HELMASOFTWARE \Microsoft\windo.. NOTF
16110 45.33386230 3 viwar.. Quenvalue  HKLM\SOFTWARE\Microsoft\Windo... MOTF...
16152 4534533582 21 vmwar... QueniValue HKLMASOFTWARE \Microsoft\Windo... MOT F..
16153 4534863745 28 mozys.. DuenWale HELM\SOFTWARE \mozy\scheduling'... NOTF...
16154 4542453384 mozyb.. Querykey HEUN DEFAULTASoftwara\Microsofth, . SUCCE.. Subkeys =0 v

April 5, 2008
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— What registry
changes are made

Why

— Covers all registry
entries

When

— Setup before
iInfection,
measurement
afterward
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& File Monitor - Sysinternals: www.sysinternals.com

Fla Edt Options Volumes Help

U@ RBE O 99 AN What

t Time Process Request Path Result Other A

833 11:36424M 9 svehostex.. QUERY INFORMATION  C:\PROGRAM FILES\LOGITECH\MO... SUCCESS  Filelntemallnformation _ 1

83 113642AM [ svehosten. CLOSE C:A\PROGRAM FILES\LOGITECH\MD... SUCCESS What f||eS are
835 11.3642AM 3 svchostex., OPEN CAPROGRAM FILES\MEMED\ SUCCESS  Options: Open Access 000,

B3 11:3642AM 5 svehostex. OUERY INFORMATION  C:APROGRAM FILES\MEMEO\ SUCCESS  Fileintemallnformation Changed, added,
87 1136428M 3 svchostex, CLOSE CAPROGRAM FILES\MEMED SUCCESS

838 1136428M [ svchostex.. OPEN C\PROGRAM FILES\DO SOFTWARE\ SUCCESS  Options: Open Access: 000. d eleted

89 1136428M [ svchostex.. QUERY INFORMATION C:\PROGRAM FILES\OO SOFTWARE\ SUCCESS  Filelntemalnformation ‘e

B0 11:36424M @ svchost ex.. CLOSE CAPROGRAM FILES\DO SOFTWAREY SUCCESS f t

B4 11:3642AM svchast ex.. OPEN C\PROGRAM FILES\WMWARE\ SUCCESS  Options: Open Access: 000, m

812 1136428M [ svchostex.. QUERY INFORMATION C\PROGRAM FILES\WMWAREY SUCCESS  Filelntemalnformation ro a SyS em
843 11:3642AM svchost ex.. CLOSE C\PROGRAM FILES\VMWARE\ SUCCESS

844 11:3642AM 9 svchostex.. OPEN CAPROGRA™1Y SUCCESS  Options: Open Access: 000,

@5 1136424M 7 svchostex. QUERY INFORMATION CAPROGRA™I\ SUCCESS  Fileinemalnfomation Why

86 113642AM [ svehostex. CLOSE CAPROGRA™1Y SUCCESS

847 113642 AM 5 svchostex.. OPEN CAPROGRA~1\GOOGLEY SUCCESS  Oplions: Open Access: 000,

B8 11:3642AM svchostex.. QUERY INFORMATION  CAPROGRAT\GDOGLEY SUCCESS  Filelnleinalnformation : ;

849 11:36428M B swchostex.. CLOSE CAPROGRAT\GDOGLEY SUCCESS - TyplCa| WlndOWS XP
850 1136428M [ svchostex.. OPEN C\PROGRA*1\GOOGLEGOOGLE~1\ SUCCESS  Options: Open Access: 000.

system has 50,000 to
100,000 files

When

— Setup before
infection, measure
afterward

_d|
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Other Tools

* Netcat — the Swiss Army Knife
— Monitor Port 80 communications
— Create Log files of that communication

e B64Dec - Base 64 decoder

» Process Explorer — View Tasks and Task Trees

April 5, 2008 Copyright 2008. All Rights Reserved.
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Pinch

Password
stealer

3

Trilliar

April 5, 2008 Copyright 2008. All Rights Reserved.
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Pinch Highlights

* |nfection Vectors
~ ICQ

— Emall

* Purpose
— Collect victim system information
— Collect cached passwords
— Send collected data to Internet server

L

April 5, 2008 Copyright 2008. All Rights Reserved.
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Conclusions

« Malware has evolved

« Highly organized, profitable,
low risk business

 Organized ecosystem

e Basic incident response tools

April 5, 2008 Copyright 2008. All Rights Reserved.
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Questions?

« Tom.Bowers@kaspersky.com

 Search engine query: “Tom Bowers” “information
security”
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