
Securing Web Applications Securing Web Applications 

Tara Kissoon, CISA, CISSPTara Kissoon, CISA, CISSP
Visa Inc.Visa Inc.



ObjectivesObjectives
The participant will learn more about:The participant will learn more about:

How to integrate OWASP Top 10 to mitigate How to integrate OWASP Top 10 to mitigate 
Web application security vulnerabilities.Web application security vulnerabilities.



What is an application?What is an application?

An application:An application:
–– Defined as user softwareDefined as user software
–– Is made up of a number of files, including configuration Is made up of a number of files, including configuration 

files, executable programs and data files. files, executable programs and data files. 
–– Is layered above an operating system and uses the Is layered above an operating system and uses the 

functionality of the operating system to deliver its functionality of the operating system to deliver its 
service.service.

–– The operating system provides a number of The operating system provides a number of 
mechanisms used for securing the application.mechanisms used for securing the application.

–– Contains security functionality that uses mechanisms Contains security functionality that uses mechanisms 
not residing within the operating system.not residing within the operating system.





Industry EventsIndustry Events

Year Total Security Breaches
Vulnerability 

Disclosures
1999 1 1
2000 5 2 3
2001 6 1 5
2002 4 3 1
2003 9 3 6
2004 17 6 11
2005 62 31 31
2006 44 18 26
2007 45 42 3

Source:  Web Application Security Consortium



Industry EventIndustry Event
Class Total

Security 
Breaches

Vulnerability 
Disclosures

Cross-site Scripting 54 16 38

Unknown 41 38 3

SQL Injection 25 16 9

Insufficient Authorization 22 9 13

Credential/Session Prediction 16 3 13

Insufficient Authentication 14 6 8

OS Commanding 10 9 1

Predictable Resource Location 7 3 4

Other 7 6 1

Weak Password Recovery Validation 4 1 3

Information Leakage 4 4

Content Spoofing 4 4

Abuse of Functionality 4 3 1

Misconfiguration 3 3

Worm 2 2

Denial of Service 1 1

Brute Force 1 1

Defacement 1 1Source:  Web Application Security Consortium



Industry EventIndustry Event

Bank of India seriously compromisedBank of India seriously compromised
Date: Date: 02 September 200702 September 2007
Incident Type: Security BreachIncident Type: Security Breach
Source:  http://www.webappsec.org/projects/whid/list_year_2007.sSource:  http://www.webappsec.org/projects/whid/list_year_2007.shtmlhtml

Defaced with Trojan inflicting code.Defaced with Trojan inflicting code.
The following code can be clearly seen on the site:The following code can be clearly seen on the site:

Email-Worm.Win32.Agent.l
Rootkit.Win32.Agent.dw
Rootkit.Win32.Agent.ey
Trojan-Downloader.Win32.Agent.cnh
Trojan-Downloader.Win32.Small.ddy
Trojan-Proxy.Win32.Agent.nu
Trojan-Proxy.Win32.Wopla.ag
Trojan.Win32.Agent.awz
Trojan-Proxy.Win32.Xorpix.Fam
Trojan-Downloader.Win32.Agent.ceo
Trojan-Downloader.Win32.Tibs.mt
Trojan-Downloader.Win32.Agent.boy
Trojan-Proxy.Win32.Wopla.ah
Trojan-Proxy.Win32.Wopla.ag
Rootkit.Win32.Agent.ea
Trojan.Pandex
Goldun.Fam
Backdoor.Rustock
Trojan.SpamThru
Trojan.Win32.Agent.alt
Trojan.Srizbi
Trojan.Win32.Agent.awz
Email-Worm.Win32.Agent.q
Trojan-Proxy.Win32.Agent.RRbot
Trojan-Proxy.Win32.Cimuz.G
TSPY_AGENT.AAVG (Trend Micro)
Trojan.Netview

http://www.webappsec.org/projects/whid/list_id_2007-42.shtml
http://www.trendmicro.com/vinfo/grayware/ve_graywareDetails.asp?GNAME=TSPY%5FAGENT%2EAAVG&VSect=Td
http://www.sunbelt-software.com/ihs/alex/bankofindia72318812388123218.PNG


Industry EventsIndustry Events

PayPals Security Flaw allows Identity Theft.
June 2006
The genuine Paypal SSL used by the Scam

Trick users to use a 
genuine URL – hosted 
on Paypal’s website.

Valid- 256-bit SSL 
certificate is presented 
to confirm that the site 
does indeed below to 
PayPal.

(source:  http://news.netcraft.com/archives/2006/06/16/paypal_security_flaw_allows_identity_theft.html)



Industry EventsIndustry Events

Fraudster Manipulating content on genuine PayPal Site

“Some of the 
content on the page 
has been 
modified by the 
fraudsters via a 
cross-site scripting 
technique (XSS)”

(source:  http://news.netcraft.com/archives/2006/06/16/paypal_security_flaw_allows_identity_theft.html)



Web ApplicationsWeb Applications

Source:  http://www.internetworldstats.com/stats.htm



What is a Web Application?What is a Web Application?
Application LogicApplication Logic
For example, first there is the component that provides the For example, first there is the component that provides the 
interface between the user and the application, which may interface between the user and the application, which may 
be a web page or perhaps a menu. be a web page or perhaps a menu. 
Next, there is the component that translates the user Next, there is the component that translates the user 
instructions into instructions that the application can instructions into instructions that the application can 
understand and which applies the application rules.understand and which applies the application rules.
Finally, we have the component that stores and manages Finally, we have the component that stores and manages 
the application data. the application data. 

Source:  University of London



What is a Web Application?What is a Web Application?

Source:  University of London



Web Application SecurityWeb Application Security
In order to identify the controls, we need to understand the 
threats, vulnerabilities and the risks
– Spoofing - using a false identity to gain access to the application.
– Tampering - the unauthorized modification of data.
– Repudiation - the denial of performing certain actions.
– Information disclosure - the leakage of information either about the 

system or the application.
– Denial of service - an attack that prevents application access for 

authorized users.
– Escalation of privilege - when users gain higher privileges within an 

application.



What is Web Application What is Web Application 
Security?Security?

Part of the Application LifecyclePart of the Application Lifecycle
–– Securing the Securing the ““custom codecustom code”” that drives a web that drives a web 

applicationapplication
–– Securing librariesSecuring libraries
–– Securing backend systemsSecuring backend systems
–– Securing web and application serversSecuring web and application servers
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Source: OWASP’s Ten Most Critical Web Application Security Vulnerabilities by Jeff Williams



Vulnerability BreakdownVulnerability Breakdown
(Real(Real--world)world)

source: b-sec Application Reviews 2005-2006



Securing Web ApplicationSecuring Web Application
OWASP Testing Guide is a framework and OWASP Testing Guide is a framework and 
a guideline, not a technical stepa guideline, not a technical step--byby--step step 
guideguide
OSSTMM OSSTMM -- Open Source Security Testing Open Source Security Testing 
Methodology Manual: more detailed but Methodology Manual: more detailed but 
not on an web app level more on a not on an web app level more on a 
network/OS levelnetwork/OS level
No education or recognized certifications No education or recognized certifications 
for security testingfor security testing



OWASPOWASP
The Open Web Application Security The Open Web Application Security 
Project (Project (www.owasp.orgwww.owasp.org) ) createdcreated the Top the Top 
TenTen Project.Project.
AcceptedAccepted and and usedused by by privateprivate corporations corporations 
InternationallyInternationally and and agenciesagencies withinwithin the US the US 
FederalFederal GovernmentGovernment..

http://www.owasp.org/


OWASP Top Ten Most Critical Web OWASP Top Ten Most Critical Web 
Application Security VulnerabilitiesApplication Security Vulnerabilities

A1. Unvalidated InputA1. Unvalidated Input
A2. Broken Access ControlsA2. Broken Access Controls
A3. Broken Authentication and Session ManagementA3. Broken Authentication and Session Management
A4. Cross Site Scripting FlawsA4. Cross Site Scripting Flaws
A5. Buffer OverflowsA5. Buffer Overflows
A6. Injection FlawsA6. Injection Flaws
A7. Improper Error HandlingA7. Improper Error Handling
A8. Insecure StorageA8. Insecure Storage
A9. Denial of ServiceA9. Denial of Service
A10. Insecure Configuration ManagementA10. Insecure Configuration Management



1. 1. UnvalidatedUnvalidated ParametersParameters
Not consistently checking user input.Not consistently checking user input.
HTTP requests from browsers to web HTTP requests from browsers to web 
appsapps
–– URL, URL, QuerystringQuerystring, Form Fields, Hidden , Form Fields, Hidden 

Fields, Cookies, HeadersFields, Cookies, Headers
–– Web apps use this information to generate Web apps use this information to generate 

web pagesweb pages
Attackers can modify anything in requestAttackers can modify anything in request
Client side validation Client side validation vsvs server side server side 
validationvalidation



Hidden Field Manipulation

1. 1. UnvalidatedUnvalidated ParametersParameters



Change 
the field

4.999

1. 1. UnvalidatedUnvalidated ParametersParameters



1. 1. UnvalidatedUnvalidated ParametersParameters



1. 1. UnvalidatedUnvalidated ParametersParameters



1. 1. UnvalidatedUnvalidated ParametersParameters

Key Points:Key Points:
–– Check before you use anything in HTTP requestCheck before you use anything in HTTP request
–– ClientClient--side validation is irrelevantside validation is irrelevant
–– Reject anything not specifically allowedReject anything not specifically allowed

Type, min/max length, character set, Type, min/max length, character set, 
regexregex, min/max value, min/max value……

–– Web application firewallsWeb application firewalls



2. Broken Access Control2. Broken Access Control

Access control is how you keep one user Access control is how you keep one user 
away from other usersaway from other users’’ informationinformation
The problem is that many environments The problem is that many environments 
provide authentication, but donprovide authentication, but don’’t handle t handle 
access control wellaccess control well
–– Many sites have a complex access control Many sites have a complex access control 

policypolicy
–– Very difficult to implement correctlyVery difficult to implement correctly



2. Broken Access Control2. Broken Access Control

Developers have difficulty implementing a reliable Developers have difficulty implementing a reliable 
access control mechanism. access control mechanism. 
Many of these schemes were not deliberately Many of these schemes were not deliberately 
designed, but have simply evolved along with the designed, but have simply evolved along with the 
web site. web site. 
In these cases, access control rules are inserted in In these cases, access control rules are inserted in 
various locations all over the code. various locations all over the code. 
As the site nears deployment, the ad hoc As the site nears deployment, the ad hoc 
collection of rules are scattered that it is almost collection of rules are scattered that it is almost 
impossible to understand.impossible to understand.



2. Broken Access Control2. Broken Access Control

Function

Editorial Staff

Financial approver

Administrative approver

Approver

Coordinator

Authorization for cheques

Account Manager

Individual

A. Di Lorenzo

M. Tedaldi

J. Williams

D. Chadwick

T. Polk

P. Pedani

D. Pinkas

R. Rivest

M. Meucci

P. Myers

S. Farrell

Role

User

Power User

Operator

Public

Manager

Controller 

Finance

Director 

Director

Director

Admin



2. Broken Access Control2. Broken Access Control

Key PointsKey Points
–– Write down your access control policyWrite down your access control policy
–– Code should be reviewed to the access control Code should be reviewed to the access control 

policypolicy
–– DonDon’’t use any t use any ““IDID’’ss”” that an attacker can that an attacker can 

manipulatemanipulate
–– Implement access control in a centralized Implement access control in a centralized 

module (use an access control matrix)module (use an access control matrix)
–– Controls need to be applied consistently across Controls need to be applied consistently across 

the entire application.the entire application.



3. Broken Account and Session 3. Broken Account and Session 
ManagementManagement

Account ManagementAccount Management
–– Handling credentials across clientHandling credentials across client--serverserver
–– Backend authentication credentialsBackend authentication credentials
Session ManagementSession Management
–– HTTP is a HTTP is a ““statelessstateless”” protocol. Web apps need protocol. Web apps need 

to keep track of which request came from which to keep track of which request came from which 
useruser

–– ““BrandBrand”” sessions with an id using cookie, sessions with an id using cookie, 
hidden field, URL tag, etchidden field, URL tag, etc……



Inappropriate authentication mechanism.Inappropriate authentication mechanism.

3. Broken Account and Session 3. Broken Account and Session 
ManagementManagement



3. Broken Account and Session 3. Broken Account and Session 
ManagementManagement



3. Broken Account and Session 3. Broken Account and Session 
ManagementManagement

Concerns  Concerns  
–– Session Ids sent over unencrypted channels.Session Ids sent over unencrypted channels.
–– Stored as persistent cookiesStored as persistent cookies
–– Timeout periods are far to long.Timeout periods are far to long.
–– Session tokens are not properly protected, an attacker Session tokens are not properly protected, an attacker 

can hijack an active session and assume the identity of can hijack an active session and assume the identity of 
a user.a user.



3. Broken Account and Session 3. Broken Account and Session 
ManagementManagement

Key Points Key Points –– Account ManagementAccount Management
–– Documented policy to securely managing users Documented policy to securely managing users 

credentialscredentials
–– Password strengthPassword strength
–– Password usePassword use
–– Password change controlsPassword change controls
–– Password storagePassword storage
–– Protecting credentials in transitProtecting credentials in transit



3. Broken Account and Session 3. Broken Account and Session 
ManagementManagement

Key Points Key Points –– Session ManagementSession Management
–– Session ID protection Session ID protection 
–– Account lists (map screen name to account Account lists (map screen name to account 

name)name)
–– Browser caching should not be allowedBrowser caching should not be allowed
-- Session timeoutsSession timeouts



4. Cross4. Cross--Site Scripting (XSS) Site Scripting (XSS) 
FlawsFlaws

An attacker uses a web application to send An attacker uses a web application to send 
malicious code!malicious code!
–– in the form of a browser side script, to a different end user. in the form of a browser side script, to a different end user. 
–– occur anywhere a web application uses input from a user in the occur anywhere a web application uses input from a user in the 

output it generates without validating or encoding it. output it generates without validating or encoding it. 

But what if an attacker could get a website to But what if an attacker could get a website to 
forward an attack!forward an attack!
–– Stored Stored –– web application stores content from user, then sends it to web application stores content from user, then sends it to 

other usersother users
–– Reflected Reflected –– web application doesnweb application doesn’’t store attack, just sends it back t store attack, just sends it back 

to whoever sent the requestto whoever sent the request



4. Cross4. Cross--Site Scripting (XSS) FlawsSite Scripting (XSS) Flaws

XSS attacks:XSS attacks:
–– Disclosure of userDisclosure of user’’s session cookiess session cookies
–– Disclosure of end user filesDisclosure of end user files
–– Installation of Installation of trojantrojan horse programshorse programs
–– Redirecting the user to some other siteRedirecting the user to some other site
–– Modifying presentation contentsModifying presentation contents
–– Can be present in the underlying web/app Can be present in the underlying web/app 

servers servers –– ““404 or 500 404 or 500 –– internal server error)internal server error)



4. Cross4. Cross--Site Scripting (XSS)Site Scripting (XSS)
Key PointsKey Points
–– Ensure that your application performs Ensure that your application performs 

validation of all headers, cookies, query validation of all headers, cookies, query 
strings, form fields, and hidden fields (i.e., all strings, form fields, and hidden fields (i.e., all 
parameters) against a rigorous specification parameters) against a rigorous specification 
of what should be allowed.  of what should be allowed.  

–– DonDon’’t try to strip out active content t try to strip out active content –– too many too many 
variations. variations. 

Use a Use a ““positivepositive”” specification that says what is specification that says what is 
allowed. allowed. 
‘‘NegativeNegative’’ or attack signature based policies are or attack signature based policies are 
difficult to maintain and are likely to be incomplete.difficult to maintain and are likely to be incomplete.



5. Buffer Overflows5. Buffer Overflows
Web applications read all types of input from Web applications read all types of input from 
usersusers
–– Libraries, DLLLibraries, DLL’’s, Server code, Custom code, s, Server code, Custom code, 

ExecExec
C and C++ code is vulnerable to buffer C and C++ code is vulnerable to buffer 
overflows (does not perform bounds overflows (does not perform bounds 
checking)checking)
–– Input overflows end of buffer and overwrites the Input overflows end of buffer and overwrites the 

stackstack
–– Can be used to execute arbitrary codeCan be used to execute arbitrary code



5. Buffer Overflows5. Buffer Overflows

Buffer Overflow and Web Applications
Attackers use buffer overflows to corrupt the Attackers use buffer overflows to corrupt the 
execution stack of a web application.execution stack of a web application.
–– by sending carefully crafted input to a web application, by sending carefully crafted input to a web application, 
–– an attacker can cause the web application to execute an attacker can cause the web application to execute 

arbitrary code arbitrary code –– effectively taking over the machine. effectively taking over the machine. 



5. Buffer Overflows5. Buffer Overflows
Key PointsKey Points
Keep up with the latest bug reports Keep up with the latest bug reports 
Apply the latest patches to these products. Apply the latest patches to these products. 
Periodically scan your web site Periodically scan your web site -- look for buffer look for buffer 
overflow flaws in your server products and your overflow flaws in your server products and your 
custom web applications. custom web applications. 
Custom application code Custom application code -- review all code that review all code that 
accepts input from users via the HTTP request and accepts input from users via the HTTP request and 
ensure that it provides appropriate size checking on ensure that it provides appropriate size checking on 
all such inputs.all such inputs.



6. Command Injection Flaws6. Command Injection Flaws

Injection flaws allow attackers to relay malicious Injection flaws allow attackers to relay malicious 
code through a web application to another system.code through a web application to another system.
Web applications involve many interpretersWeb applications involve many interpreters
–– OS calls, SQL databases, OS calls, SQL databases, 

Malicious codeMalicious code
–– Sent in HTTP requestSent in HTTP request
–– Extracted by web applicationExtracted by web application
–– Passed to interpreter, executed on behalf of web Passed to interpreter, executed on behalf of web 

applicationapplication



6. Command Injection Flaws6. Command Injection Flaws

What is SQL Injection?What is SQL Injection?

The ability to inject SQL commands The ability to inject SQL commands 

into the database engineinto the database engine

through an existing applicationthrough an existing application



6. Command Injection Flaws6. Command Injection Flaws

How Common is it?How Common is it?
It is probably one of the most common Website It is probably one of the most common Website 
vulnerability today!vulnerability today!
It is a flaw in "web application" development, It is a flaw in "web application" development, 
It is not a DB or web server problemIt is not a DB or web server problem
–– Most programmers are still not aware of this problemMost programmers are still not aware of this problem
–– A lot of the tutorials & demo A lot of the tutorials & demo ““templatestemplates”” are vulnerableare vulnerable
–– Even worse, a lot of solutions posted on the Internet are Even worse, a lot of solutions posted on the Internet are 

not good enoughnot good enough



6. Command Injection Flaws6. Command Injection Flaws
Vulnerable ApplicationsVulnerable Applications

Almost all SQL databases and programming languages are  Almost all SQL databases and programming languages are  
potentially vulnerablepotentially vulnerable
–– MS SQL Server, Oracle, MySQL, Postgres, DB2, MS Access, MS SQL Server, Oracle, MySQL, Postgres, DB2, MS Access, 

Sybase, Informix, etcSybase, Informix, etc
Accessed through applications developed using:Accessed through applications developed using:
–– Perl and CGI scripts that access databases Perl and CGI scripts that access databases 
–– ASP, JSP, PHPASP, JSP, PHP
–– XML, XSL and XSQL XML, XSL and XSQL 
–– Javascript Javascript 
–– VB, MFC, and other ODBCVB, MFC, and other ODBC--based tools and APIs based tools and APIs 
–– DB specific WebDB specific Web--based applications and APIbased applications and API’’s s 
–– Reports and DB Applications Reports and DB Applications 
–– 3 and 4GL3 and 4GL--based languages (C, OCI, Pro*C, and COBOL)based languages (C, OCI, Pro*C, and COBOL)
–– many moremany more



6. Command Injection Flaws6. Command Injection Flaws

SQL databaseSQL database
–– A relational database contains one or more tables A relational database contains one or more tables 

identified each by a nameidentified each by a name
–– Tables contain records (rows) with data Tables contain records (rows) with data 
–– For example, the following table is called "users" and For example, the following table is called "users" and 

contains data distributed in rows and columns:contains data distributed in rows and columns:

userIDuserID NameName LastNameLastName LoginLogin PasswordPassword

11 JohnJohn SmithSmith jsmithjsmith hellohello

22 AdamAdam TaylorTaylor adamtadamt qwertyqwerty

33 DanielDaniel ThompsonThompson dthompsondthompson dthompsondthompson



6. Command Injection Flaws6. Command Injection Flaws

With SQL, we can query a database and With SQL, we can query a database and 
have a result set returnedhave a result set returned
Using the previous table, a query like this:Using the previous table, a query like this:
SELECT LastName SELECT LastName 

FROM users FROM users 
WHERE WHERE UserIDUserID = 1;= 1;

Gives a result set like this:Gives a result set like this:
LastNameLastName
----------------------------
SmithSmith



6. Command Injection Flaws6. Command Injection Flaws

SQL Injection occurs when an attacker is able to SQL Injection occurs when an attacker is able to 
insert a series of SQL statements into a 'query' by insert a series of SQL statements into a 'query' by 
manipulating data input.manipulating data input.
If an attacker inserts: ' or 1=1 into the If an attacker inserts: ' or 1=1 into the formusrformusr field, field, 
it will change the normal execution of the query.it will change the normal execution of the query.
By inserting a single quote the username string is By inserting a single quote the username string is 
closed and the final concatenated string would end closed and the final concatenated string would end 
up interpreting up interpreting or 1=1 or 1=1 as part of the command. as part of the command. 



6. Command Injection Flaws6. Command Injection Flaws

By injecting the command, an attacker would get By injecting the command, an attacker would get 
logged in as the first user in the table.logged in as the first user in the table.
This happens because the WHERE clause ends This happens because the WHERE clause ends 
up validating that the up validating that the usernameusername == ' ' ' ' (nothing) (nothing) OR OR 
1=11=1 ((OR '1'='1'OR '1'='1' in the second statement) in the second statement) 
The first conditional is False but the second one is The first conditional is False but the second one is 
True. By using OR the whole condition is True and True. By using OR the whole condition is True and 
therefore all rows from table users are returned. therefore all rows from table users are returned. 
All rows is not null therefore the log in condition is All rows is not null therefore the log in condition is 
met.met.



6. Command Injection Flaws6. Command Injection Flaws

Injecting through StringsInjecting through Strings
formusrformusr = = ' or 1=1 ' or 1=1 –– ––
formpwd formpwd = anything= anything

Final query would look like this:Final query would look like this:
SELECT * FROM usersSELECT * FROM users
WHERE username = WHERE username = ' ' ' or 1=1' or 1=1

–– –– AND password = AND password = ''anythinganything''



6. Command Injection Flaws6. Command Injection Flaws



6. Command Injection Flaws6. Command Injection Flaws



6. Command Injection Flaws6. Command Injection Flaws

Key PointsKey Points
–– Use extreme care when invoking an interpreterUse extreme care when invoking an interpreter
–– Use limited interfaces where possible Use limited interfaces where possible 
–– Check return valuesCheck return values
–– Use whiteUse white--list style checking on any user input list style checking on any user input 

that may be used in an SQL command.that may be used in an SQL command.



7. Improper Error Handling7. Improper Error Handling
Errors occur in web applications all the timeErrors occur in web applications all the time
–– Out of memory, too many users, timeout, db failureOut of memory, too many users, timeout, db failure
–– Authentication failure, access control failure, bad Authentication failure, access control failure, bad 

inputinput

How do you respond?How do you respond?
–– Need to tell user what happened (no hacking clues)Need to tell user what happened (no hacking clues)
–– Need to log an appropriate (different) messageNeed to log an appropriate (different) message
–– Logout, email, pager, clear credit card, etcLogout, email, pager, clear credit card, etc……



7. Error Handling Problems7. Error Handling Problems
•Incorrect Login

•Invalid Username / Invalid 
Password

•Username not found in 
database



7. Error Handling Problems7. Error Handling Problems

Key Points:Key Points:
–– Make sure error screens donMake sure error screens don’’t print stack t print stack 

tracestraces
–– Design your error handling schemeDesign your error handling scheme
–– Configure your system to ensure that all Configure your system to ensure that all 

exceptions are handled in such a way that exceptions are handled in such a way that 
you can be sure of the state of your system at you can be sure of the state of your system at 
any given moment. any given moment. 



8. Insecure Use of Cryptography8. Insecure Use of Cryptography

Use cryptography to store sensitive informationUse cryptography to store sensitive information
Common MistakesCommon Mistakes
–– Failure to encrypt critical data Failure to encrypt critical data 
–– Insecure storage of keys, certificates, and passwords Insecure storage of keys, certificates, and passwords 
–– Improper storage of secrets in memory Improper storage of secrets in memory 
–– Poor sources of randomness Poor sources of randomness 
–– Poor choice of algorithm Poor choice of algorithm 
–– Attempting to invent a new encryption algorithm Attempting to invent a new encryption algorithm 
–– Failure to include support for encryption key changes Failure to include support for encryption key changes 

and other required maintenance procedures and other required maintenance procedures 



8. Insecure Use of Cryptography8. Insecure Use of Cryptography

Key PointsKey Points
–– Do not even think about inventing a new algorithmDo not even think about inventing a new algorithm
–– Be extremely careful storing keys, Be extremely careful storing keys, certscerts, and , and 

passwordspasswords
–– Rethink whether you Rethink whether you needneed to store the informationto store the information
–– DonDon’’t store user passwords t store user passwords –– use a hash like SHAuse a hash like SHA--

256256

The The ““master secretmaster secret”” can be split into two can be split into two 
locations and assembledlocations and assembled
–– Configuration files, external servers, within the codeConfiguration files, external servers, within the code



9. Remote Administration Flaws9. Remote Administration Flaws
Many sites allow remote administrationMany sites allow remote administration
–– Very powerful, often hidden interfacesVery powerful, often hidden interfaces
–– Difficult to protectDifficult to protect
Key PointsKey Points
–– Eliminate all administration over the InternetEliminate all administration over the Internet
–– Separate the admin application from the main Separate the admin application from the main 

appapp
–– Limit the scope of remote administrationLimit the scope of remote administration
Consider strong authenticationConsider strong authentication
–– Smart card or tokenSmart card or token



10. Web and Application Server 10. Web and Application Server 
MisconfigurationMisconfiguration

All web and application servers have many All web and application servers have many 
securitysecurity--relevant configuration optionsrelevant configuration options
–– Default accounts and passwordsDefault accounts and passwords
–– Unnecessary default, backup, sample apps, Unnecessary default, backup, sample apps, 

librarieslibraries
–– Overly informative error messagesOverly informative error messages
–– MisconfiguredMisconfigured SSL, default certificates, selfSSL, default certificates, self--

signed signed certscerts
–– Unused administrative servicesUnused administrative services



10. Web and Application Server 10. Web and Application Server 
MisconfigurationMisconfiguration

Key Points:Key Points:
–– Keep up with patches (Code Red, Slammer)Keep up with patches (Code Red, Slammer)
–– Use Scanning Tools (Use Scanning Tools (NiktoNikto, , NessusNessus))
–– Harden your servers!Harden your servers!



Securing Web ApplicationsSecuring Web Applications

TrainingTraining
–– Get developers trained in web application securityGet developers trained in web application security
PolicyPolicy
–– Write down the security rules for your applicationWrite down the security rules for your application
ReviewsReviews
–– Get expert code review and penetration test Get expert code review and penetration test 

periodicallyperiodically



Securing Web ApplicationsSecuring Web Applications

Application ScanningApplication Scanning
–– Prior to ImplementationPrior to Implementation
Application FirewallsApplication Firewalls
–– Increase code protectionIncrease code protection



Thank you!Thank you!
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