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Disclaimer

I might be smart enough to hack your wireless LAN, but |
don’t have time. | work for Aruba and have an 2 year old
child to chase around. Don't blame me.




Is This How You Think About Wireless?

The truth:

Wireless is MORE
secure than wired

(if you do it right)

[ —
Wired Network Security Questions

On your wired network...
Do you authenticate all users and devices?
Do you encrypt all traffic?

Do you control access to network resources
based on user identity?

Wireless lets you do all of this — by design
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802.11 Technology and Vulnerabilities
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How NOT to Deploy Wireless!
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Doing Nothing

» Wireless LAN equipment is cheap and easily
available

« If the IT department doesn’t deploy wireless, someone
else will

* Where is the “security perimeter” today?
* How do you enforce “No Wireless” policies?

A DD R
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What if we ignore wireless?

New York City

Your
Company

- -Mobile~ HotSpst

ycwireless

Your
employee

= Employee’s a sul ¢ Wi-Fi hotspot service
= Employee’s laptop automatlcally associates with public Wi-Fi hotspot
= Plugs into wired corporate network
= Traffic bridged between public hotspot and enterprise network
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RF Engineering

Using directional antennas to
direct and limit RF coverage
does not work

RF is invisible

Physical environments change
Lowering transmit power or
placing access points (APS)
away from outside walls to
limit RF “leakage” does not
work
Set RF coverage to optimize

user experience — not to
control leakage

P -1 -7,
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SSID Cloaking

Some APs offer a feature to hide the SSID
(Service Set Identifier or “wireless network
name”) in advertisements

Hiding the SSID can discourage but cannot
secure

A person intent on network intrusion can run a
simple tool to instantly reveal the SSID

The SSID should never be treated as though it were a
password

-1 7.9




Discovering Cloaked SSIDs

linux:~# ./essid_jack -h
Essid Jack: Proof of concept so people will stop calling an ssid a password.

Usage: ./essid_jack -b <bssid> [ -d <destination mac>] [ -c <channel number>] [ -i
ccc.gif <interface name> ]

-b: bssid, the mac address of the access point (e.g. 00:de:ad:be:ef:00)
-d: destination mac address, defaults to broadcast address.

-c: channel number (1-14) that the access point is on,

defaults to current.

-i: the name of the AirJack interface to use (defaults to
aj0).

linux:~# essid_jack -b 00:03:2d:de:ad: -c 11

Got it, the essid is (escape characters are c style):
“s3krlt_wl4n"

MAC Address Filtering

Some APs offer i
General Advanced | Driver | Resources |
“ M AC ad d re SS The following properties are available for this network adapter. Click

the property you want to change on the left, and then select its value
on the right

filtering”

112 Transmit Rates |l
11b Transmit Rates

Does not scale to
large networks

Trivial to defeat Foan Tne 6501t

Transmit Power ﬂ

Value:

Cancel
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WEP

WEP stands for “Wired Equivalent Privacy”

Badly broken

Static versus Dynamic WEP
Static WEP: everyone uses the same key, all the time
Dynamic WEP: everyone uses a different key, assigned
at each authentication

Static WEP is evil. Avoid it.
Dynamic WEP is slightly better, but it is still
WEP

|
Attacking WEP - Aircrack

Goal: Capture frames with weak Vs (Initialization Vectors)
Need 50K-200K frames for 64-bit key, 200K-700K for 128-bit
key

ack-ng. exe 0205chll, cap

Encoyption
WP (238036 Tvs)
wEP 501 Ivs)
weP (31 Ivs)
No data - WP or WRA
No data - WEF or WRA
Alrcrack-ng 0.6.2
[00:00:07) Tested 4688 keys (got 238036 Ivs)
wn th
[ g? 1 w‘(ﬁt ;6 13 162 Al 3) 3c 3
1 9/ 1 o%( 10%) 35C 16) 61 44 5) GBC 4
2 07 6 330 200 77 13) 16 0a( 103 10 3
3 0/ 1 700 31) eo( 13) ¥ BO 5) 71 3,
4 o/ 1 ga ao0( 13 ilE Aa Z -!; 5
3 27 4 I 23 150 18) DE FE 3 3
6 0/ 1 pcf 69 B9 26) 91 il 51 5D )
7 0f 1 8 258) 72( 73) AN 79 02¢ 19
B o1 188) FC( 28) € OAL 18) 53¢ 18}
9 0/ 5 85 28 16( 19) 11 2F( 13) 68( 13
10 o/ s 6ol 196) 720 15 NE BA{ 10} 66 7
n o a0 39) DAC 23) oF B30 10) 440 10,
KEY FOUSDL [ 57:88:33:70:60:2a:0C:F2: 88: B3 :60:27:4E ]
E\software\aircrack-ng-0.6. 2-win\bins




Attacking WEP — Speeding things up

Use “void11” to deauthenticate clients from the WLAN,
then let them reassociate — this generates valid data traffic
But this interferes with normal WLAN operation — people will notice

Use “Aireplay”
Capture a valid ARP packet
Replay it to the WLAN over and over
Generate lots of frames

Result:
64-bit keys cracked in ~5 minutes
128-bit keys cracked in ~10 minutes.

csl

Cisco LEAP

Cisco invented LEAP to solve key distribution
problems

Vulnerable to dictionary attacks

LEAP cracking tool is called ASLEAP

Currently considered
broken and unsuitable
for use
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How to Stop Me

netwoarks

Let's start here...
AES-CCMP Block Diagram

9~ - —PE-p— - —E]
| |
B, B, |..| B.O| Bo, |..| B, 0
Header Message Tag
_ )
hd
Not encrypted () C D ()




A Layered Approach to Wireless Security

PROTECTING THE USER PROTECTING THE NETWORK
Stateful Per User Firewalls Strong Authentication
{ PROTECTING THE CONNECTION { PROTECTING THE AIR
| Per-Packet Authentication, Centralized F Spectrum Security
ireless IDS

: Encryption

ROTECTING THE DATA

Enterprise Assets
ADUDA

networks

Centralization is the First Step

Centralization solves security and TCO for WLANs

| Centralized
&1 Mobility Controller

Access Points
“Thin”
Access Points

F.y- 1 T.%
networks
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Controlli

AP Type = Maul st lurer

(EEEER Arubs hetworks
Arubs Networks
(ETEEE]  Meko Ire.

QEEIE)  aruvha Nenwnsks
DR aruha Netwneks
G oo Spstems
(TR Hekn tre.

@EEEER  Aruba Networks
(@EEIER)  Aruba Networks
Aruba Networks

O|0| 0| 3T 2R

Status | Set as valid

ng “Uncontrolled Wireless”

Radio = Chamel =

[EiER TR
[EiER TR
wilg 1
&zl

£
rila M
3
3

&zt
&nz.ig
ez.ilb 1
80z.ilb 1
80Z.1lg 1

S5ID * BSSID *
arube-sp @mo
srube-sp ko
AR L w0
WK
K
catest
amate sacabibe 0

demo-open  00:0B:86:91:66:40 0

demo-wep  00:0b:E6:8L:E6dL O

laurel 00:06:56:80: 0

150151 WI0fEmE up

15150 W10 up

JE ]

182634 E1T[2004 up
1211048 £[15[2004 Up

3804 8[430 Up
1A A1 004 up
15:49:27 6/11/2004 up
15:49:27 6/11/2004 up
15:49:27 6/11/2004 up

Setas Rogue | Disable

Clients  Last Seen Status *

* AP detection
« See all APs

» AP classification
» Are they neighbors?
* Or are they a threat?

* Rogue containment

« Stop users from
accessing rogue APs
and leave neighbors
alone

IDS: Node Rate Anumaly
4qPkCount=51 R551=63

i Ob: S
ID5: Signature Match
detectad,

IDS: Signat

RSS i)
1DS: Signature Match

detected.

Sre=00:0b:86:80:

i
1DS: Signature Match

detected.

4 seque
This indicates MAC address spoofing, |.6., another machine
is masquerading as this node.

Slgnatur Game="sielerrater’ 5

IDS: Signature
Signaturehlam ol Probe- REspunse
7 eTZT5ce:da

0:0b:86:80: 34 4U Channe 11 RS5I=57

" IDS: Sequence Number Anomaly
80 34:40 RI5[=83 Seql=107 Seqz=0

ience Number Anomal
35 been detected For a node.

4 makch with one of the configured signatures has been

:00:00:00:4a:01
23101 Channel=6

£ match with one of the configured signaturss has been

£ match with one of the configured signaturss has been

deace

Packe R

isconnect Station Attack
I0:0b:86:80: 34:40 RSSI=56 DeauthSeq=163

ian by spocfing either the
Deauth Auth Dlsassnc or Reassoc frames, has been

IDS: Channel Rate Anomaly

arrel Rate Ancmaly
[ 2 anomaly js dakeefed for a channel, This could

\ndl(ate a F\un attack on a channel.

ireless Bridge Detected

IDS: Fake AP Flood Detected

Spurig

AP Impersanation
A o ack tool like Air Jack is impersonating

an access point.

00:
1DS: Signature Match
£ match with ons of the configured signatures has been
detected.

Wireless Intrusion Detection/Protection

IDS: Signature (33
S\gnaturaName NetStumhIer Generic”
0

G00
ignature Match

4 match with one of the canfigured signatures has been
detected.

“Lm)sys defau\tssld“

0:00:00 it
:00:00:00:3a: 01 Chanr\e\* RS5I=54
D5 S\gnatura Makch
# match with one of the configured signatures has besn
detected.

4
IDS: Signature Match

A match with one of the configured signatures has been
detected.

IDS: EAP Handshake Rate Anomaly

Aar sitakes have been seen on
a channE\ Th\s could indicate that a stationis under a DOS
attack,

1Ds: Ad-hoc Network Detected
Channe\ = 11 Src = 00:04:23:5c:80:4a Dsk = FfLFFFFfF R

o
A stati) f0-hoc network has been
detected ThE S50 DF thE network and the B35 used is
available,
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Authentication with 802.1x

Authenticates users before

granting access to L2 Wirelezs netuork et 21
media Association  Authertication | Cormection
Makes use of EAP LT e e sty
(Extensible Authentication 7 SIS EEE R ssison s et
Protocol) — evolved from arome EESEEEE
PPP =]
PEAP, EAP-TLS, EAP-TTLS, ¥ fipieee s compuervbn compuerclomaien s
etc. ™ Autherticate as gusst when user or compiser information s

unavailable

802.1x authentication
happens at L2 — users will
be authenticated before an
IP address is assigned

s

ﬂ DA I Ry

networks

Authentication with 802.1x

>

AP/Controller Authentication
STA Server

EAPOL (EAP over LAN) RADIUS

O EEEETTD - (-

A 38 B

networks
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802.1x Acronym Soup

PEAP (Protected EAP)
Uses a digital certificate on the network side
Password or certificate on the client side

EAP-TLS (EAP with Transport Level Security)
Uses a certificate on network side
Uses a certificate on client side
TTLS (Tunneled Transport Layer Security)
Uses a certificate on the network side
Password, token, or certificate on the client side
EAP-FAST
Cisco proprietary
Do not use — known security weaknesses

Encrypt the Data

If intruders can’t read the data,
there’s no need to worry where it goes
WEP
Encryption using RC4
Simple to do, easy to crack
No key management
Don'tdo it
TKIP (Temporal Key Integrity Protocol)
Encryption using RC4
Works on legacy hardware
No major weaknesses known
CCMP/AES
Encryption using AES
Considered state-of-the-art
FIPS 140-2 approved
May require new hardware




Combining Authentication & Encryption: WPA

WPA == Wi-Fi Protected Access

WPA

Wi-Fi Alliance “standard” based on pre-802.11i
Includes TKIP for encryption

WPA2

Wi-Fi Alliance “standard” based on ratified 802.11i
Includes TKIP and CCMP for encryption

For both:

WPA-Enterprise == 802.1x for authentication, dynamic encryption
WPA-Personal == pre-shared authentication key

csl

Pre-Shared Key Authentication Cannot Scale

WPA/WPA2 accommodates authentication using IEEE
802.1X or a pre-shared key

PSK authentication is "WPA-Personal”, 802.1X is "WPA-Enterprise”

WPA-Personal is deployed without the complexity of IEEE
802.1X, no EAP type configuration
Attractive to deploy, but insecure

Like WEP, PSK authentication is weak and cannot scale
Subiject to offline dictionary attacks

A stolen/lost device with PSK mandates rotation of all PSK's
throughout the organization

How many people require knowledge of the key?
Is the key stored on laptops accessible to users?

csl
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Configure WPA Properly

A — -
L [Frotecten o propertes 2l
I Se When connecting:
wir 7 Walidate server certificatel
~ ¥ Connect to these servers:
| radius1. arubanetworks. com, radius2.arubanstnarks. com
EA
Trusted Root Certification Authorities:
O America Online Root Certification Authority 2 ;I
[ ANCERT Certificados CGN -
[ ANCERT Certificados Motariales
I [ ANCERT Corporaciones de Derecho Publico
O Application cA G2
m [ Arge Daten Qesterreichische Gesellschaft fuer Datenschutz
aruba-server -~
4| | »
[¥ Do not prompt user to authorize new servers or trusted
certification authorities.
Select Authentication Method:
D ISecured password (EAP-MSCHAP v2) j Configure. ..
4 —— [ Enable FastReconnect
Details

Configure the Common
Name of your RADIUS
server (matches CN in

server certificate)

Configure trusted CAs
(anin-house CA is
better than a public CA)
ALWAYS validate the
server certificate

Do not allow users to
add new CAs or trust
new servers

Enforce with group
policy

Captive Portals

Browser-based
authentication
SSL encrypted

Permits
registered user
or guest access

No inherent link-
layer encryption
Use with
caution!
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Authorize the Data

Most organizations do a decent job of authentication
(who the user is), but a poor job of authorization (what
the user is allowed to do)

Mobile networks are typically multi-use

Authentication provides you with user identity — now use
it! Identity-aware firewall policies can restrict what a
user can do, based on that user’'s needs

£ vitualapr YT
L SSIDICORP -

/S VitualAP2 v
\  SSID:GUEST |

Why Worry About Authorization?

Where is the “network perimeter” today?

ﬁ = Mobility brings us:

= Disappearance of physical

"t security
- = New mobile users, devices

appearing everyday

= Increased exposure to
malware

= Assuming that “the bad guys

are outside the firewall, the

good guys are inside” is a
recipe for disaster

16



Today’s Wireless Gold Standard

Centralized wireless
Keep clients updated — drivers too!

Wireless intrusion detection
Control uncontrolled wireless
Locate and protect against rogue APs

WPA-2
Device authentication using 802.1x and PEAP
User authentication using 802.1x and PEAP
AES for link-layer encryption

Strong passwords
SecurelD or other token-card products
Strong password policies

Authorization with identity-aware firewalls
Protect wireless users from other wireless users
Another layer of defense

networks

CS|I S

SECURITYEXCHANGE

What's Left?

networks
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Attacking Preferred Networks List (PNL)

Multiple tools to abuse preferred network list on clients
Hotspotter
RawGlueAP
KARMA

When and how stations roam still driver-implementation
dependent

Can be abused by attackers

csl

KARMA

Listens for probes in monitor mode
Becomes AP for all probed networks

Includes extensive support for fake services to manipulate
client connectivity (XML)
Fake SMB, FTP, HTTP

Bring Your Own eXploit (BYOX) model

“... a number of client-side exploits have been written, tested
and demonstrated within this framework. Some may be
included in a future release. Automated agent deployment is
also planned.”

csl
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General | Wireless Networks | Advanced
Use Windows to configure my wireless network

Awailable networks:
To connect to, disconnect fram, or find out more

Ereferned networks,

about wireless networks in range, click the buttan belaw.

View \Wirsless Networks

Automatically connect to available netwarks in the arder listed

Windows XP PNL Weakness

| |
Empty PNL, XP still probes with

uninitialized memory contents as SSID

Will associate to networks using this SSID,
iformalion no popup notification

settings

below:

File Edit View Go Capture Analyze Statistics Help

Add..

Leam about getting up wirsless network
configuration.

I> Frame 59 (64 bytes on wire, &4 bytes captured)
| IEEE 202.11
[~ IEEE 802.11 wireless LAN management frame
~ Tagged parameters (48 bytes)
Tag Number: @ (SSID parameter set)
Tag length: 32
Tag interpretation: %032\030\030\004\t\02610224035\016\022\021\0354026\024\b\E
[ Supported Rates: 1.0 2.0 5.5 11.0

4] |

&

oopo 40 00 00 00 ff ff ff ff ff ff 00 02 2d 38 83 5b
pe1e  ff ff ff £ff ff ff 70 17 [CIEGEENEREREGERT
WGkop1? 1d Oe 12 11 1d 16 14 ©8 11 1f 1c 09 07 Bf 05
GGElONMI0 10 12 07 11 18 1d 86 Oc 11[0)RNotaoraNan ol Ny
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Client Drivers

Basic secure programming rule: Sanitize all user input
“Fuzzing” attacks send random data to software inputs
Stuff that comes in over the air is user input
802.11n is around the corner — lots of new driver software
going into production
Are these well written? Well tested? Secure?

MOKB-11-11-2006: Broadcom Wireless Driver Probe Response

SSID Overflow
22-2006.0080 AUSCERT Rdvisory
[05%] . . .
Public Exploit Code Available for AirPort Wireless Driver Vulnerability The Broadcom BCMWL5.5YS wireless device driver is
§ Hovenber 2008 vulnerable to a stack-based buffer overflow that can lead to
arbitrary kernel-mode code execution. This particular
BusCERT Advisory Summary vulnerability is caused by improper handling of 802.11 probe
”””””””””””” responses containing 3 long SSID field. The BCMWL5.5YS
Operating System: Mac 05 X driver is bundled with new PCs from HP, Dell, Gateway,
Tmpa Denial of Service eMachines, and other computer manufacturers.
Acee R /Unauth ated
Member content until: Monday, December 04 2006
OVERVIER:
Fublic exploit code is availsble for & recently announced vulnersbility N\
[11[2] in the driver for Orinoco based AirPort cards. 3

csl

Summary

At a minimum, you must put measures in
place to control “uncontrolled wireless”

Wireless networks are more secure than
the average wired network

But only when properly secured

Wireless security has evolved rapidly in the
past 4 years — tools and information are not
common knowledge

Use vendors to help you — they live this every
day

N,
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Q&A

jgreen@arubanetworks.com
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