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HP Labs

• HP’s central research organization

• Technology leadership + emerging opportunities

• Globally networked model
� Seven research centers strategically located

USA China Japan

Israel India

UKEngland

Russia



A brave new world
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A look at a real service challenge



Next Generation Data Center 
Imagine…

� a data center that uses half as much power to cool and operate 

� monitors and maintains itself – reducing total cost of ownership 

� virtualized and automated operations – reconfiguring in minutes to meet 
changing business needs; 

� RFID-based asset tracking, 

� assures all your security and compliance needs are met, managed, and 
documented – no matter what comes your way.

How do we apply the most promising science and technologies, functional 
improvements and economic benefits of the data center to the challenge of 
delivering seamless, dynamic services?
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Designing the NGDC
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What are the implications 
of this brave new world?
• Personalized, location and context based services

• Services are composed in situ and not a priori

• Integrating the virtual and physical worlds

• Rich media

• Real time data acquisition, analysis and rendering

• Security and privacy

• Dynamic reconfiguration of the infrastructure

• Software engineering tends toward “perpetual beta”

• Power and cooling
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HP Utility Rendering Service
The world’s first utility computing success

• Utility Service platform: 1000 CPUs Proliant DL360 in HP Labs Smart Data Center

• Seamless extension of DreamWorks Animation IT infrastructure, provided ~2 million 
cpu-hours additional capacity for peak demand on Shrek 2 and Madagascar

• Remote utility capacity for SE3D animated film competition in Bristol, UK

� A secure, scalable compute infrastructure that provides 
peak capacity for production of CG animated movies
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Workload Characteristics and Implications
• Web 1.0 (ca. 1998)

� “read-only” access to primarily HTML and Image documents
� 90/10 rule applied (90% of requests for 10% of files)
� most files quite small (median < 5KB); a few large files

• Web 2.0 (ca. 2007)
� “read-write” access; user-contributed multimedia content
� lower concentration of requests (“long-tail” effect)
� many small files (median < 5KB); lots of large files

Implications
� networks: Web 2.0 will consume more bandwidth
� storage: Web 2.0 will consume significantly more capacity
� servers: Web 2.0 workloads better suited to multi-core CPUs
� caching: different management policies needed for Web 2.0
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Predictable, Secure, Scalability --
the next frontier

• Scale has significant 
impact on performance
management complexity 
as VMs become common

• Scale has significant 
impact on security since 
viruses and worms are 
common

• Scale has significant 
impact on reliability since 
failures in the 
environment are always 
present

1000Servers in data 
center

20002 way processors

16 0008 cores per 
processor

160 00010 VMs per core

1 600 00010 Java objects per 
VM

Number of 
objects in 
NGDC

Virtualization
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We Spend $0.25 in Power & Cooling For Every 
$1.00 in Hardware 

Worldwide Server Market: 
Cost of Management and Power Ramps Dramatically
Worldwide Server Market: 
Cost of Management and Power Ramps Dramatically
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Technical approaches
for these challenges
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Adaptive Internet Data Centers
The Data Center is the Computer

Access
tier

Web
tier

Application
tier

Database
tier

edge routers

routing
switchesauthentication, DNS,

intrusion detect, VPN
web cache 1st level firewall

2nd level firewall

load balancing
switches

web 
servers

web page storage
(NAS)

database
SQL servers

storage area
network
(SAN)

application
servers

files
(NAS)

switches

switches

Switched
fabric

Processing
elements

Storage
elements

Infrastructure on 
demand

Internet

Intranet

Wire
infrastructure 

once...

Rewire 
programmatically, 

dynamically re-
provision resources 

securely

J. Rolia, S. Singhal, R. Friedrich, “Adaptive Internet Data 
Centers,” SSGRR 2000, European Computer and eBusiness
Conference, L’Aquila, Italy, July 2000

Adaptive data center:
dynamically provision services 
onto a secure shared resource 

pool
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Automated custom design and 
configuration semantics   

(Policy + Models + Semantics)

Automated resource scheduling 
(Policy + Models)

Automated capacity planning and 
management                                          

(Policy + Models  + Analytics)

Activates 
running 

components

Virtualized,
managed, and 

monitored through 
lifecycle

Automated provisioning 
and deployment             

(Policy + Models + Syntax)

Model-driven
Automation

Automated prediction and 
diagnosis                           

(Policy + Models + Analytics +
Data Mining + Discovery)

Adaptive
Monitoring

Service delivery 

Functional

Service delivery
management

Management

Business services 
control

Application services 
control

Infrastructure services 
control
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Business model
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• SE3D Animation Showcase:
� 12 new animated films produced 

using a utility rendering service

• HP Labs real-world test-bed for 
multiple technologies:
� Automated, flexible, secure 

deployment of rich utility 
services on utility resources

� Market-based approaches for 
resource allocation across 
service instances

� Resource prioritization in the 
event of failures

� Remote CG utility rendering 
service as a complete example

• Secure and optimised for regular 
broadband connections

Applying market mechanisms to 
distributed service control

Utility Resources

Service Utility: Service Management,
Resource Markets and Resource Allocation

Service Instances

User
Apps
.

Rendering Resource 
Auctions

Sponsor
s

Internet

www.hpl.hp.com/se3d

…
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IT-Rover: Automated Diagnosis Service

Diagnosis : Stuck thread due to insufficient
Database connections

Repair : Increase connections to +6
Periods :
:
:
:
Severity : SLO time increases up to 10secs
:
:
Location : Americas.  Not seen in Asia/Pacific

Results :
Automatically generate “signatures” of problems in machine readable form

Systematically search over past diagnosis and solutions
Automatically retrieve “similar” issues
ID recurrent problems
Leverage other IT infrastructure knowledge (signatures and solutions)

Published in: Cohen  et al., SOSP’2005
http://www.hpl.hp.com/research/slic
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Trust in the NGDC World
providing isolation and mitigating attacks in a shared, 
virtualized environment

The stakes:
• Shrek 2 worth a billion dollars 

to DreamWorks and the IP is 
in files on disks in HP.

What does it take for an IT service provider to get that 
trust?

• Today: physical separation

• Tomorrow:
� TCG Trusted Platform Module (TPM) provides the root of trust

� VMM must provide and maintain platform authentication

� Chain of trust must extend to an arbitrary number of virtual servers, storage and 
networks

� Chain of trust must extend to an arbitrary number of virtual services

Platform
VMM

OS
Apps

VM

Platform
VMM

VM
OS

Apps
OS

Apps

VM
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Objectives

Smart Data Center
Dynamic provisioning of power, compute and cooling 
resources

• flexible system and data center building 
blocks that enable change in configuration 
e.g. power settings; fluid flow variability; 
virtualization and compute provisioning
•external and system level sensing 
• data center controller
•3-D modeling
•Chip cooling

• Enable Compaction and 
Consolidation while 
improving uptime 

• Maximize utilization of 
capital intensive resources

• Minimize recurring cost of 
power 

o At $0.10 per KWh, 100 
racks with standard 1U 
servers (13 KW):

•$1.2 M of hardware

•$1.2 M for cooling 
per year

o Cut electricity use by half 
when compared to 
conventional data center 
design

Technical Approach

Flexible building blocks, distributed sensing 
and policy based control to maximize 
utilization,  minimize redundancy and save 
power

CRAC 2:  
92.2%CRAC 1:  

94.2%

CRAC 6:  
27.7%

CRAC 5:  
36.7%

CRAC 4:  
38.8 %

CRAC 3:  
80.3%

Balance of Power & Cooling

Results

• HP Assessment Service 
statically provisions customer data 
center

• Power Capping Designed into 
Systems

•Smart Cooling Racks

•Chip cooling using inkjet sprayer 
technology

• Dynamic Smart Cooling 
Controller in Palo Alto Data Center 
50% savings in electricity used by 
cooling resources, internal beta 
data centers planned 
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