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Attackers are
sending more
messages as a
counter to
increased anti-
spam and anti-
phishing efforts.
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Image spam
now accounts
for 30% of all

spam, tripling in
the past year.

Image spam is
hard for older,
content analysis
filters to detect,
leading to lower
block rates.




Crackdown On Stock Spam

Liz Moyer, 03.058.07, 3:45 P ET

By This Author The LIS, Securities and Exchange

Liz Maoyer
W

Blazing Blackstone

Bank Of America Snagged
By SEC

Goldman Snared In Maked
Shorting Frabe

More Headlines

Commission has promised trading halts,
lawsuits and ather probes in its efforts to
curb manipulation in the penny stock
market--and halt a tsunami of e-mails
touting these questionable securities.

On Thursday, the agency announced
"Operation Spamalat,” a months-lang
investigation into the maore than 100 millian
stock spam e-mails widely circulated each
week inthe LS. and elsewhere. The SEC
suzpended shares of 35 penny stock

companies, citing questions about the
arennary and accorary nf infnrmatinn
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Filz Wiew Faworites Tools  Commands  Window  Help

| G 2@ dBoBEREREEIBEREI=EB 8

* Mow talking in #.ass
# Topic is '.aduscan lsass 445 288 5 8 -v -b°'
* Zet by Zool on Sun How 14 18:83:49

<[ OWHED ] B8192>
[OWHED ] B5664
[OWHED ]53853
[OWHED ] B3658
[OWHED 51417
[OWHED ] 83827
<[OWHED] 4892532
<[OWHED]B2462>
[OWHED ] 66898
[OWHED ] 78869
[OWHED ] 27834
[OWHED 62927
[OWHED 62927
[OWHED 892382
[OWHED ] 84293
[OWHED] 87358
[OWHED ] 73847
[OWHED ] 27376
[OWHED ] 31731
[OWHED ] B4568
[ OWHED ] 29187
[OWHED J 45362
[OWHED ] 18885
[OWHED ] BE7 96
<[OWHED]925269>
<[OWHED] 8492932

288 threads.
* [DWHED] 84993
* [OWHED]G63742
* [OWHED]B5479
<[OWHED]18885>

288 threads.
<[ OWHED J 489562
<[OWHED]52892>
<[OWHED]BE79262>

288 threads.

* ok % % %

oK K R K KON K K A % % % N

L]

[1sass_445]: Exploiting IP: 288.28_.195.218.
has quit IRC {Ping timeout: 188 seconds)
has quit IRC {Ping timeout: 188 seconds)
has quit IRC {Ping timeout: 188 seconds)
has quit IRC {Ping timeout: 188 seconds)
has quit IRC (Ping timeout: 188 seconds)

[FTP]: File transfer complete to IP: 288_47 137 .61 (CoAWIHDOWSASystem3Zimsnudp.exe) .

[SCAN]: Already 482 scanning threads. Too many specified.
has joined #.ass

has quit IRC {Ping timeout: 188 seconds)

has quit IRC {Ping timeout: 188 seconds)

has joined #.ass

has quit IRC {Client closed connection)

[1sass_445]: Exploiting IP: 217.98.236.189.

has joined #.ass

has quit IRC (Ping timeout: 188 seconds)

has quit IRC (Ping timeout: 188 seconds)

has quit IRC (Ping timeout: 188 seconds)

has quit IRC (Ping timeout: 188 seconds)

has quit IRC {Ping timeout: 188 seconds)

has quit IRC {Ping timeout: 188 seconds)

has quit IRC {Ping timeout: 188 seconds)

has joined #.ass

has joined #.ass

[SCAN]: Already 482 scanning threads. Too many specified.

[SCAN]: Random Port Scan started on 192 _168_x._.x:-445 with a delay of 5 seconds for 8 minutes using

has quit IRC {(Client closed connection}
has quit IRC {Ping timeout: 188 seconds)
has quit IRC {Ping timeout: 188 seconds)

[SCAN]: Random Port Scan started on 83.27.x.x:445% with a delay of 5 seconds for B minutes using

[1sass_445]: Exploiting IP: 83.24_79.10.
[SCAH]: Already 482 scanning threads. Too many specified.

[SCAN]: Random Port Scan started on 83.29_x_x:445 with a delay of 5 seconds for 8 minutes using

SomelRC [O%w... H.ass

=| [M][OWHED = |
[M] [ OWHED
[M] [ OWHED
[OWHED ] 60
[OWHED ] 60
[OWHED ] 61
[OWHED ] 61
[OWHED ] 61
[DWHED ] 81
[DWHED ] 82
[DWHED ] 82
[DWHED ] 82
[ OWHED ] 82
[ OWHED ] 82
[ OWHED ] 83
[ OWHED ] 83
[OWHED ] 6%
[OWHED ] A4
[DWHED ] B4
[ DWHED ] B85
[ DWHED ] B85
[ DWHED ] B85
[ OWHED ] 85
[ OWHED ] 86
[ OWHED ] 86
[ OWHED ] 86
[ OWHED ] 86
[DWHED ] 87
[DWHED ] 87
[DWHED ] 87
[DWHED ] 87
[OWHED ] 87
[ OWHED ] 68
[ OWHED ] 68
[ OWHED ] 68
[ OWHED ] 89
[ DWHED ] A9
[ OWHED ] 89
~| [OWHED ] B89 ~|

#sat| (@ @ 00000 [ |El |Ei @5 @w |Br o ©2 | Bu.| @n|[Tv 0% e LIS ] +2zem




& TrustedSource”

Powered by Secure Computing

Wihite Paper - TrustedSource: Reputation Redefined
Information for IP Address 222.123.132.181

Thes page shims geceral infarmation on the [P address 222125 1532 181, s message wiume and reputalion doring the |25t 30 daps. and other 1P addresses close Iy in the address space.

Sender Information

Mo Betrarne ool
LFRIERATI

Current reputation Lnarifiad

2006-11-20

Whois Information Ospam Osuspicious Ounverified Oneutral Oinoffensive

Daily avg 30 days | 500%
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Here at MHorld Stock Eeport we work on what we here from the
street, We Told you to WATCH ARS5 and now its starting its CLIME,

TRADING ALERT!
Profits of 300-400X EXPECTED!

Trade Date : Tuesday. October 17, 2006
Company MName : MEROSSI EC INC (ARSS.PK)

Sumbol

Category : Industry

Region s Europe and Bussia
Opening Price Monday : $4.10 .
Current i : $4.35 1 0% on Monday
Fridag™s Yolumn:

L] L h |

hell yes,. Put it
I This stock is
. Join in the
- wl Gas Industry
0 l 1 States,. Europe and RBussia
l a UP %0.25 (6,10%) on Monday

31

re from the street, HWe Told

-

=
3 MWeeks Target : $9
Expectations : 300—-400%

Can you make some fast money on this one? HWe say hell yes,., Put it on your
radar now! We feel this is a Stock Alert | This stock is exploding and there
is plenty of time for you to join in the profits! Trade at the Top and Engou
the Ride,




INWESTOR ALERT FOR VMCLPK!

VEMICS INC {VMCLPK)

SYMBOL: VMCI

TUESDAY CLOSE: 0.85

5_DAY TARGET: $5

CURRENT RECOMMENDATION: STRONG BUY

BREAKING NEWS:
Yemics, Inc. (Cther OTCWMCLPR], & leading provider of hosted, real-time conferencing and

collaboration applications, announced today that it cortinues to build on ts postion as premier
online provider of live medical forums -- wwith ite recently delivered program entitled The Efficacy
and Safety of Hyperbaric Oxygen Therapy in the Treatment of Developmental Disabilties such as

Cerebral Palsy, Traumatic Brain Injury and Autism Spectrum.

The EP LiveQnline(Th) national medical forum, powered by Vemics LiveAocess technology,
enahbled a diverse national audience to paricipate interactively with renovwned physicians as they

debated both sides of this controversial and timely medical izzue.

"Being able to see, hear and interact in real-time with the preszenting physicians provides our
constituencies with the most zophisticated and compelling online delivery system available," zaid

Joe Valenzano, CEOQ of EP Global Communications.

"ith ower 400 attendees participating in the Hyperbaric Oxygen Treatment Forum, the numbers
continue to build for our online medical programming " said Fred Zolla, CEO of Wemics. "This iz

further canfirmation that we are delivering exactly what the market needs

ABOUT VEMICS IHC:
Yemics, Inc. (Other OTCMCLPR] through itz wholly owned subsidiary Yemics, Inc.,

headguartered in River Edge, Mew Jersey with offices in Boston and Philadelphia, is a leading

provider of hosted, realtime conferencing and collaboration applications.

Yemics Live&ccess( Th) solutions combine multipaint videofaice and data technologies with
industry specific content backed by consulting expertize and deep customer suppott enakling
organizations large and =mall to collaborate and learn face-to-face, online from almost anywhere

with little or no capital investment. Yemics delivers bottom-line benefits to companies and

institutions that need to expand collaborative reach beyond conference rooms and classrooms or
need best-in-class industry specific contert delivered in realtime by leading trainers, subject

matter experts and coaches.
WATCH THIS ONE ON WEDNESDAY, OCTOBER. 18TH:
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ZED IMAGE SPAM

MALIZATION
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1:0 2:266 3:285 4:0.933333 5:9678 6:7.83323 7:1 8:0
15:0.688927 16:0.688345 17:1.47216 18:1.48728 19:1.
28:129:130:131:132:133:134:135:136:137:13

53:1 54:1 55:1 56:1 57:1 58:1 59:1 60:62895.6 61:62
67:0.0533835 68:0.694764 69:285 70:97 71:106 72:99
82:0.0281361 83:0.025709 84:1327.37 85:35.0028 86:2
92:1.49028e+07 93:3.56203e+09 94:7.21651e+06 95:4.7
101:3.61226e+09 102:3.74413e+07 103:1.22301e+07 104

1:0 2:403 3:328 4:1.22866 5:14076 6:9.39074 7:1 8.0
14:0.43765 15:0.437561 16:0.437535 17:1.50918 18:1.
24:2 25:1 26:4 27:2 28:1 29:4 30:2 31:1 32:4 33:2 3
49:150:4 51:2 52:1 53:4 54:2 55:1 56:4 57:258:1 5
66:0.0444456 67:0.0244281 68:0.549617 69:328 70:98
81:0.00520487 82:0.00256461 83:0.00166435 84:771.47
91:3.35713e+06 92:4.41541e+06 93:2.70918e+09 94:2.0
100:0.344938 101:2.72749e+09 102:1.02016e+07 103:1.

1:0 2:418 3:320 4:1.30625 5:18652 6:7.17135 7:1 8:0
14:0.243497 15:0.243457 16:0.243446 17:2.41721 18:2
24:4 25:1 26:8 27:3 28:1 29:8 30:2 31:1 32:8 33:4 3
49:150:8 51:4 52:1 53:8 54:3 55:1 56:8 57:258:1 5
66:0.0635766 67:0.056407 68:0.88723 69:320 70:53 71
81:0.006407 82:0.00189145 83:0.000485945 84:964.421
91:6.24028e+06 92:1.09962e+07 93:3.00335e+09 94:3.5
100:0.591959 101:3.02005e+09 102:2.17951e+07 103:2.

1:0 2:425 3:213 4:1.99531 5:0 6:inf 7:1 8:0 9:0.020
15:0.0938837 16:0.106849 17:2.52864 18:2.29707 19:5
28:129:130:131:132:133:234:135:236:137:13
52:3.66667 53:5 54:1 55:1 56:5 57:1 58:1 59:3 60:68
67:0.0372273 68:0.479579 69:213 70:256 71:256 72:25
82:0.0118089 83:0.00857222 84:1814.96 85:43.1429 86
92:1.92885e+07 93:2.92089e+09 94:5.71381e+06 95:5.4
101:2.99697e+09 102:2.84841e+07 103:1.06295e+07 104

1:0 2:345 3:328 4:1.05183 5:12654 6:8.94263 7:1 8:0
15:0.213558 16:0.213541 17:2.58033 18:2.58009 19:2.
26:10 27:4 28:1 29:10 30:2 31:1 32:10 33:5 34:1 35:

48:2 49:1 50:8 51:5 52:1 53:10 54:4 55:1 56:10 57:2
65:0.115826 66:0.0834305 67:0.0747702 68:0.896197 6
78:179:0 80:0 81:0.167754 82:0.150486 83:0.14035 8
90:3.07939e+06 91:6.79947e+06 92:1.53908e+07 93:1.2
98:0.580758 99:1.22721 100:0.533785 101:1.49517e+08
106:1.24897e+08

9:0.038768 10:0.0286506 11:0.0242844 12:12.9656 13
45537 20:1.4721 21:0.998652 22:0.998907 23:0.998662
8:139:140:1 41:142:143:144:145:146:147:1 48:
894.4 62:62923.5 63:62897 64:11.9708 65:0.439338 66
73:97 74:69979 75:69484 76:68665 77:69365 78:1 79:0
8.6605 87:0.818808 88:1 89:2.98484e+07 90:4.16282e+
3602e+06 96:3.10232e+07 97:0.0083796 98:0.576846 99
:1.17737e+07 105:3.6044e+07 106:3.47745e+09

9:0.0107123 10:0.00245869 11:0.00118774 12:8.11821
49392 19:1.50991 20:1.50827 21:0.487349 22:3.32315e
4:1 35:436:2 37:138:439:240:141:4 42:2 43:1 44:

9:4 60:87436.3 61:87446.5 62:87437.6 63:87435 64:21
71:98 72:103 73:90 74:105800 75:99639 76:109102 77:
9 85:20.5683 86:47.573 87:2.31293 88:1 89:1.2547e+0
6067e+06 95:2.66906e+06 96:1.28006e+07 97:0.0046313
04445e+07 104:1.03338e+07 105:1.00934e+07 106:2.698

9:0.0106459 10:0.00264653 11:0.000994318 12:14.186
14152 19:2.41193 20:2.41671 21:7.91675e-05 22:8.637
4:1 35:8 36:3 37:138:8 39:240:1 41:8 42:4 43:1 44:

9:8 60:65998.9 61:66004.4 62:65999 63:65997.5 64:10

148 72:57 73:57 74:111983 75:115960 76:114435 77:11
85:33.207 86:64.7237 87:1.9491 88:1 89:1.76351e+07
386e+06 95:5.21808e+06 96:1.85759e+07 97:0.00587181
6213e+07 104:2.59369e+07 105:2.15655e+07 106:2.9882

4143 10:0.0121072 11:0.00813035 12:14.5448 13:0.574
.7086 20:5.11698 21:0.0739991 22:0.95797 23:0.95150
8:239:140:1 41:242:2 43:5 44:1 45:1 46:1 47:1 48:
596 61:67868.2 62:27737.3 63:29590.7 64:11.4527 65:

6 73:255 74:83329 75:78194 76:72107 77:77795 78:0 7
:37.0588 87:0.858977 88:1 89:3.50206e+07 90:3.97185
605e+06 96:3.81577e+07 97:0.0119897 98:0.695132 99:
:1.04169e+07 105:2.79142e+07 106:2.93701e+09

9:0.197119 10:0.144919 11:0.130974 12:16.5426 13:.0
58045 20:2.57963 21:0.00235566 22:8.63563e-05 23:8.
10 36:4 37:1 38:10 39:2 40:1 41:10 42:4 43:1.25 44:

58:1 59:10 60:52293.8 61:52294.2 62:52293.9 63:522
9:328 70:171 71:154 72:169 73:129 74:16728 75:14297
4:1517.35 85:38.3333 86:65.9516 87:1.72048 88:1 89:
2e+08 94:5.30236e+06 95:5.54061e+06 96:2.88332e+07

102:3.08441e+07 103:3.45075e+07 104:2.88255e+07 10

:0.688315 14:0.688289
24:125:126:127:1
149:150:151:152:1

:0.0768368

80:0 81:0.0342435

06 91:8.01424e+06

:11.69219 100:0.480375

13:0.437548
-05 23:9.95995e-05

4 45:2 46:1 47:4 48:2
4308 65:0.770517
104674 78:1 79:0 80:0
7 90:1.11096e+06
98:0.539126 99:1.2578
58e+09

213:0.243456
08e-05 23:0.339384

8 45:3 46:1 47:8 48:2
224 65:0.127104
3875 78:1 79:0 80:0
90:2.50429e+06
98:0.707707 99:1.1959
4e+09

197 14:0.562077
524:1 25:1 26:1 27:1
149:150:151:3
1.08368 66:0.077625
9:1 80:0 81:0.0200608
e+06 91:7.57905e+06
1.38798 100:0.505495

213558 14:0.213561
24988e-05 24:5 25:1
945:3 46:1.33333 47:8
91.8 64:10.1244
76:14292 77:15012
2.79228e+07
97:0.228875
5:2.57652e+07
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Target and
Scope of
Darnage

All major
financial
institutions

Attacks on

advanced
authentication

attacks

Multiple
Banks

Massive but
short-lived
attack

Single Bank

20-30
victims

mid-1990s

Thousands

accounts

late-1990s

Gigabytes
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