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Attack CycleAttack Cycle
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TrendTrend

Attackers are 
sending more 
messages as a 

counter to 
increased anti-
spam and anti-

phishing efforts. � � � � � � �  � ! � " � � # � " � � � � � $$�

� � � $
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TrendTrend

Image spam 
now accounts 
for 30% of all 

spam, tripling in 
the past year. 

Image spam is 
hard for older, 

content analysis 
filters to detect, 
leading to lower 

block rates.
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Top 10 Zombie Origins
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Current Uses:
•Distribution of spam/phishing
•DDoS Attacks
•Virus/Spyware/Trojan Deployment
•Anonymous geo-proxies
•Hosting of DNS / Webservers for illegal activities
•Launchpad for other attacks
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Statistical 
Message 
Analysis

TrustedSource 
Message 

Reputation

TrustedSource 
IP 

Reputation

Correlation 
Engine

Internet Heuristic & 
Dictionaries
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IMAGEPRINTING IMAGEPRINTING NORMALIZATIONNORMALIZATIONRANDOMIZED IMAGE SPAMRANDOMIZED IMAGE SPAM
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All major 
financial 

institutions

Attacks on 
advanced 

authentication 
attacks

Multiple
Banks

Massive but 
short-lived 

attack

Single Bank

Target and 
Scope of 
Damage

Target and 
Scope of 
Damage

1st Gen
• Phishing 

Emails

20-30 
victims
20-30 

victims
2nd Gen
• Trojans

Thousands 
of 

accounts

Thousands 
of 

accounts

3rd Gen
• Trojan 

Creation 
Toolkits

• Sophisticated 
software 
development 
operations

• Advanced 
promotion, 
support and 
reseller 
channel

Gigabytes 
of Logs

Gigabytes 
of Logs

mid-1990s late-1990s Today
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