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So, Is It Really All That Bad Out 
There? 



3 *CERT stats for 2004 and 2005 are based off comments on the CERT site 
that the number of incidents are too large to track anymore (figure here is a low estimate)

You’ve Seen It On TV
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Network Attacks are on the 
rise

Viruses, Worms, Trojans at all 
time high

“9 Of 10 Companies Hit By 
Computer Crime” - FBI

“Global Malware cost 
estimated at $169-204 billion” -
Vnunet
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The Data Is Widely Available

Only 7% of companies run major 
security updates for Microsoft 

technology and 85% of companies 
use insecure applications 

– New York Times / Radicati Group

“Only 7% of companies officially run Microsoft's major security update (SP2) released in 2004” – New York Times
“More than 85% of all enterprises report using instant messaging for business"   – Radicati Group
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“Still, I’ve already got a firewall, 
I’m protected right?”

- Business Owner

Wrong.

Here’s why…
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Today’s Reality

1. Organizations and people are dependant on technology
2. Attacks are now both obscured and actionable
3. Time from vulnerability to exploit is shorter

Tell me more…

Perpetuated by:
Outdated technology
Continual security 

changes
Limited control
Human factors

The new attackers:
Cybercrime Organizations 
Mafia Organizations
Professional Hackers
Company insiders
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Available InformationThe Information
$100-$5000: 

The “keys” to exploit a software 
vulnerability -

$150-$500 
List of 5000 SME IP addresses 
of computers infected with 
spyware/trojan for remote control 

$500-$5000 
List of 1000 working credit card 
numbers -

$100K-$200K
Annual salary of a top-end skilled 
black hat hacker working for 
spammers or malicious mid level 
managers -

Buy: Financial Information
Use: Login Information
Extort: “Carding” – Fraud 
Disguise: Anonymity 
Steal: Competitive 
Information
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The Tools

Remote control software
Called rootkits & botnets
Complete control of a computer

Spyware & Phishing
Obtaining quick information

Targeted Viruses
Specifically targeting a single site or 
organization
Turn off existing protection

Internet attack tools
Metasploit, etc
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The human factor cannot be ignored:

30% to 40% of employee Internet use is not work related* 

80 Million Americans or 27% of the US population use IM* 

55% of online users have been infected with spyware* 

Instant messaging security threats double every 6 months*

*Intl Data Corp * Consumer Affairs *Bigfoot Interactive  *Gartner 
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Hacking Tools

Illegal Software

DVDs

P2P File Sharing

MP3s

Streaming Media

Games

Personal IM

Non-work related activities

Bottom line: Network misuse 
provide the fuel for today’s 

organized crime and workplace 
productivity issues

The Reason: Humans
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Understanding Impact to Business 
Owner 

We understand the risk, security and productivity 
challenges in today’s cybercrime world.  What relevance to 
they have to a business owner?

What are the business challenges and pain points?
What should they be doing differently?
How can technology ease their pain?
And what should they look for in a solution?
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Business and Communication Trends 
for Wired and Wireless

Networks are getting more complex with more 
dependency on technology 
Employees with little technical knowledge use 
company technology, introducing risk
Less resources to work with
High price of security problems, downtime and 
productivity loss 
Competitors are rapidly integrating newer 
technology to get ahead

S2

Businesses today must continually achieve more 
while using limited resources and controlling costs 
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“46% of security officers spend more than a third of 
their day understanding security threats”

“For 52% of the networks the perimeter is the only 
defense”

“38% of Businesses do not have enough IT staff”**“32% of Businesses say a security strategy takes too 
much time to implement”**

“58% of Businesses say the network is too 
expensive to maintain properly”*

“Instant messengers and peer-to-peer applications 
were used in 7 of the top 10 Internet threats”***

Business Pain Points & Requirements 
for Wired/Wireless Solutions

Worry-Free Use

Lowered
Cost 

Securing 
Assets

Limited 
resources

Limited Current
Solution

Lower complexity / Simple to deploy
Easy to manage, less time spent

Management
Reporting

Lower total cost of ownership
Greater user productivityProductivity 

Control

Intelligent, adaptable solution 
Improved business application efficiency
Future proofed

Network 
Intelligence

Easy to deploy, easy to use
Automated, zero user intervention
More time freed up

Dynamic
Architecture

SonicWALL Unified Threat Management
Integrated higher level security protection
Access control and authentication 

Security
Integration

Businesses want reliable communications and lower 
total cost of ownership

Pain Solution Requirements

*Preventsys ** Yankee Group ***Symantec
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Current wired/wireless firewall technology is limited & cannot effectively 
prevent today’s threats or network misuse
For complete protection many have cobbled together wired/wireless 
security solutions from multiple vendors with little to no integration

Threats

Threats

Current Solutions

However, the net result is higher overall cost of 
ownership and increased resource demand & 

performance concerns

Internal Network 
Users

Typical Firewalls Only 
Inspect the “Luggage Tag”

Complete Protection Means
DEEP Inspection 

Network Traffic
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Internal Network 
Users

However, the net result is higher overall 
cost of ownership and increased resource 

demand & performance concerns
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Unified Wired/Wireless Platform 
Solutions

Internal Network Users

Management and Reporting

SonicWALL Unified Threat Management Platform

Dynamically Updated Architecture

Security 
Integration

Productivity 
Control

Network 
Intelligence

Client 
Identity/Integrity

Management and Reporting

SonicWALL Unified Threat Management Platform

Dynamically Updated Architecture

Security 
Integration

Productivity 
Control

Network 
Intelligence

Client 
Identity/Integrity

Solve business pain points, offer more reliable business 
communications, lower TCO & greater overall performance
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Unified Wired/Wireless platform solution 
integrates deep inspection to:
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Unified Wired/Wireless Platforms 
Provide Better Solution for Business

Connectivity
Secure connectivity
Access to resources
Wireless mobility
Network availability

Security Integration
Complete Protection
External Prevention
Internal Network Security
“Clean VPN”

Intelligence & Optimization
One point of network control
Content & application filtering 
Business application prioritization 
Ease of deployment & management

Management and Reporting

SonicWALL Unified Threat Management Platform

Dynamically Updated Architecture

Security 
Integration

Productivity 
Control

Network 
Intelligence

Client 
Identity/Integrity

Management and Reporting

SonicWALL Unified Threat Management Platform

Dynamically Updated Architecture

Security 
Integration

Productivity 
Control

Network 
Intelligence

Client 
Identity/Integrity
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Wired/Wireless Protection 
Solutions Options

Current Firewalls
Port blocking 
TCP/IP Rules
IP Routing
Link Layer

Routers Firewalls Non-Unified

Unified Wired/Wireless UTM Protection
Scan Unlimited Sized Files & Users
Block Applications such as Skype
Outbound Spyware Control
Content Filtering/Control & Phishing
Stream-based file support
Protection for IPSec and SSL-VPN Users
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Typical Non-Unified Wired/Wireless Protection

Limited scanning for Viruses/Worms/Trojans
SNTP, HTTP, IMAP support
Content Filtering

Network Threats
Simple DoS Attack 
IP Spoof
Smurf Attack

“Highest Risk” Threats
Rootkits
Hidden malware in large files
Spyware communication outbound
Phishing attacks
Viruses transmitted to network 
drives
Skype/Instant Messenger threats

Typical Threats
Downloaded or emailed 
Viruses
Easy to acquire Spyware
Misuse of network 
resources

Unified
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Unified Wired/Wireless Solutions 
Provide Granular Control

Application Control

Threat Protection
Content Filtering

E-Mail Scanning

Productivity Control
Inappropriate Websites
Spyware infested sites
Fraudulent  sites

End-User Security Protection 
Spyware / Viruses / Rootkits
Malicious Code and Trojans
Enforced client

Prevent Non-Business Apps
Productivity Loss
Errant Application use
Misuse of Network Resources

Messaging Protection
Virus email scanning
Phishing
Pharming

Wired/Wireless UTM Provides Greater 
Administrator Control & Flexibility
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Unified Wired/Wireless Solutions Provide 
Business Intelligence

UTM Appliance IT Actionable Info

Threat 
Information

Top VPN 
Users

Application 
Usage

Bandwidth
Misuse

Network TrafficEnd User Activities

HTTP
FTP
IM/P2P
Mail

VPN
Threats
Protocols
Attacks

Unified Wired/Wireless UTM Can Deliver Deeper
Business Intelligence

Potential Threats

Bandwidth 
Intelligence

VPN 
Reporting

Employee 
Net Usage

Deep Intelligence

Pro-Active Alerting

No Intelligence

Alert Your Staff
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Unified Small Office Deployments

Provides:
UTM solution for wired and 
wireless networks
Enforced wireless security
through VPN and SSL VPN
Granular control of wireless user 
network access
Standards-based WPA, IPSec 
and 802.11i encryption options
Rogue access point detection
minimizes backdoors
Wireless guest services allow
easy Internet access for guests

Integrating advanced Unified Wired/Wireless UTM services 
within the existing network and security architecture

Integrating advanced Unified Wired/Wireless UTM services 
within the existing network and security architecture

Wired LAN

Wired clients

Corporate Servers 
(File, Print, RADIUS, 

etc.)

Trusted WLAN

PoE 
Injector

Trusted WLAN

Access point

Guest WLAN

Wired LAN

Wired clients

Corporate servers 
(File, Print, 

RADIUS, etc.) 

Trusted WLAN

PoE 
injector

Guest WLAN

Access point

Trusted WLAN
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Wired LAN

DMZ

Wired clients

Secure corporate servers 
(File, Print, RADIUS, etc.)

PoE switch

PoE injector

Secure wireless 
access point

WLAN

Mobile Workers
with Wireless Card

Wireless PDA

PC Tablet

WLAN

Mobile Workers
with Wireless Card

Wireless PDA

PC Tablet

Public servers           
(Web, FTP, SMTP, etc.)

Larger Unified Wired/Wireless Deployments

Secure wireless 
access point



Thank you.

John Gmuender
Vice President of Engineering, SonicWALL, Inc.


