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What to Control
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Example
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Scaled to the Enterprise

10 Apps 2 Shifts
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1000 Users
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Internal? 10 servers

Encrypted?

Per 1000 users:
1000 X 10 x 2 x 2 X 10 x 8 x 2 x 10 x 2 = 128M!




Daily Enterprise Dynamism

2 Shifts
1 Logln

10 Appl ications
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10 Vulnerabilities

50 Vulnerabilities 1 DHCP/week

ACL Changes per 1000 hosts:
1000 x (1 + 10 + 50 + 2) + 200 + 10 x 10 = 63K




Partitioning?

1000 Hosts Always Available
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) 10 servers,
Wireless?

Periodic Compliance Perirodic Compliance
P Encrypted? P

1000 x 8 x 10 = 80k!
Dynamism and granularity lost.
Extremely hard to manage these abstractions.




Better Management

Holistic
Comprehensive

Dynamic é: Vendor Updates
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Managed Host

 Visibility into Changes
— Software Configuration
— Hardware Configuration
— User or Host Role
— Network

e Scale of Change
— Millions of sample points
— 1 million changes a day

 Responsiveness to Change
— Host is the only viable option

e

D

H=g

=
——
)

™.

M




Questions?
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