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Evolution of the Application Network

Network ScopeNetwork Scope

1998 - 2000 2001 - 2004 2005 - 2007 2008 - 2010

DMZ
Web & FW Farms

Data Center
Web & Other Apps.

Network Wide
Perimeter, Inside LAN

Every Port?
Throughout Network?

• Load Balancing
• Content Switching
• DoS Security

• SSL, HTTP Acceleration
• Application Security
• Global Data Centers

• Application Access Control
• SSL Remote Access
• Smart LAN Switches (L2-7)

• 10G Application Control
• Personal FW @ Wire-Speed
• All for a Decent Price/Port
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Critical IPCritical IP
ServiceService

InfrastructureInfrastructure

Four Key Reasons for Application 
Networking

Performance
– Delivery Acceleration with 

Network Optimization
– Faster Response Times
– Better Resource Utilization

Security
– Granular Protection for 

Maximum Uptime
– Application Level to 

Protect Sensitive Data
– Identity Based Access

Availability
– Maximizing Uptime by 

Intelligent Traffic and 
Resource Management

– Globally Distributed 
Services and Disaster 
Recovery

Scalability
– Keep up with Growing 

Demands of Traffic, Users, 
Security Threats

– On-Demand Infrastructure
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Smart L2-7 LAN Switch
(Inside LAN Protection)Radius

NAC Server

Layer 2-7 Next-Gen FW
(Perimeter Protection and 

FW Augmentation)

  

Internet

Application Delivery and Acceleration
(Server Farm and Application Security)

Web Servers

 
 

Smart L2-7 LAN Switch
(Direct Desktop Protection)

High Value and Power Users

Network Admission Control 
Agents on the Desktops

Network Traffic Monitoring and 
Closed Loop Control

Packet Header Analysis 
Src/Dst MAC addresses
Src/Dst VLAN (802.1q) and 802.1p
Src/Dst IPv4 addresses, including TOS/DSCP, TCP, TCP 
flags, UDP, and ICMP information
Src/Dst IPv6 addresses and other information
Src/Dst IPX addresses and other information
Src/Dst AppleTalk addresses and other information
MPLS information

Sampling process parameters (rate, pool)
Physical input/output ports
Src/Dst prefix bits and next hop subnet, 
Source AS and source peer AS
Destination AS path
Communities and local preference
802.1X user name or RADIUS/TACACS user ID
Interface Statistics (SNMP) 
The captured packet itself

Layer 2-7
Information

E-Mail Servers

NAC Integration with 
Standards-Based 802.1X

Intranet

TrafficTraffic
AnalysisAnalysis

ClosedClosed
Loop ControlLoop Control

NetworkNetwork
TrafficTraffic

Example Application Network with Network 
Wide Application Intelligence

Traditional FW
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Application Network Tradeoffs for 
Real Life!

Intelligence, Performance, Security and Cost are Conflicting Goals

– More Security will Cost More $$ and Give Less Performance

ROI Benefits are Realized with Savings Elsewhere

– Happier Users, Reduced Server Cost, Less Downtime

Distribute Security throughout Network

– Mitigates Performance Impact and Cost!

Centralize Optimization and Acceleration

– Example: WAN Edge, Data Center (More Complicated Application Logic)

– Hard to Cost Effectively Distribute, Manage, and Benefit
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Most Application Networking Technologies Today are CPU Based 
with some ASIC Assistance

– Central Management Modules
Some Performance Scalability on Modular Architectures

Advances in Technology with some Willing Tradeoffs on 
Functionality will Take us to Application Awareness on Every Port

– Today, One Gigabit per Second Application Appliance Costs ~$30,000

Remember the Days when Simple Layer 3 Forwarding (IP Routing) 
was Done on Expensive Router Modules??

– One Vendor Changed it all to Wire-Speed Routing in Hardware @ 1/10th Cost

Where Do We Go From Here?
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Thank You

Q & A

Foundry Networks
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