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Two World Views on Security

l
§?® Network Companies Aventail I\F@"

= Remote Access is a = Everything is Remote — So
special use case REretE_goes away

= Networks can be made = Drive Secure Communications
Intelligent and secure — Assume networks are
at a cost $$$ insecure -- always

= More firewalls, more = More public networks, shared
private infrastructure Infrastructure

= Retrofit Infrastructure = Focus the investment on
to ensure security reliability of service

» Model after PSTN = Model after e-commerce
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Driving Toward “Always On” VPN

Market Trends:
e Ubiquity of broadband
e Penetration of devices
e Increasing prevalence of VOIP

e Phenomenon of inverted networks

i nywhere VPN To: Everywhere VPN
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The Emergence of A Platform

Everywhere VPN:

Manageability,
Scalability,
Reliability _

Aventail €2



To Meet the Changing Corporation

1995: Network Perimeter 2010: Invisible Perimeter
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SSL VPNs at the Application Perimeter

Remote Access

Corporate DataCenter
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The Framework for Application Security

Firewall and
Application Data
Security Gateway Protection

Always on,
lightweight
SSL VPN

Connectivity Sinale Sign-on
App"cat'on :angd Idej?]tii
Reliability Manageme%t
Authentication

Client-side End
Point Control

SSL VPNs will provide a framework enabling maximum application
Interoperability for end-to-end application security
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SSL VPNs Are the Future of Remote Access

Compared to traditional remote access via IPSec, SSL VPNs
provide:

A single solution for all remote users
» Internal or external, client or clientless
 Enabling increased productivity for employees and partners

« More Security and Control
» Granular access control and end point security

« Ease of use and Management
e Transparent access
* Policy management

« Lower total cost of ownership
« Leverage public infrastructure and the Internet
o Clientless option saves money
* Huge drop in support calls for remote access
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SSL VPNs provide a single solution

Web and client solution for both non-managed and IT
managed devices for all users and access scenarios

4 Clientless Browser
Based Access e
Kiosk : .
. Users o :
Clientless %? Tunnel access is integrated | =55
: '< Extranet : o )
experience ___ into the portal, providing full
. dDay is application reach via e — P -
xtenaers i i the Web ‘_A E;:_t onnection Status

PDA Users L — e i
\ Session start: 12:02 PM

e Client Based

Access
| ntern al — Aventail VPN Connecti
Client _< Users E& Tunnel provides complete
i Wireless network access from a Web
experience . .
= LANS @ deployed/delivered Windows
IT-Mgd .ﬂ client, providing a complete -
Devices “in office” experience.
Speed: 100.0 Mbps :

\ & 2 _:.-_,r__i, r --_:;, T o,
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Secure Tunnel Technology

IPSec VPNs create a Layer 3 network tunnel for open access to
the entire network. What's needed is a tunnel that combines the
reach of Layer 3 with the policy control of Layers 4 through 7.

Clientless Web Access

254,

Client-installed Access

Corporate Network

VolP
* | Applications
2 File
| Shares
M] Traditional

Client/Server
Applications

e Layer 3 Tunnel with Layers 4 — 7 Policy Control
» Bidirectional Tunnel Control
* Closed security model by default
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Strong end point control enables access from places IT cannot
possibly control, based on the level of trust for the user and the

device

Trusted Zone g

Device Profile: 1T-Managed
[0 Application/Process
[ Directory/File

O Registry key

[¥] windows domain
[] Anti-Virus ———Norton AV
[] Personal Firewall - Sygate

in.xyz.seattle.com or
in.xyz.phoenix.com

Data Protection
[ Aventail Cache Control

O Aventail Secure Desktop

Semi-Trusted Zone ![‘li

Device Profile: Home Machine

[0 Application/Process

[ Directory/File

] Registry ke S ...HKEY_LOCAL_MACHINE\
gistry key — SW\Symantec\SharedDefs

[0 windows domain

M Anti-Virus —— Norton AV

[V Personal Firewall —Sygate or Zone

Data Protection

[¥] Aventail Cache Control
O Aventail Secure Desktop

Un-Trusted Zone ’f
Device Profile: _Unknown
[0 Application/Process

[ Directory/File

O Registry key

0 windows domain

O Anti-Virus

0 Personal Firewall

Data Protection
[0 Aventail Cache Control

[V] Aventail Secure Desktop

» Admin defines the Policy Zone by specifying the Device Profile
and Data Protection Level

» Device is interrogated prior to authentication to ensure security
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Ease of Use

User does not have to “work” at access, as the right access
method is transparently and quickly deployed

eLug out OHeIp =
Connection Status

XYZ Incorporated @ Agent: Aventail

Cndemand
- Dynamic
ﬂ Mode
Intranet Address: [Type a URL or UNC name (e.g., \\server\share'path)
Network Explorer ! : Fone: Trusted
Zone
Welcome cwiteck Connection Status M
Agent: Aventail
ASAP WorkPlace provides secure access to network rescurces on your intranet. To access a resource, click its name @ Ogdema!"d y Access any
| ! R ! P - Dynamic .
from the list below. For help, click the Help button in the upper right or contact your system administrator. Mol URL/Client server
Zone: Trusted EDD“EEtiDI‘I
| web shortcuts N Zone
Name Description =l Datails Session start: Tue
Intranet Access to company information - news, directory, events, and departments Access any Sep 28 F1:22:27
URL/Client
Outlook Web Access 2003 ap;iil:alt?:n =srver GMT 2004
Use Aventail's Manangement Conscle Session start: Tue
Windows Terminal Services Sep 28 21:22:22
- GMT 2004
Citrix Metaframe XP application portal -
Name Description
internal domain
oC
exchange
Licensad to Company Aventail SE Aventai’

[ |

2] Applet ondemand started |18 4 internet 7 - 2
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Aventail &€ ASAP" Management Console

« SSL VPNs allow for Seaurky Admiistration

Access Control
Resources

easler Set' u p ) seeth ey Add/Edit Access Rule | Access Control > Add/Edit Access Rule
CO nflguratlon and System Configuration Create or modify an access control rule.

Metwork Settings
SS5L Settings

man agement Authentication Number: * ll_

General Settings

Maintenance Description: |Markeﬁng Access Rule e
. Services
[ J Pollcy Can be Set for Action: @& Permit " Deny (O Disabled
Monitoring
users & groups,

Logging Basic Settings

resources and access |

Users/Groups: CN= marketing | Edit | c

methods e =

Aventail OnDemand
End Point Control

Destination OWA; CRM; Marketing share =] _Edit |

e Best management is a &
Unified Policy model

Access methods
Choose the access methods from which you will control access to this resource:

@ Any (O Selected @@ [F Web browser (HTTP/HTTPS)
‘:I [¥ Metwork Explorer (Web access to file system resources)

@ [¥ Awventail Connect and/or Aventail OnDemand (TCP/IP)

End Point Control zones

Choose the zones from which vou will permit or deny access to this resource:

Any =] e |
|

Zones:

Advanced ~

Save Save and Add Another Cancel




Usage types

Multiple remote access use
cases

Only LAN-to-LAN remote
access

Available
access points

Managed and unmanaged
environments: corporate
laptops, home PCs, PDAs,
kiosks, partner extranets

Managed environments
only: corporate laptops

Access Application-level control Unrestricted network access
control
End point Client integrity protection to | Limited capabilities to
control ensure access point is safe, | determine security of the
data protection to make sure | end point
nothing sensitive is left
behind
Minimum Standard Web browser and | Computer with pre-
access any Internet connection configured client and most

requirements

Internet connections
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Communication and technology trends are driving
radical changes in enterprise IT

Dumb, fast, redundant, publicly available networks
will become more desirable for enterprises

The traditional enterprise IT is slowly migrating to the
E-Commerce organization model to drive value

SSL VPN based platform will provide the foundation
for a lightweight secure Always-On VPN

The market size for this opportunity is larger than
today’s FW/VPN market -- larger than most
suspect
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Questions ?
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