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Two World Views on Security

Network Companies Aventail

Remote Access is a 
special use case 
Networks can be made 
intelligent and secure –
at a cost $$$
More firewalls, more 
private infrastructure
Retrofit Infrastructure 
to ensure security 
Model after PSTN

Everything is Remote – So 
Remote goes away
Drive Secure Communications
Assume networks are  
insecure -- always
More public networks, shared 
infrastructure
Focus the investment on  
reliability of service
Model after e-commerce



Driving Toward “Always On” VPN

Market Trends:
• Ubiquity of broadband 
• Penetration of devices 
• Increasing prevalence of VOIP
• Phenomenon of inverted networks

From: Anywhere VPN To: Everywhere VPN



The Emergence of A Platform

Application Security 

Policy / Authorization

End Point Control

SSL VPN (Access)

Everywhere VPN:

Manageability, 
Scalability, 
Reliability



To Meet the Changing Corporation
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SSL VPNs at the Application Perimeter

Business 
Partner from  
any Browser

Customer or 
Supplier 
Behind a 
Firewall

Extranet Access
SSL-Based 
Application 

Gateway

Corporate DataCenter

IT Resources Directories

Web Apps

Client/Server 
Apps

File Shares 

Databases

Traveling 
Employee

Day 
Extender

Employee 
at a Kiosk

Employee 
Using a 
Wireless 
Hotspot

Remote Access

Employee 
PDA User

Internal Users

Internal Users

AD

RADIUS

LDAP

LDAP



The Framework for Application Security

Data 
Protection

Connectivity
Application 
Reliability

Authentication

Single Sign-on 
and Identity 

Management

Firewall and 
Application 

Security Gateway

Always on, 
lightweight 
SSL VPN

Client-side End 
Point Control

SSL VPNs will provide a framework enabling maximum application 
interoperability for end-to-end application security



SSL VPNs Are the Future of Remote Access

Compared to traditional remote access via IPSec, SSL VPNs
provide: 

• A single solution for all remote users
• Internal or external, client or clientless
• Enabling increased productivity for employees and partners

• More Security and Control
• Granular access control and end point security

• Ease of use and Management
• Transparent access 
• Policy management

• Lower total cost of ownership
• Leverage public infrastructure and the Internet
• Clientless option saves money
• Huge drop in support calls for remote access



SSL VPNs provide a single solution
Web and client solution for both non-managed and IT 
managed devices for all users and access scenarios

Clientless Browser 
Based Access

Clientless 
experience

Client 
experience

PDA Users

Day 
Extenders

Extranet

Kiosk 
Users

Tunnel access is integrated 
into the portal, providing full 
application reach via 
the Web. 

IT-Mgd
Devices

Wireless 
LANs

Internal 
Users

Client Based 
Access

Tunnel provides complete 
network access from a Web 
deployed/delivered Windows 
client, providing a complete 
“in office” experience.
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Secure Tunnel Technology

IPSec VPNs create a Layer 3 network tunnel for open access to 
the entire network. What’s needed is a tunnel that combines the 
reach of Layer 3 with the policy control of Layers 4 through 7. 

Clientless Web Access Corporate Network

VoIP
Applications

Client-installed Access

File 
Shares

Traditional 
Client/Server 
Applications

• Layer 3 Tunnel with Layers 4 – 7 Policy Control

• Bidirectional Tunnel Control

• Closed security model by default



End Point Control based on Policy
Strong end point control enables access from places IT cannot 
possibly control, based on the level of trust for the user and the 
device

Data Protection

Trusted Zone

Application/Process
Directory/File  
Registry key
Windows domain       
Anti-Virus
Personal Firewall

Aventail Cache Control
Aventail Secure Desktop

Device Profile:   IT-Managed

in.xyz.seattle.com or
in.xyz.phoenix.com
Norton AV
Sygate

Data Protection

Semi-Trusted Zone

Application/Process
Directory/File  
Registry key
Windows domain       
Anti-Virus
Personal Firewall

Aventail Cache Control
Aventail Secure Desktop

Device Profile:   Home Machine

Norton AV
Sygate or Zone

…HKEY_LOCAL_MACHINE\
SW\Symantec\SharedDefs

Data Protection

Un-Trusted Zone

Application/Process
Directory/File  
Registry key
Windows domain       
Anti-Virus
Personal Firewall

Aventail Cache Control
Aventail Secure Desktop

Device Profile:   Unknown 

>

• Admin defines the Policy Zone by specifying the Device Profile 
and Data Protection Level

• Device is interrogated prior to authentication to ensure security



Ease of Use
User does not have to “work” at access, as the right access 
method is transparently and quickly deployed

X Y Z XYZ IncorporatedX Y Z XYZ Incorporated



Ease of Management

CN= marketing

OWA; CRM; Marketing share 

CN= marketing

OWA; CRM; Marketing share 

• SSL VPNs allow for 
easier set-up, 
configuration and 
management

• Policy can be set for 
users & groups, 
resources and access 
methods

• Best management is a 
Unified Policy model



SSL vs IPSec – the bottom line

Comparison SSL VPN IPSec VPN
Usage types Multiple remote access use 

cases
Only LAN-to-LAN remote 
access

Available 
access points

Managed and unmanaged 
environments: corporate 
laptops, home PCs, PDAs, 
kiosks, partner extranets

Managed environments 
only: corporate laptops

Access 
control

Application-level control Unrestricted network access

End point 
control

Client integrity protection to 
ensure access point is safe, 
data protection to make sure 
nothing sensitive is left 
behind

Limited capabilities to 
determine security of the 
end point

Minimum 
access 
requirements

Standard Web browser and 
any Internet connection

Computer with pre-
configured client and most 
Internet connections



Summary
• Communication and technology trends are driving 

radical changes in enterprise IT

• Dumb, fast, redundant, publicly available networks 
will become more desirable for enterprises

• The traditional enterprise IT is slowly migrating to the 
E-Commerce organization model to drive value

• SSL VPN based platform will provide the foundation 
for a lightweight secure Always-On VPN

• The market size for this opportunity is larger than 
today’s FW/VPN market -- larger than most 
suspect



Questions ?


