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66 NetworkPhysics Introduction & Overview

 Brief company overview
— Application management for the network team
— Enterprise scale, flow-based appliance product line
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Troubleshoaoting

g > Pinpoint worms, spambots, malware I 9 = Isolate app response time issues

» |dentify rogue traffic & bandwidth hogs »Where's the problem?
» Reclaim bandwidth capacity = Server, network, app, provider, hop
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69 NetworkPhysics Leveraging IP Network Building Blocks

 Key IP network building blocks found in every network
— TCP/IP
— BGP protocol
— Layer-3 routing
— |IP packets

 Harvesting and analyzing this data can answer critical questions

What’s really on my network? Who’s doing what?

The network is slow? Orisit? How do | find the truth?

Is rogue usage affecting my application response time?

@ Do | have worms, viruses? Are they slowing down my apps?
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1 Leveraging TCP/IP Application Flow Data

&< Network Physics

Flow-Based
Network Application Management

Flows = TCP, UDP connections
—  End-to-end, Layer 4
—  Source, destination
—  Application or service port

. Flow-based appliances monitor
flows via switch spanning port or
tap

—  All traffic, all the time

. Non-invasive: no agents, no
SNMP, no polling, no synthetic
transactions

. Inspect TCP, UDP flows in real-
time to monitor performance,

// response time, utilization
/ . Deploy at major aggregation
CAN g M points to maximize flow visibility
TCP - | H|(E|E|W
UDP Packet Packet Packet . . . . Packet Packet Packet
ac I:_ ac . . . . ac ac ac
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Application Performance Metrics
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. Enterprise-Wide Service Topology
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Time Selection: 2004-03-15 12:00 to 2004-03-15 20:00
Data Source: DB

[ Alerts I Business Group Data

Real-time service
topology

View aggregate TCP/IP
flow data between
business entities

— Application response
time metrics

— Connection metrics

— Utilization & throughput
metrics

Integrated topology
views

— Service, traceroute IP,
BGP

Alert & metric visibility
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69 NetworkPhysics . Route & Internet/BGP Troubleshooting
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D Preferred IPs
@[ Top Trafc IPs

* Where’s my hop-by-hop delay?
* Who are my top talkers talking to?

101801 402111 2

1012.2.244

10.21.10 W
10.9.24.2 g 10.9.8.2 Q

10.89.1.10 10.67.1.102
10.8H.1.1 1n_r|:|_1_5 10.27.1.10

© 10591288 [10.5. .
©- 10.200.100.510- 2. - 1021047 10.240.12
$10.21.10 0.2 10.200[100.50
®10.291.1.2 [10.2.. : =
@ 1087110 |10.2.. - . mrm— Q Network Phwsics Project-1.npp Traffic Group Table - coordinator
I .
Show |ISP AS v|Top| 20/By|  Throughput anbound and Outbound) ~
douglas.k12.ga.us 10.59.12.88

© Isp AS &5 32.954| 16.398| 16.556 12.160| 357
2387 Z. 500 5.886| 66.621 28.636
Dest CIDRs
Peer Afes
| 1P Tapotogy 1 IANA-REVDZ | 1.15a4]
IANA-RSVDZ 0.406 z. 927
Alerts IANA-RSVDZ 0.4z0 26.019)
IANA-DBSVDZ 0332 4.93%
IANA-REVDZ 0.043 0.z97| 1e0.088] 3473
IANA-RSVDZ 0.0z4 0.072| ©53.183] 0.95%
IANA-RSVDZ 0.035 0.046| 145.677 0.344
IANA-REVDE 0015 0.054 55303 o_341)
IANA-RSVDZ 0.0zl 0.044| E3. 435 0.sa3
IANA-RSVDZ 0.016 0.047| 53 481 1.01%
. . 7 IANA-RSVDZ 0.0z2 0.025| 37.334 0.623
IANA-REVDZ 0.006 0.014| 144. 550 0.04C
* Who are my ISPs peering with? Dackeme o
’ IANA-RSVDZ 0.314 0.553| 39.z23 66. 936
|TANL-REVDZ i 0.218 0.532| 97.698 1.75g|
* Who’s to blame for latency, e
. . |TANL-REVDZ | 0.147 0.425| 99.443 1.45%
packet loss, response time issues? e o
1 . |IANA-RSVDZ | 0.11s| 0.392| 114.868 Z.08¢




$9 NetworkPhysics @ Blaster Real-Time Anomaly Detection

303 _demo_data_worm.npp Dashboard - coordinator

D

36 critical, ¥ 50 Major, ‘¥ 43 Minor

Serverlssues:

[v] Adaptive Alerts [[] Static Alerts

\:fie\:v.l. _w e - Timeline.
V Increased THROUGHPUT (QUTRCLIND] [
value: 8.48 Mbitsisec, haseline: 0.51 Mbits/sec episode in Throughput |5
(Outhound) for 0ssian-63 lasting 3 minutes, starting at 11/11:03 1:51 I |
AM ||
e, -
& Increased THROUGHPUT (OUTBOLND): | |
value: 0.53 Mbits/sec, haseline: 0.0335 Mbits/sec episode in -
Network Issues: ¥ 5 Major, ¥ 2 Minor
W increased PACKET LOSS (INBOLIND): AL
2 episodes {value: 99.50 %, haseline: 41.01 %) in Packet Loss
{Inbound) for Caro>=Connected Groups>Warren (all) [asting 11 minutes
, starting at 11/11/03 3:40 AM
Wiew...
VO Increased PACKET LOSE (INBOUND):
2 episodes {value: 97.39 %, baseline: 24,69 %) in Packet Loss |
{Inhound) for Ossian-63>Connected Groups>Warren (All) [asting 6 -
Client Issues: ¢ 10 Minor
O increased THROUGHPUT (INBOLIND): = LT
2 episodes {value: 0.0595 Mbits/sec, baseline: 0.0043 Mbits/sec) in -
Throughput {Inbound) for Reynosa Plant 5 |asting 7 minutes, starting at
11/11/03 1:55 AM
Wiew..
& Increased THROUGHRUT (INBOUND):
value: 1.50 Mbitsisec, baseline: 0.0785 Mbitsisec episode in |
Throughput {Inbound) for Warren (All) |asting 3 minutes, starting at -
Advanced Filters | | b7 |

Dashboard correlates
performance & utilization data in
real-time!

303_demo_data_worm.npp Multi-Group Time Series Chart - coordinator : n" ﬂ' E

Time series of outbound
throughput shows huge spikes in
outbound traffic
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Data Source: coordinator (g7




i]‘Netwmkphysics@ Blaster: Identification of Infected Hosts

A huge increase in failed TCP
connections is a result of the worm
trying to propagate itself through
random subnets

Easily identify which applications
are contributing to the failed
connections. Port 135 is 1 of 2 well
known ports used to propagate
Blaster.

Drilling down to the members of
the business group easily shows the
2 infected hosts trying to spread
the worm.

[ JUa_demo data_worm_ossian.npp Traffic Group Table - coordinator

Show | Business Group

ooy

10.33.62.0 - : 5486535

@ Ossian-63
©= Local Traffic Local Traffic 0. 0oo 0.000 u] u]
@ Conmected Groups Conmected Groups
O Conmected IPs Connected IPs
@ Meuber IP=s Member IPs
® IP Protocols IP Protocols
@ TCr TEANSMISETON .. 0.182 0.174 S5483EE3E8 14433
®_ivmlications Applications
@ LOC-2RV TCP Ports: 135 0.110 0.10% EdE84E29 1434
@ Conmected IPs Connected IPs
@ Member IPs Menwber IPs
@ 10.33.63.127 (10.33.63_127 0.063 O.0&6E 3117654 a
@=10.233.632.66 |10.33.63.66 0.047 0.047 ZIEEE2E u]
©-10.33.63.251 (10.33.63_251 0. 000 0_2du a 730
@=10.33.632.91 |10.33.53.91 0. o0o a.oo0 [u] 220
G- 10.33.63.569 [10.33.63.69 05 0.000 a zd
@~ HTTD TCP Ports: 20 0.ol17? 0.00& 470 3l
@ NETEIOS-2SN-TCD TCP Ports: 133 0.ols 0.008 388 £91F5
@~ MICROSOFT-DS TCP Portss~445 0.0o01 0.00l1 118 SE&
@~ TELNET TCP Part=: Z3 0. 00z 0.oo0 4z [u]
E=HTTDS TCP Ports: 443 0.0o01 0.00l1 12 a
©- MSN-MESSENGER TCP Port=: 1863 0. ooo 0.oo0 =l [u]
®= Other Ports Other FPorts
@ 1CHr Protocol 1 1.237 1.208 u] u]
@ 1P TSER DATAGERAM. _. 0.o11 0.00& a a
@ Jinchester 10.20.£1.0 0.EELl 0.439 1970529 226399
@ Hili=dale 10.30.15.0 0.05z 0.0z0 37181z 1&8310
T4 Grasneville 10.322.Z0.0 0.o7g 0.014 142719 40524
@ Warren (411} 10.30.0.0 £.433 1.5801 31824 152187
G Jarren -103 10.320.103.0 0.zo0 0.084 9903 Z05
@ Warren -1 10.30.1.0 0.003 0.001 ETE3 EE|w
ime Selection: 2003-11-11 00:00to 2003-11-11 07:00 7 4

Data Source: coardinatar
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Group

@ WE Internal networks

* | Information

WE Internal networks

€ Local Traffic

Local Traffic

0.014

@ Connected Groups

Connected Groups

- Commected IPs

Connected ITs

@ Member IDs

Menber IT's

@ IP Drotocols

IP Protocols

? Tépkpplicat,ions ;;‘;] Throughput (Inbound and Outhound) @ @ D
Throughput (Inbound and Outbound)
O HITF HTT =
& 0L AOL
&= suTP SMT
©- peal Networks Rea
© HTTPS-MAIN HTT
©-EBitTorrent Eit
© Windows Media Player TTim
O NETEIOS-35N-TCP NETI
©- Open Flash Point Games |Opes
©nCube License Manager |[nCul
© MICROSO0FT-DS MIc
©- por3 FOP
- dica cytrix metaframe ica
©- NNTE NHT
© TELNET TELY
©- LDAP LDA
@ Gruatella-TCP Gruat
©- IEM MQ Series IEN
@ Domain Name Serwvice \Doms
E Tivaoli Tiw
@ Other Ports Ot
@ Other IP Protocols Ot
e 1nr T3E
€ Internet Ot
@ AT Servers ZAD

G- 3F Center

Serwver Farm Center _..

I 14 364

@ Other Group

Other Group

[ 53.073|

® Peal Networks Real Networks 1.544
@ External IPs External IPs
@ Internal IPs Internal IDs

@ 10.130.198_ 244 10.130.198_244 0.249

€4.157.128.162 loa-lvl3-nyZZ.rbn.com 0.249

©=10.130.69. 46 10.130.69.4¢6 0.131

@ 10.130.152.173 10.130.152.173 0.122

209.247.111.152 |loa-lvl3-texl3.ibn.com 0.110

€4.156.70.80 unknown. Level3.net 0.010

64 156.70.91 unknowm. Levell et 0.002

217.163.2_201 217.163.2_201 0. 000

@ 10.130.89_74 10.130.89.74 0.051

205.188.216. 25 od-dec3s-0. straam. acl. com 0.0Ze

64.12.56.16l denand3VIPLl. strgam. a0l com 0.0Z5

Internal Users IP Address

AOL Streaming Audio

Real Broadcast Network —rbn.com

! Rogue Usage Discovery

Business Problem

 Application and Security
Services
— Inability to isolate and identify non-
business related traffic and the

internal or external sources of that
traffic.

Real Networks - Streaming Audio
Gnutella - Music Sharing

Flash Point - Games

Network Drilldown

« Accounting and Security

— ldentify users of Real Networks
streaming audio and to which
sites they are connected in real-
time.




