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Introduction & Overview
• Brief company overview

– Application management for the network team
– Enterprise scale, flow-based appliance product line
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Leveraging IP Network Building Blocks 

• Key IP network building blocks found in every network
– TCP/IP
– BGP protocol
– Layer-3 routing
– IP packets

• Harvesting and analyzing this data can answer critical questions

What’s really on my network?  Who’s doing what?

The network is slow?  Or is it?  How do I find the truth?

Do I have worms, viruses?  Are they slowing down my apps?

Is rogue usage affecting my application response time?
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Leveraging TCP/IP Application Flow Data
Flow-Based 

Network Application Management 

• Flows = TCP, UDP connections
– End-to-end, Layer 4
– Source, destination
– Application or service port

• Flow-based appliances monitor 
flows via switch spanning port or 
tap

– All traffic, all the time

• Non-invasive: no agents, no 
SNMP, no polling, no synthetic 
transactions

• Inspect TCP, UDP flows in real-
time to monitor performance, 
response time, utilization

• Deploy at major aggregation 
points to maximize flow visibility
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Application Performance Metrics
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Enterprise-Wide Service Topology

• Real-time service 
topology

• View aggregate TCP/IP 
flow data between 
business entities

– Application response 
time metrics

– Connection metrics
– Utilization & throughput 

metrics

• Integrated topology 
views

– Service, traceroute IP, 
BGP

• Alert & metric visibility
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Route & Internet/BGP Troubleshooting 

• Who are my ISPs peering with?
• Who’s to blame for latency, 
packet loss, response time issues?

• Where’s my hop-by-hop delay?
• Who are my top talkers talking to?
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Blaster Real-Time Anomaly Detection

Dashboard correlates 
performance & utilization data in 

real-time!

Time series of outbound 
throughput shows huge spikes in 

outbound traffic
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Blaster: Identification of Infected Hosts 

A huge increase in failed TCP 
connections is a result of the worm 
trying to propagate itself through 

random subnets

Easily identify which applications 
are contributing to the failed 

connections.  Port 135 is 1 of 2 well 
known ports used to propagate 

Blaster.

Drilling down to the members of 
the business group easily shows the 

2 infected hosts trying to spread 
the worm.  



10

Rogue Usage Discovery

• Application and Security 
Services

– Inability to isolate and identify non-
business related traffic and the 
internal or external sources of that 
traffic.

Gnutella - Music Sharing
Real Networks - Streaming Audio

Flash Point - Games

• Accounting and Security
– Identify users of Real Networks 

streaming audio and to which 
sites they are connected in real-
time.

AOL Streaming AudioInternal Users IP Address

Business Problem

Network Drilldown

Real Broadcast Network – rbn.com


