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Paradigms for solving the problem?

Focus on making it look better?

Focus on Government abuse !

Call it what it is and ….
Focus on IT architecture 
improvements………..
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Basic overview of regulations
Implications for IT architecture
Data protection through change control
Data Retention with snapshots
Summary
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Agenda
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Many Regulations and Standards
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Summary of requirements

Vulnerability assessment

Asset discovery & inventory

IT Policy creationPlanning

Control sensing, auditing and 
reporting

Information 
Management

Change 
Management

Security

Category

Data Archive & Retention & 
Disposal

Disaster recovery
Patch Remediation
Provisioning

Identity control

Intrusion Detection & Protection

SOXIT controls 302: Executives certify 
accuracy of  reports, disclose 
deficiencies and weaknesses 
in internal controls and 
corrective action

404: Design, implement, 
maintain and verify control 
structure. Auditors attest 
management assertions of 
control structure

409: communicate changes in 
financial state quickly, 
supported by information

802: Protection and retention 
of financial audit records for 5 
years

ExplicitInferred
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Summary of requirements

SUM SOX HIPPA

Vulnerability assessment

Asset discovery & inventory

IT Policy creationPlanning and 
reporting Control sensing, auditing and 

reporting

Information 
Management

Change 
Management

Security

Category

Data Archive & Retention & 
Disposal

Disaster recovery
Patch Remediation
Provisioning

Identity control

Intrusion Detection & Protection

FISMAIT controls

ExplicitInferred
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Regulatory Compliances are directives from 
various government agencies to implement IT 
architectures that insure “due care is taken to 
protect the: 

Confidentiality
Integrity
Privacy 

of information that impacts stakeholders:
• Rights
• Privileges
• Safety

10

All large & medium enterprises around the 
world have some level of regulation that 
impacts their business. It triggers:

Board of director interest
Penalties for non-compliance
Drive to improve corporate governance
Opportunity to streamline & open business 
processes
Challenges the current IT architecture

WHO IT AFFECTS?

Regulatory Compliance – Snapshot

WHAT IS REQUIRED?

WHAT IT IMPLIES?

A more holistic and automated IT architecture 
converging Security, Systems and Storage 
disciplines 
An “infrastructure” with auditing capabilities
Insurance that specific data is saved, archived 
and recoverable 
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Convergence of Security and Operations is Essential

Assure security policy compliance

Receive early awareness of threats

Prevent & detect attacks & 
breaches

Protect privacy of information

Rapidly & easily recover
from loss of critical systems 
& information

Insure via policies that 
adequate storage is 
available for applications 
& backup 

Create secure archives for 
preserving information  
assets

Discover & track HW/SW   
assets

Provision, update, &  
configure systems via  
automated policies

Instantly push security 
patches & signatures to all 
managed devices

Assure software license 
compliance & remove  
unauthorized applications

De-provision & re-purpose 
systems securely

31

Convergence Convergence 
enables enables 

compliancecompliance
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Information Integrity

Information AvailabilityInformation Security

Information that is secure, but not 
available to your people 

is useless.
Information your people can get 

to, but that is insecure, is 
suspect.  And so is everything 

they do with it.

Balancing levels of opportunity and business risk

The Challenge 
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We must create and sustain IT policy by 
automating and monitoring IT controls!

Understand – The latest vulnerabilities, threats, risks, exposures 
and mitigating factors that could impact the compliance to IT policy
Control – A proactive management system that monitors and 
demonstrates a continuous state of compliance with IT policy
Act – Establish, monitor and test existing security and availability 
controls mapping the current state to the policy state, remediate 
control gaps as required

Regulatory Compliance 

Regulatory Compliance



11Symantec ConfidentialPlan on a Page
11

Compliance will drive the merger of Policy, People, Process 
& Technology

Policy, 
controls, 
audits

Policy & audit

Computers

Data

TransactionTransaction TransactionTransaction TransactionTransaction

Infrastructure

FirewallFirewall

People

ProcessProcess ProcessProcess ProcessProcess

Financial ReporFinancial Report
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Source: March 2005 Internet Security Threat Report, Symantec Corporation
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Un-patched software puts Data at risk! 

Average time for a vulnerability exploit to appear = 6 days
Average number of new vulnerabilities discovered every week

Business Continuity
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Insuring compliance through “protected remediation”
In

te
rn

et
In

te
rn

et

Vulnerability 
Identified & 

Early Warnings Sent
(Alert)

Threats Blocked to 
Prevent Propagation using 

Vulnerability signatures
(Prevention)

Safeguards

Resolution

Systems Backed Up 
Automatically
(Protection)

Patches & Updates Implemented 
Across Infrastructure

(Provision)

Identification of systems to 
patch and attacks against 

vulnerability
(Manage)

RESULT:
Faster, Easier, 

Less Costly 
Remediation & 

Restoration

Business Continuity
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Endpoints put data at risk!
Insuring compliance at the “endpoint”

In
te
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et

In
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et

Non-
compliance 
identified at 

logon

Safeguards

Resolution

Patches & Updates 
Implemented

Connecting client 
routed to 

quarantine

RESULT:
Compliant client 

access only

Business Continuity

Connection 
allowed
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The Data compliance challenge?

Policy, 
controls, 
audits

People

Computers

Data

Infrastructure

TransactionTransaction TransactionTransaction TransactionTransaction

Policy & audits

ProcessProcess ProcessProcess ProcessProcess

Annual ReportAnnual Report

FirewallFirewall

Policies linked to audits 
linked to infrastructure 

sensors
•What Data needs to 
be retained?

•How/who marks it?

When should data 
be retained?

•Verifying it is saved? 
•Securing removable 
data at rest?

•How to find and recover 
data?

•Disaster recovery
•System and data synchronization
•Reliability
•Speed
•Application availability
•Hardware availability
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An approach to data retention 
Using Saved Snapshots …. ie: keep everything?

Policy, 
controls, 
audits

Computers

Data

Infrastructure

TransactionTransaction TransactionTransaction TransactionTransaction

Policy & audits

Annual ReportAnnual ReportFirewallFirewall

Set “save” policy by 
machine, 
application, user, 
time, event etc

DataData DataData DataData DataData

Wednesday

Tuesday

Monday

Server 1Server 1 Server 2Server 2 Server 3Server 3 Server 4Server 4
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Example Policy: save scenarios based on events and 
conditions

Snapshot_policy: 
John_Doe = logged on;
File = (annual_report.xls = changed);
File = (annual_report.xls = closed);
Save_Volume (name = Annual Report Activity (date) 

.v21,Volume = Data, schedule = ++backup_que);
End Snapshot Policy:

Volume Save Actions can be 
based on one or all of:

•User logon
•Application activity
•File system activity
•Installation actions
•Threat levels
•Specific file mark
•etc

Regulatory enablement features:
Verified as saved and clean
Create audit trail of “saves”
Return the machine to specific  “point 

in time”
Audit the contents of offline snapshot 
Convert to virtual environment and 

restore
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Cost of saving everything once a day for a year?
C DRIVE
Date Size (KB) Type

22-Apr 6,970,880    Base
23-Apr 17,024        Incremental
23-Apr 8,192          Incremental
28-Apr 168,320       Incremental
29-Apr 28,288 Incremental

Days 6
Base 6,970,880    
Total Incrementals 221,824      
Delta/day 36,971        

365 days of  s torage 20,465,173  
Yearly  Cost at $2.68GB 54.85$        

D DRIVE
Date Size (KB) Type

22-Apr 7,160,192    Base
23-Apr 27,520        Incremental
23-Apr 11,904        Incremental
28-Apr 249,344       Incremental
29-Apr 182,912 Incremental

Days 6
Base 7,160,192    
Total Incrementals 471,680      
Delta/day 78,613        

365 days of  storage 35,854,059  
Yearly Cost at $2.68GB 96.09$        
Yearly Cost for entire machine 150.94$      

Snapshots saved on USB drive
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Browsing a disconnected Saved Snapshot
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Saved Snapshots are Compliant!

Reliable recovery …. disk based
Tape compatible …. it’s a file
Easily archive-able … it’s a file 
Easy to replicate … it’s a file
File extraction through browsing
Includes strong DR capability

Data & application recovery
Recovery to new hardware (coming soon)

Protected data at rest: encrypted and password protected
Event driven
Platform, infrastructure and storage independent 
Criteria driven (future)
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Summary 

Regulations are not prescriptive but infer:
A more holistic and automated IT architecture 
An “infrastructure” with auditing capabilities
Insurance that specific data is saved, archived and recoverable 

Convergence is needed:
Security
Systems
Storage

Data marking may evolve in two ways
Data Marking
Saved & managed snapshots
Better indexing for retrieval

Technology Improvements
Better definition and  integration of infrastructure sensors
Built in infrastructure audit reporting
Better links between applications to infrastructure
Solutions to the data retention challenge



Questions
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Australian Federal Privacy Act
PSM
ACSI 33

Geographic Applicability

45

US

Global Standards

European Union

GLBA
HIPAA
FISMA
NERC
Visa CISP
COSO
COBIT
California Senate Bill

EU Data Protection Act
EU Privacy Act

Basel II
Information Security Forum

Australia
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Timelines for Implementing Regulations

Pre 2002 2003 2004 2005 2006 2007

International

Australia
European Union
UK

Federal Privacy Act (& Ext)
1988

Gramm-Leach Bliley
November 12, 1999

California State Senate Bill
July 1, 2003

The Turnbull Report
November 1, 2003

EU Data Protection Directive
December 11, 2003

EU Privacy & Electronic Communication Directive
December 11, 2003

Sarbanes Oxley Act of 2002
June 15, 2004

Health Insurance Portability & Accountability Act
Aril 21, 2005

Small Health Plans April 21, 2006

North America Electric Reliability Council
January 1, 2005

Federal Information Security Management Act
July 31, 2004

44

USA

2001 Basel II Accord
2006
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Summary of requirements

Vulnerability assessment

Asset discovery & inventory

IT Policy creationPlanning & 
reporting Control sensing, auditing and 

reporting

Information 
Management

Change 
Management

Security

Category

Data Archive & Retention & 
Disposal

Disaster recovery
Patch Remediation
Provisioning

Identity control

Intrusion Detection & Protection

HIPPAIT controls Security: Ensure the confidentiality, 
integrity and availability of electronic health 
information. Protect against threats or 
hazards to that information and against 
misuse or disclosure

Administration: Implement policies and 
procedures to prevent, detect, contain, and 
correct security violations and security 
incident response. Implement procedures for 
disaster recovery . 

Physical Safeguards: Implement policies 
and procedures for handling hardware 
containing protected health information

Technical Safeguards: Implement access 
control procedures, audit, integrity and 
transmission controls : that prevent 
unauthorized access

Policy, procedures and documentation:
support of policies that meet the standards 
and it implementation

ExplicitInferred
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Summary of requirements

Vulnerability assessment

Asset discovery & inventory

IT Policy creationPlanning and 
reporting Control sensing, auditing and 

reporting

Information 
Management

Change 
Management

Security

Category

Data Archive & Retention & 
Disposal

Disaster recovery
Patch Remediation
Provisioning

Identity control

Intrusion Detection & Protection

FISMAIT controls Information Security 
Program:

Agency risk assessment

Security policies and 
procedures

Subordinate plans

Training

Annual testing and evaluation

Corrective action

Security incident reporting

Continuity of operations

ExplicitInferred


