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Put Wireless LAN Security 
Monitoring in your budget.

- Gartner 2003www.airdefense.net
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Wireless LAN Challenges

Uncontrolled Medium Self-Deploying Networks

Easier to Attack

Increased Wi-Fi Risks

Transient Nature

AIRVs.

Wired LAN Challenges

+
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Self-Deploying & Transient Networks

PARKING LOT
CONFERENCE ROOM

SHIPPING DEPARTMENT

CORPORATE NETWORK
NEIGHBOR A

PROBES

PROBES

PROBES

1. User Station transmits PROBES

2. APs transmit BEACONS

3. User Station connects to BEST 
ACCESS POINT

We Don’t Control who we connect to…

Accidental 
Association

Malicious 
Association

Ad Hoc 
Network
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Solution: Layered Approach to Security

Control the Uncontrollable
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AirDefense Solution: Plug & Protect

Real-time Monitoring
Multiple Correlation, 
Analysis & IDS Engines
Integrated Reporting

Appliance
Smart

SensorAccess 
Points

Wireless 
Stations

Hacker

Rogue Access 
Point

Remote Secure 
Browser

Smart
Sensor

Smart Sensors
scanning 802.11 a/ b/ g
Selective processing, 
Encryption

Centralized 
Management

Designed for Enterprise Scalability & Central Management
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AirDefense Functionality

AirDefense Functionality

CONTROL OF AIR SPACE

SECURITY

POLICY COMPLIANCE & ENFORCEMENT

OPERATIONAL 
SUPPORT
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26-STORY
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ATRIUM
AIRPORT

BRAZIL

ARGENTINA

IRELAND

MEXICO

JAPAN

HONG KONG

SOUTH
AFRICA

HEADQUARTERS, USA Centralized Management Console

Example Deployment
F100 Consumer Goods Company
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For white papers, webinars, seminars:
www.airdefense.net/knowledgecenter/


