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Catalyst 6500 Series
Wireless LAN Services Module (WLSM)

Cisco.com

Key Goals
Fast Secure L3 Mobility — Campus-wide

. I
|

Preserves existing subnets — T | m:a:t}
No Campus Spanning VLANSs needed - ﬁﬁdﬂl S
Industry’s First Mobility Groups | = =P~
L2/L3 Non-Stop Forwarding, Stateful Switchover

Leverages all Catalyst 6500 Services
and Service Modules

Designed as Network Infrastructure

Separate Control and Data Plane Forwarding

Unmatched Scalability
Hundreds of Access Points, Thousands of Users
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Catalyst 6500 Series
Wireless LAN Services Module (WLSM)
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Catalyst 6500 Series WLSM:

The Architecture

WLAN Mgmt
CiscoWorks WLSE v2.x

802.1X AAA Server

Ay =
e
Catalyst 6500 Series WLSI\/!/

= APs take on
a hybrid role

Security

Subnet 10
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1. Minimize the number of network
elements requiring configuration

2. Catalyst 6500 Series WLSM
centralizes control
3. Fast Secure Layer 3 Roaming

4. Redundancy

Subnet 20
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Catalyst 6500 Series WLSM

.. Cisco Aironet
~1200 Series AP

Subnet 30




Cisco SWAN

Fast Secure Layer 3 Roaming

""I"I.......
Cisco Secure "ye
Access Control Server
AAA server

-/
AP2
: Because the ml‘m

local WDS device Gisco Aironet AP
handles roaming and ’ /
reauthentication, the
WAN link is not used
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1. Initial 802.1X authentication
goes to central AAA server
(~500ms)

2. During a client roam, the client
signals to the Wireless Domain
Services (WDS) device that it
has roamed from AP1. WDS will
send the client’s key to the new
AP (AP2).

3. The AP hand off
time is reduced
AP1 to 50 ms.

Switch
Based WDS




CiscoWorks Wireless LAN
Solution Engine v.2.7

Secure:
Rogue AP detection

Rogue AP suppression through port
shutdown

RF and AP Management:

Single point of management for AP images

XML API support for radio management
Real time troubleshooting reports

Assisted site surveys and automated
re-site surveys

High Availability:
Cold Standby WLSE Redundancy
Self-Healing WLANSs

e
e
e
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CiscoWorks Wireless
LAN Solution Engine
(WLSE) 2.7

Scalable to 2500 AP’s
Supports:

802.11b, 802.11g and
802.11aradios




=
©
&
>
O
o
Q
a
x
O
m
©
=
O
Z
<
=
0p)
O
O
L
O

-
@)
+—
©
-
-
(@)
Y—
-
o
O
.
-
o
al
7))
7))
)
O
O
<

Cisco.com

1. When Access Points (APs) are initially powered up, they

will find and communicate with the CiscoWorks WLSE

2. The CiscoWorks WLSE loads each AP with its

Cisco I0S Software configuration
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Cisco SWAN Out of Box Deployment:
Assisted Site Survey
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1. CiscoWorks WLSE instructs APs to measure and report the Radio Frequency
(RF) environment and pushes optimal RF configurations to APs

32surementsAt it walks the
age area tofurther fine-ture RF coverage
o

giscoWorks
LSE controls
the process




Cisco SWAN Rogue AP Detection:
AP and Client-Assisted RF Scanning

Cisco.com

Network Core

CiscoWorks WLSE

Distribution

1. CiscoWorks
WLSE analyzes
aggregated Radio £
Manage ment (RM) ' : Access
from both access
points (APs) and
clients

. CiscoWorks WLSE .« Cisco
sends alerts Aironet AP
indicating presence”
of rogue APs

. Client RF scaphing 1] ‘:v-

]

~Eomsal. Cisco
' Airenet AP

AP-only
RF scanning
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Cisco SWAN

WLANS

ing

Self-Heal
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Cisco SWAN Rogue AP Detection:
AP Scanning-Only Mode

1 Network Management System
O &
7 7S

g &

¢ ¢
o

7

Cisco.com

Network Core

~ [Rvaggregation

Switch Based
WDS

CiscoWorks WLSE

Distribution

APs in Scanning-Only

Mode can be deployed

in locations where

WLANS have not yet RM
been deployed S,

Cisco Aironet Series
Access Point

APs in Scanning-Only Mode are listen-only and can have
higher-gain antennas so a few Scanning-Only APs can
provide rogue AP detection for a large physical area
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Whitepapers
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Check these sites for excellent technical references on the Cisco
Structured Wireless-Aware Network and Cisco WLAN Security:

Cisco SWAN:

http:/Mww.cisco.com/go/swan

Cisco Aironet:
http:/Mww.cisco.com/go/aironet
Cisco Catalyst 6500 Series WLSM:

http:/MWww.cisco.com/en/US/products/ps5865/index.htm|
CiscoWorks WLSE

http:/MWww.cisco.com/go/wlse
Cisco SAFE Blueprint:

http://Wwww .cisco.com/qgo/safe
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