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Web Servers

Only external attacks

Generic attack protection

Or, Network Core?

Internal/E xternal attacks
Application specific protection
Transaction assurance

Server and application load
balancing

URL and content
transformation/masking

Traffic optimization — SSL
termination, compression

Application-specific security at the network core protects against

internal/external attacks




L@ Protocols

i Application
il Server
« Web content...
i Mobile — HTML
T server — SOAP/XML
-  Plus, other applications...
. Database
™ — Database servers (SQL)

O% — Mail servers (SMTP)

i Web — Terminal servers (RDP)

| ) server _ Mobile gateway (SIP, WAP)
B securiy * Including, authentication
T Server methods

— Client certificates

Web
Services

Need Flexibility to support multiple protocols and authentication to

ensure broad application security




(§= Proactive

Application Profile e Signature-based?
| | — Attack database
ication Name Online Bankina We|

e v — Regular updates/patches
Cookie Policy ["suictcookie Poiicy ] — Negative, reactive model

) . | Form Field Checkzl . . .,
Input Filter Policy ° r A II ion Ifl ’)
Masking P0|iCy | W eb site mask zl O ] pp Cat O Spec C

G bankimg A =] — Context aware of each
application group

— Validate data fields and other
application specific content

— Automatic learning (80-95%)

— Full proxy architecture
O% — Open API
» Interface to applications

— Proactive, positive model

Authentication Policy
Authorization Policy

E-Banking Security Policva

O aan s

Stopping Day Zero attacks requires a full proxy architecture & positive

security model
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c
o  Hardware
qz; _g’ 2 — Powerful processing engine
o 2 E 3 ~ SSL offload
; & o) A — Specialized ASIC
@  Operating system
aE: . o - — Optimized hardened kernel
> | Application Specific Rules _
= Deep Content Inspection — Line-speed full proxy
s architecture
Hardware. — Low latency
SSL Acceleration _
Packet ASIC * Function
— Server/application traffic mgmt
O% — Application optimization
— Proactive application security

A specialized architecture is required for line-speed application security

processing
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Foundation for Application Security




