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* Performance Testing

* Application and Infrastructure

* Technologies, Speeds, Feeds, Control & Data Plane
* Test Issues in New Technologies

* Technical Considerations

* What you should demand and expect from your
suppliers

* Test Plans and Expertise
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Spirent Communications

A leading provider of performance analysis and service
assurance systems focused on accelerating the
development, deployment and management of next
generation network equipment and services worldwide
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Performance Test Basics

Complexity Pressure on QoS enabled services
the control plane based on latency,
at 10 Gbps jitter per flow
Scalability Control Plane . P J P
Load Balancers, Firevall, Metrics
VPN, MPLS, TCP, IPv4& P ¢ I « :
IPV6. IP Multicast IP, e Per port frame, cell or pac et metr.lcs
IPRouting e Perflow and class of service metrics
Data Plane e Per call/connection metrics
Metro, DWDM, VLANSs. IP QoS. VolP e Per application metrics
PON,xDSL, Layer 3 switches, routers — Imbedded network applications
Ethernetin 18t — The end-user experience
mile, etc ...

10/100/1000 Ethernet GbE, FC, ATM, PoS OC-48, OC-192,

Frame Relay, xDSL, Wireless, Cable Modem, 10GbE, ... OC-768
10s of ports at 100s of Mbps
100s of ports at 10s of Gbps

1000s of ports at 100s of Gbps PoS vs “Ethernet everywhere” vs
o RPR, at 10Gbps, 10GbE L/W: cost
SPIRENT. anayze | Assure| Accelerate’ savings vs manageability & resilience
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Web L4-7 Performance

* Application

> Large scale L4-7 Web Infrastructure
testing. Simulate high density of Web
traffics

* Test Coverage
> Fire Wall, Load Balancer, Web Server

* Technology Coverage
> Ethernet: 10M—-10G

* Layer 3+ Performance
> IPSec Phase I&ll tunnels

* Layer 4-7 Performance
> TCP Goodput
> HTTP1.0/1.1, HTTPS
> Mail: SMTP & POP3

>  Streaming: Microsoft,
RealSystem, QuickTime

> FTP
——
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%= Single Tunnel Setup x|

Emulates a source netwark
with one host and &
Security gateway.

Emulates a destination
SMB Source Port nétwerk with one host, — SMB Destination Port

(Initiator)

DUT Security SM8 Port [P address = 9

S M' 'Ip e Gateway Destination Netwark = 10

. hed Destination Netwark Prefic = 11

Source Network Prefix = 3 (Responder)

— Encrypted text 1 I Clear text
1] ] ]

B—-G)- ~{5h< -\
Sowce MOt =& g DUT Turnel End Point = 6 DUT Frivate Port = B

Destination Host = 12
Pre-shared Key = 7

IKE Phase 1 Policy:
IKE Mode = Main Mode
Authentication = SHA-1

1KE Phase 2 Policy:
PF5 = Diffie-Hediman Group 2 Authentication = SHA-1
Encapsulation = ESP (Tunmel Mode)  Encryption = 3DES

Encryption = 3DES
Diffie-Heliman = Group 2

SMB Source Port put SMB Destination Port
SMB Port 1P address 1|19z 168, 20, 2 DUT Tunmel End Point SME Port 1P address 9 |19z, 168, 100, 2z
6192, 168, 200, 1
Source Network 3] 0, 1,1, 0 Destination Metwork 20 w00, 1 . 1.0
Pre-shared Key

Source Metwork Prefix 3 [2+ 7 [orentonres Metwork Prefix 11 [24

St Mo & 0. 1.1, 1 o ot Destination Host @2 00, 1 .1 . 1

Emulated Securiy Gateway § | 200, 1 , 1 , 101 8192, 168, 100, 1 M

[¥ show at Startup oK
Cancel !

Over 30,000 connections/second

1 million open TCP connections from custom TCP/IP stack
Over 2,000 new SSL connections per second

Sustains over 1.4 Gbps of traffic
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IP Switching Performance

e Application
PP

> Largescale IP Infrastructure QoS testing with
access aggregation at the edge. Simulate
thousands of logical users using multiple VLANs
over a single network. Frams Fse g A

* Test Coverage

>  Switch, Router, Concentrator, Access Device, IP
Network

* Technology Coverage
> Ethernet: 10M-10G
> POS:0C3-0C192 e L=
> ATM: 0C3-0C12 -
> WAN: DS1-DS3

Throughput

g
o g

Frame Flats ws Lasd

* Layer 2 Performance T

> RFC 1944,2285, 2289

> Traﬁic load per VLAN . » Set Rates per flow in Mops, Kbps, bps, or fps —
»  Verifyrate per flow per CoS (ToS, DiffServ, and Simulate the way that today’'s network equipment is
VL AN priority) provisioned.

* Layer 3 Performance

> RFC 2432 - Multicast IP
> MPLS

> View Results per flow in Mbps, Kbps, bps, or fps —
View each link or service as itis provisioned.

!
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Terabit/sec Scale Testing

*

Cisco SYSTEMS

CANTC=

Catalyst 6500 with Supervisor720 —
Gigabit Ethernet Performance Test

Introduction

In March 2003, Cisco Systems announced the next phase
in the evolution of its marketleading Catalyst 6500
switching system, providing improved price/performance
and switching capacity, plus new features such as high
density 10 Gigabit Ethernet and IPv6 forwarding in hard-
ware.

These enhancements are based around a new 720Gbps
Supervisor Module, which combines a 720Gbps switch
fabric and management processors on a single card;
enabling up to 40 Gbps (80 Gbps full-duplex) backplane
capacity per card slot. New high density, high perfor-
mance, interface cards such as the WS-X6748-GE-TX, 48-
Port 10/100/1000 Ethernet interface card, priced at just
$22,500 US List Price, drive the price/performance of the
Catalyst 6500 to over 400Mpps whilst protecting
customers’ investment in existing Catalyst interface cards
by ensuring complete interoperability with next-generation
cards installed in the same chassis.
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Test Setup

Gigabit tests used the Catalyst 6513 chassis equipped
with 470 ports, making this test the industry’s largest
Gigabit Ethernet test to date, confirming Cisco's claim to
provide the highest GigE port density in a single-chassis
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IP Routing Performance

IP Routing

1928610
*  Application o e
> Large scale routing emulation to test true performance of
routers under real traffic and stress. ﬁ ﬁ a a Yy e
° Test Coverage 0007 0.004 0.005 0.00.3
»  Access Routers, Metro/Core Routers, Enterpiise Routers - T 5be sasties 3wl 2 -
* Technology Coverage
> Ethemet 10M — 10G =y & = 2
> POS: OC3 - OC192’ OC768 0004 000§ ooos oooz oonos
> ATM: DS3 - 0C192 Iistubs 33 stubs 33 stubs 33 stubs 33 stubs
> RFC 2547, Martini, VPLS, 6PE,
OSPF(-TE), BGP, IS-IS(-TE), RIP, e e e -
RIPng, OSPFv3, IS-ISv6, MP-BGP e MIECE

toow @ from =] @ | tarne] L

MPLS (RSVP-TE, CR-LDP), PIM

* Routing Plane Performance

>  Over million moute per BGP, OSPF, RIP

>  Common Network Event

> Route Flapping
* Data Plane Performance
Millions of routes per BGP,OSPF,IS-IS,RIP
Throughput pertracking group
Latency pertracking group

Tracking group: QoS, Protocol, Port, VLAN, Route FAap
Status, etc.

vV VYV V V

> Easiest, highest scaleable solution on the market
) > Millions of routes per BGP,OSPF,IS-IS,RIP

= . N » Support Protocol Independent Multicast (PIM)
SPIRENT. Analyze | Assurel Accelerate Proprietary & Confidential 8



IP Storage Performance

* Application

>

Test all aspects of multi-protocol SAN devices,
Storage Routers, Directors and 10G ISLs

* Technology Coverage

>
>

Ethernet: 1-10 Gigabit
Fiber Channel: 1-2 Gigabit

* Fiber Channel Performance

>

>

Throughput, Frame loss

Latency, Latency distribution, Latency
snaps hot

* Fiber Service Performance

>

»

Scalability in both name servers and state
change commands

Name server queries Response Time

e |SCSIEmulation Performance

>

——

SPIRENT.

Simulate file server, web server, database
server, or workstation

Throughput
Session rate, multiple sessions per port

Analyze | Assurel Accelerate"

IP SAN Frame
Loss

csEBEEBIRAS

Typical
Storage Area Network
Architecture

e

&
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Fibre Channel
Fabric
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Protocol, Device and System Performance Testing

System & Network Wide

Security
Routing Voice, Video, Data Pv4 & IPv6
End-to-End System Test
Enterprise Data Wirel A IP Teleph
Center ireless ccess Metro/Core elephony
Security & Web : | Wireless Networks Authentication ' '
...Applications & Devices
Local Area
Network
Storage Area Positioning
Technolo
SISl 9y Copper Access Metro Area IP Phone
Wireless LAN (WiFi) (Physical Layer) Network
Key: Lab Test Performance Analysis §
pf
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Key Issues in Growth Markets

Wireless

E911 & new position dependent digital services.
Wireless LANSs - Are they scalable and secure?

Metro Networks

Can new services create new business for the
carriers? New cost model for Ethernet v. SONET

Enterprise Expansion

Rollout of new, high performance, low cost, large
scale, Ethernet networks. 10GbE Copper is here

Web Applications

Are they scalable and secure? Can business
applications operate while under attack?

IPv6

Government and IP Telephony driving recent activity

Storage Networks

Distributed disaster recovery across 10G MANs, new
technologies for 10Gbps. Do Storage networks

Convergence

IP Telephony cost, scalability, delivering high quality
voice v. video V. business applications

—_—
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Test Planning

5 PI R E N T... Analyze | Assure | Accelerate’

Test Plan Application Test Report

Create Test Plan Increase Functionality Setup Testbed Conduct Expert Analysis
Test cases Add protocols Rack and cable Customized data
Objectives Create wizards Configure R
Configuration More features Dry run FeelisioietEle
Procedures Scale Test Plan modifications SR RO
Metiics Automate Execute QRNIEEME) (! RERe!

Test Preparation Manufacturing Run tests Ir:euc%r:r?%t;?;aﬁ ons
Test environment Q/A regression Troubleshoot
Test gear Middleware/API Educate
Test software 3 party integration Data collection
Personnel Device control Produce raw results
Facilities System monitoring

v,
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Testing the Whole Network.
The key to Understanding
Application Performance

Thank You
More at www.spirentcom.com



