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Agenda
ﬂ

NetFlow
Pioneering IP accounting technology
Invented and patented by Cisco
IETF export standard
* Network-Based Application Recognition (NBAR)
Intelligent application recognition
Analyzes and identifies application traffic in real time
« User-Based Rate Limiting

Granular IP traffic rate control
Source or destination based
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NetFlow and NBAR Benefit Fomwmi

Enterprise Enterprise Service Provider Service Provider Core
Backbone Premise Edge Aggregation Edge
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NetFlow and NBAR: Main Objectives and

Benefits
ﬂ

Main Objective Main Benefit
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NetFlow and NBAR:

Additional Objectives and Begﬁmi

Main Objective Side Benefits
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Uniqueness and Strengths

of NetFlow and NBAR
ﬂ

NetFlow NBAR
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Internet

‘Rate limit traffic per user ‘Rate limit traffic destined
for alarge user group to the controlled user
with 2 simple group with 2 simple
commands commands

‘Rate limit Residential ‘Perfect for Internet Radio
Networks and Online and Peer to Peer

Gaming
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user Community outbound policy uniquesourcelP’s fromtheusers
to theinternet— 1Mbpseach

uniquedestinationlIP’s fromthe inbound
internetto the users— 5Mbpseach® """ 77777777mmmmmmmmmoooee
Traffic from Dorms Traffic from Internet
access-list 101 permt ip 10.10.n.0 Sl b
0.0. 0. 255 any Y Y accoe'sos. OI.|235t5 102 permt ip any 10.10.n.0
class-map Users- Qut bound cl ass-map Users- | nbound
mat ch access-group 101 mat ch access- group 102

policy-map Users- Qut bound pol i cy- map Users —I nbound
cl ass Users- Qut bound cl ass Users- 1 nbound

police flow mask src-only ‘bl ah’ police flow mask dest-only ‘bl ah’
i nt range fast4/1-48 int gig 3/1

service-policyinput Users-CQutbound servi ce-policyinput Users-Inbound
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