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Agenda 

NetFlow  
Pioneering IP accounting technology 

Invented and patented by Cisco 

IETF export standard 

• Network-Based  Application  Recognition  (NBAR) 

Intelligent application recognition 

Analyzes and identifies application traffic in real time 

• User-Based Rate Limiting  

Granular IP traffic rate control 

Source or destination based 
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NetFlow and NBAR Benefit Footprints 

• Attack m itigation 
• Billing  
• AS Peer m onitor ing 
• Traff ic engineer ing 
• Netw ork Planning 

NetFlow 

• Application class if ication 
• Precise Quality of Service (QoS) treatm ent 
• Application s tatis t ics for bandw idth provis ioning 

Top-n  v iew s 
Threshold settings 

• Mapping applications to an SP’s  service offer ing 

 NBAR 

• User (IP) m onitor ing 
• Application m onitor ing 
• Traff ic analys is 
• Attack Mitigation 
• Chargeback Billing  

Enterprise 
Backbone 

Enterprise 
Premise Edge  

Service Provider  
Aggregation Edge 

Service Provider  Core 
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NetFlow and NBAR: Main Objectives and 
Benefits 

Persistent Network Usage Record 

Traffic & routing information analysis 

IP accounting and Billing Technology 

Which users utilize the network  

What types of traffic  

When is the network utilized 

Where does the traffic go 

 NetFlow 

Flow Character ization 

Network Usage 

Capacity Planning, Traffic Engineering, 
Peering 

Data Export 

Optimize application performance v ia QoS  

 NBAR 

MainMain  BenefitBenefit MainMain  ObjectiveObjective 

Validation or reclassification of ToS 
marking based on packet inspection 

Identify & classify traffic based on 
payload attr ibutes & protocol 
character istics 
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IETF IPFIX WG Standard and NetFlow 
v .9 flexible extensible format 

Optimized Edge Routing (OER) 

Permanent Record of network activ ity 

Capacity Planning and Traffic 
Engineering 

DDOS & Worm Detection 

 NetFlow 

Flow Character ization 

Network Usage 

Billing 

Capacity, Traffic Eng, Peering 

Data Export 

 NBAR 

SideSide  BenefitsBenefits MainMain  ObjectiveObjective 

Application statistics for bandwidth 
prov isioning 

Detection & dropping/limiting of 
undesired traffic – peer-to-peer file 
sharing, worms, … 

Identify &  classify traffic based on 
payload attr ibutes & protocol 
character istics 

NetFlow and NBAR: 
Additional  Objectives and Benefits 
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Uniqueness and Strengths 
of NetFlow and NBAR  

• IPv 6, MPLS, Multicast, BGP NH 
technology integration 

• Billing, Capacity Planning, 
Traffic Engineering 

• Internet Access Monitor ing:  
Peering & Traffic  

• IETF Standard for Data Sampling 
and Export 

• Security DDOS Monitor ing Tool 

• Flow timers, timing of network 
traffic types 

• Who what where when in the 
network 

• Large NMS partner community 
& open source tools 

NetFlowNetFlow 

New 

• Deep & Stateful Packet Inspection 

• Protocol Discov ery with 
application statistics 

• Enables precise classification 
& QoS treatment 

• Pre-defined protocol & application 
recognition 

• User-Defined Custom Application 
Classification  

• New application signatures w/o 
software upgrade 

• Integration with IP Serv ices 
(QoS, NAT, Firewall, IDS) 

NBARNBAR 

New 

New 



7 7 7 © 2003, Cisco Systems, Inc. All rights reserved. 7680_03_2003_c1 

´Rate limit  traffic  per user 
for a large user group 
with  2 simple 
commands 

´Rate limit  Residential 
Networks  and Online 
Gaming 

´Rate limit  traffic  destined  
to the controlled  user 
group  w ith 2 simple  
commands  

´Perfect for Internet  Radio  
and Peer to Peer 

User-Based Rate Limiting  
Enhances Operational  Control 

Internet 
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Traffic  from Dorms 
access- l i s t  101 per mi t  i p 10. 10. n. 0 

0. 0. 0. 255 any 
c l ass- map User s- Out bound 
 mat ch access- gr oup 101 
pol i cy- map User s- Out bound 
 c l ass User s- Out bound 
  pol i ce f l ow mask sr c- onl y ‘ bl ah’  
i nt  r ange f as t 4/ 1- 48 
 ser v i ce- pol i cy i nput  User s- Out bound 

Traffic from Internet 
access- l i s t  102 per mi t  i p any 10. 10. n. 0 

0. 0. 0. 255  
c l ass- map User s- I nbound 
 mat ch access- gr oup 102 
pol i cy- map User s –I nbound 
 c l ass User s- I nbound 
  pol i ce f l ow mask dest - onl y ‘ bl ah’  
i nt  gi g 3/ 1 
 ser v i ce- pol i cy i nput  User s- I nbound 

User-Based Rate Limiting
Operational  example 

unique destination IP’s from the 
internet to the users – 5 Mbps each 

unique source IP’s from the users 
to the internet – 1Mbps each 

1 Mbps 

1 Mbps 

1 Mbps 

1 Mbps 

1 Mbps 

1 Mbps 

1 Mbps 
1 Mbps 

1 Mbps 
1 Mbps 

1 Mbps 

outbound  policy 

inbound  policy 

5 Mbps 

5 Mbps 

5 Mbps 

5 Mbps 

5 Mbps 

5 Mbps 

5 Mbps 

5 Mbps 5 Mbps 

user community  

internet 

1 Mbps 
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